
Privacy Preserving Payments
in Credit Networks

Pedro Moreno-Sanchez, Aniket Kate, Matteo Maffei and Kim Pecina

CISPA, Saarland University

NDSS 2015



NDSS'15 Privacy Preserving Payments in Credit Networks 2

Credit Networks Introduction

Real World Credit Network



NDSS'15 Privacy Preserving Payments in Credit Networks 3

Credit Networks Introduction

I need credit

Real World Credit Network



NDSS'15 Privacy Preserving Payments in Credit Networks 4

Credit Networks Introduction

I need credit

I pay you 
20 $ 

Real World Credit Network



NDSS'15 Privacy Preserving Payments in Credit Networks 5

Credit Networks Introduction

I need credit

I pay you 
20 $ 

Real World

I owe you 20 $

Credit Network



NDSS'15 Privacy Preserving Payments in Credit Networks 6

Credit Networks Introduction

I need credit

I pay you 
20 $ 

Real World

I owe you 20 $

Credit Network



NDSS'15 Privacy Preserving Payments in Credit Networks 7

Credit Networks Introduction

I need credit

3
0 5

35

30

13
5I pay you 

20 $ 

Real World

I owe you 20 $

Credit Network

15



NDSS'15 Privacy Preserving Payments in Credit Networks 8

Credit Networks Introduction

I need credit

3
0 5

35

30

13
5I pay you 

20 $ 

Real World

I owe you 20 $

Credit Network

15



NDSS'15 Privacy Preserving Payments in Credit Networks 9

Credit Networks Introduction

I need credit

3
0 5

35

30

13
5I pay you 

20 $ 

Misbehaving user's effect is:

Localized

Bounded 

Real World

I owe you 20 $

Credit Network

15



NDSS'15 Privacy Preserving Payments in Credit Networks 10

Credit Networks Introduction

I need credit

3
0 5

35

30

13
5I pay you 

20 $ 

Misbehaving user's effect is:

Localized

Bounded 

Multiple applications:
Ostra: mitigate spam in
email system
Bazaar: strengthen online 
marketplaces, e.g., eBay
Etc.

Real World

I owe you 20 $

Credit Network

15



NDSS'15 Privacy Preserving Payments in Credit Networks 11

Credit Networks Application: Payment Systems

➢ Payment systems: Ripple [> 140,000 users, > $15M transaction volume]



NDSS'15 Privacy Preserving Payments in Credit Networks 12

Credit Networks Application: Payment Systems

➢ Payment systems: Ripple [> 140,000 users, > $15M transaction volume]



NDSS'15 Privacy Preserving Payments in Credit Networks 13

Credit Networks Application: Payment Systems

➢ Payment systems: Ripple [> 140,000 users, > $15M transaction volume]



NDSS'15 Privacy Preserving Payments in Credit Networks 14

Credit Networks Application: Payment Systems

➢ Payment systems: Ripple [> 140,000 users, > $15M transaction volume]



NDSS'15 Privacy Preserving Payments in Credit Networks 15

Credit Networks Application: Payment Systems

➢ Payment systems: Ripple [> 140,000 users, > $15M transaction volume]

Banking System Ripple 

Transaction ~ 1 day ~ 5 seconds

Multi-
currency &
worldwide 
transactions

High fees Small fees

Integrity Bank-only verifiable Publicly verifiable



NDSS'15 Privacy Preserving Payments in Credit Networks 16

Public Verifiability & Privacy Problem

. . .

200

. . .

50

30

Transaction details

Credit links
Ledger



NDSS'15 Privacy Preserving Payments in Credit Networks 17

Public Verifiability & Privacy Problem

. . .

200

. . .

50

30

Transaction details

Credit links
Ledger

20



NDSS'15 Privacy Preserving Payments in Credit Networks 18

Public Verifiability & Privacy Problem

. . .

200

. . .

Transaction details

Credit links
Ledger

30

50



NDSS'15 Privacy Preserving Payments in Credit Networks 19

Public Verifiability & Privacy Problem

. . .

200

. . .

Transaction details

Credit links
Ledger

LINKABLE 
ANONYMITY

30

50



NDSS'15 Privacy Preserving Payments in Credit Networks 20

Contributions

➢ Identify privacy problem as an 
important issue in credit networks

. . .
200
. . .

30

50



NDSS'15 Privacy Preserving Payments in Credit Networks 21

Contributions

➢ Identify privacy problem as an 
important issue in credit networks

➢ Define privacy properties for 
credit networks: value and receiver 
privacy

. . .
200
. . .

30

50

20



NDSS'15 Privacy Preserving Payments in Credit Networks 22

Contributions

➢ Identify privacy problem as an 
important issue in credit networks

➢ Define privacy properties for 
credit networks: value and receiver 
privacy

➢ PrivPay: novel architecture 
combining trusted hardware and 
oblivious algorithms

. . .
200
. . .

30

50

20



NDSS'15 Privacy Preserving Payments in Credit Networks 24

Contributions

➢ Identify privacy problem as an 
important issue in credit networks

➢ Define privacy properties for 
credit networks: value and receiver 
privacy

➢ PrivPay: novel architecture 
combining trusted hardware and 
oblivious algorithms

➢ Evaluation: feasible to deploy in 
practice 

. . .
200
. . .

30

50

20



NDSS'15 Privacy Preserving Payments in Credit Networks 25

20

35

30

15

25

3
0 5

Credit Network Transaction



NDSS'15 Privacy Preserving Payments in Credit Networks 26

20

35

30

15

25

3
0 5

Credit Network Transaction

10



NDSS'15 Privacy Preserving Payments in Credit Networks 27

20

35

30

15

25

3
0 5

Credit Network Transaction

10



NDSS'15 Privacy Preserving Payments in Credit Networks 28

20

35

15

25

3
0 5

Credit Network Transaction

5

10

20



NDSS'15 Privacy Preserving Payments in Credit Networks 29

20

35

15

25

3
0 5

Credit Network Transaction

5

20



NDSS'15 Privacy Preserving Payments in Credit Networks 30

Credit Network: Routing challenge

Routing: determine credit route from a sender to a receiver

➢ Existing systems use the max-flow approach:

 Inefficient algorithms: O(V3) or O(V2log(E))
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Transaction Value Privacy: Definition (II)
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 stored on untrusted server,

 accessed obliviously,

 using trusted hardware
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PrivPay: Evaluation

➢ We have implemented PrivPay as a multithreaded C++ library

➢ We use Ripple transactions over a period of four months (Oct'13 – Jan'14)

 network: 14,317 nodes and 14,176 links

Non-Private 
setting [1]

PrivPay 

Payment (ms) 0.078 1510

Change link (ms) 0.005 95

Oblivious BFS (ms)
[Background process]

50 22000

Coverage 97% 95%

[1]  B. Viswanath, M. Mondal, K. P. Gummadi, A. Mislove, and A. Post. Canal: Scaling Social Networks-based Sybil Tolerance Schemes. 
Eurosys'12.
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Deployable in practice
(Ripple ~5 sec)

No false positives
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