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• C lien t-S erver

• G eneric S ecurity S erv ice 

• S im ple P ublic K ey M echan ism

• C reden tia l M anagem ent

• Secure  S ing le  Log in
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The P layers

C lien t S erver

M r. B adG uy
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G S S

C lient S erver

GSS_Init_sec_context
(...,CredC, S ,...)

GSS_Init_sec_context
(...,           ,...)

T

T GSS_Accept_sec_context
(...,         , CredS )T

C S

T
T

C S
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C lien t S erver

A uthentication
S erver

T icket G ran ting
S ervice

K erberos

TG S -req TG S

S

S -req TG S

S ervice-req S
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S P K M  (3-W ay-A uth )

1. R c, M =R c|S |C , F=S ig (h (M ),S c)

S c
+ P c S s

+
P s

M ,F , P c2 .
3 . V erify

 4 . R s, K cs, N =R s|R c|K cs
G =E nc(N ,P s),
H =S ig (h (N ),S s)

G ,H , P s5 .

6 . V erify , decrypt G , I=E nc(R s,P s)

K cs K cs

7 .     I
8 . R s ‘=E nc(I,S s)=R s?



secunet

©  D etle f H ühn le in , huehn le in@ secunet.de

C redential M anagem ent and  S ecure  S ing le Log in  for S P K M

C redentia l M anagem ent fo r S P K M

„Th e key  m anag em ent em ployed  in  S P K M  
is  in tended  to  be  as  com patib le  as possib le  

w ith  bo th  X .509  and  P E M , s ince  these
represent large  com m unities  o f in terest 

and  sh ow  re lative  m aturity  in  standards.“

S P K M
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C redentia l M anagem ent

 S
+ P

secunet

Michaela May

P S E

S W -P S E

or

P P P P

X .500
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M ultip le  C onnections

 S

K eep  P S E  access ib le  (fo r a  long tim e)

E n ter P IN  to  open  P S E  fo r every  connection

S ecure S ing le  Log in

U sab ility S ecurity
C redentia l M anagem ent
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S ecure S ing le  Log in

K erberos S P K M

G et TG S -T icket 
w ith  lim ited  life tim e 
to  au thentica te  

G enerate  and  (se lf) certify
P ub lic  K ey  P a ir  
w ith  lim ited  life tim e 
to  au thentica te  
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X .509  v3   - C ertifica tes

signature  
a lgorithm

signature

not before
not a fter

vers ion
seria lN um ber
s igna tu re
issuer   
va lid ity
sub ject
sub jectP ub licK eyIn fo
...

ex tens ions

v3
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X .509  v3  / P K IX  - E x tensions

subjectA ltN am e
issuerA ltN am e
basic  C onstra in ts
   B oolean  cA
    In teger P athLenC onstra in t
K ey usage
   B itS tring  (0) d ig ita lS ignature

(1) nonR epudiation
(2) keyE ncipherm ent
(3) dataE ncipherm ent
(4) key  A greem ent
(5) keyC ertS ign
(6) cR LS ign
(7) encipherO nly
(8) decipherO nly

N am e C onstra in ts
    G enS ubtree perm ittedS ubtrees
    G enS ubtree exclu dedS ubtrees
E xtendedK eyU sage
    O ID  K eyP urposeId

E xtens ion  
extn ID O ID
critica l B oo lean
extnV alue O ctetS tring

E xam ples:
id -kp-serverA u th
id -kp-c lien tA u th
id -kp-codeS ign ing
id -kp-em ailP ro tection
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C redentia l M anagem ent fo r S P K M

:=P K IX +increm enta l changes
new  K ey P urpo ses:
id -kp-S ignTem pC ert
id -kp-Tem porary

Issuer       C A
va lid ity       u-no tB efore

      u-no tA fte r
sub ject       U ser
sub jectA ltN am e         U ser-a lt
issuerA ltN am e       C A -a lt
K eyusage       critica l=TR U E

      d ig ita lS igna ture
      nonR epudia tion

E xtK eyU sage       critica l=FA LS E
  (id -kp-S ignTem pC ert)

B asic  C onstra in ts       critica l=TR U E
      cA =FA LS E

perm anent

Issuer       U ser
va lid ity       t-no tB efore

      t-no tA fter
sub ject       U ser
sub jectA ltN am e         U ser-a lt
issuerA ltN am e       U ser-a lt
K eyusage       critica l=TR U E

      d ig ita lS igna ture
E xtK eyU sage       critica l=TR U E

      id -kp-Tem porary
B asic C onstra in ts       critica l=TR U E

      cA =FA LS E

tem porary
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V erifica tion  P rocedure

P C AP R T ... P U P T

P K IX  conform1. not p resen t

2 .
P K IX  conform

K eyU sage   critica l=TR U E
     d ig ita lS ignature=TR U E

E xtK eyU sage   (id-kp-S ignTem pC ert)

Issuer =    sub ject
issuerA lt=    sub jectA lt
valid ity .T -notB efore>valid ity .U -notB efore
valid ity .T -notA fter<valid ity .U -notA fter
K eyU sage      c ritical=TR U E

     nonR epudiation=FA LS E
     keyC ertS ign=FA LS E
     cR LS ign=FA LS E

E xtK eyU sage      c ritical=TR U E
id-kp-Tem porary  is  present

B asic C onstraints      c ritica l=TR U E
      cA =FA LS E
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E ffic iency  (E stim ate)

       T im e E ffic iency          S pace E ffic iency
(1024 B it M u lt.) (B yte)

S ecu rity  U sab .       O nce   S essio n  C on text    S ecure   In secure

S ing le  Login            /            /            5526             /                /
 
M u ltip le  Login            /           /           5526             /                /

S S Lo gin  - R S A                                                     /       108315    3758            /               740

S S Lo gin  - D L  (na ive)                                   116000      1267     7236           20            1348  

S S Lo gin  - D L  (prec .)                                   116517        675       6368          20            19780     
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... C om m ents appreciated

http ://w w w .ietf.o rg /in ternet-drafts /
d raft-huehnle in -credm an-spkm -00.txt

B y H ans S chupp , G M D , D arm stadt, G erm any
&  m e


