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HP Koan: How does printer update firmware?... 
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HP Koan: How does printer update firmware?... Print! 
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HP Koan: How does printer update firmware?... Print! 

You see where this is going… 
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Stating the obvious 
 
 

•  LPR / Raw printing has no authentication mechanism 
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Stating the obvious 
 
 

•  LPR / Raw printing has no authentication mechanism 
•  PJL can be embedded in postscript (and lots else) 

•  Malicious RFU + Doc Format Attack Vector 

  self-propagating printer malware 
  embedded Advanced Persistent Asset 

 Embedded spear-phishing, etc 
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Plan:  

•  Reverse RFU Format 
•  Construct printer rootkit 
•  Repack malicious RFU 
•  Embed in document 
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Reverse RFU Format 

What didn’t work… 
 

•  Stare at binary blob 
•  Common FS headers 
•  Googling 
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Reverse RFU Format 

What did work… 
 

•  Reversing the bootloader 
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Reverse RFU Format 

What did work… 
 

•  Reversing the bootloader 
 
•  Monkey soldering 
•  Arduino 
 
•  Duct-tape 
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Reverse RFU Format 

2055DN Formatter Board 

Main SoC Boots from  
 SPI flash chip 

 
Main SoC = Mystery ARM 

 No datasheet 
 
 
Spansion Flash 

 Have datasheet! 
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Reverse RFU Format 
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Reverse RFU Format 
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Reverse RFU Format 
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Reverse RFU Format 

Awesomesauce! 
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Security Analysis 

•  No memory-space isolation / separation 
•  No “kernel”-level security 
•  Everything runs as supervisor mode on CPU 

•  Any vulnerability anywhere leads to full compromise 
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P0C Printer Rootkit 

•  3KB of ARM assembly 
•  Print-job interceptor 
•  Reverse-IP Proxy 

•  Engine-controller 
hijacker 

•  Live Demo @ 28c3 
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(reflexive Attack) 
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HP	  LaserJet	  Pro	  100	  color	  MFP	  M175	   HP	  LaserJet	  M2727	  Mul?func?on	  Printer	   HP	  Color	  LaserJet	  4730	  Mul?func?on	  Printer	  
HP	  LaserJet	  Pro	  CP1025	  Color	  Printer	  series	   HP	  Color	  LaserJet	  2800	  All-‐in-‐One	  Printer	  series	   HP	  Color	  LaserJet	  CM4730	  Mul?func?on	  	  
HP	  LaserJet	  Pro	  P1102	  Printer	  series	   HP	  Color	  LaserJet	  3000	   HP	  LaserJet	  M5025	  Mul?func?on	  Printer	  
HP	  LaserJet	  M1120	  Mul?func?on	  Printer	  series	   HP	  LaserJet	  P3005	   HP	  LaserJet	  M5035	  Mul?func?on	  Printer	  
HP	  LaserJet	  Pro	  M1136	  Mul?func?on	  Printer	  series	   HP	  LaserJet	  Enterprise	  P3015	   HP	  LaserJet	  5200L	  
HP	  Color	  LaserJet	  CP1210	  Printer	  series	   HP	  LaserJet	  M3027	  Mul?func?on	  Printer	   HP	  LaserJet	  5200N	  
HP	  LaserJet	  Pro	  M1212nf	  Mul?func?on	  Printer	  series	   HP	  LaserJet	  M3035	   HP	  Color	  LaserJet	  Professional	  CP5225	  	  
HP	  Color	  LaserJet	  CM1312	  Mul?func?on	  Printer	   HP	  Color	  LaserJet	  CP3505	   HP	  Color	  LaserJet	  5550	  
HP	  Color	  LaserJet	  CM1312nfi	  Mul?func?on	  Printer	   HP	  Color	  LaserJet	  CP3525	   HP	  Color	  LaserJet	  CP6015	  
HP	  LaserJet	  M1319	  Mul?func?on	  Printer	  series	   HP	  Color	  LaserJet	  CM3530	   HP	  Color	  LaserJet	  CM6030	  
HP	  LaserJet	  Pro	  CM1415	  Color	  Mul?func?on	  Printer	   HP	  Color	  LaserJet	  3800	   HP	  Color	  LaserJet	  CM6040	  
HP	  LaserJet	  P1500	  Printer	  series	   HP	  Color	  LaserJet	  CP4005	   HP	  CM8060	  Color	  Mul?func?on	  Printer	  
HP	  Color	  LaserJet	  CP1510	  Printer	  series	   HP	  LaserJet	  P4014	   HP	  LaserJet	  9040	  
HP	  LaserJet	  M1522	  Mul?func?on	  Printer	   HP	  LaserJet	  P4015	   HP	  LaserJet	  9040	  Mul?func?on	  Printer	  
HP	  LaserJet	  Pro	  CP1525	  Color	  Printer	   HP	  LaserJet	  4240	   HP	  LaserJet	  M9040	  Mul?func?on	  Printer	  
HP	  LaserJet	  Pro	  M1536	  Mul?func?on	  Printer	   HP	  LaserJet	  4250	   HP	  LaserJet	  9050	  
HP	  LaserJet	  Pro	  P1606dn	   HP	  LaserJet	  4345	  Mul?func?on	  Printer	   HP	  LaserJet	  9050	  Mul?func?on	  Printer	  
HP	  Color	  LaserJet	  CP2025	   HP	  LaserJet	  M4345	  Mul?func?on	  Printer	   HP	  LaserJet	  M9050	  Mul?func?on	  Printer	  
HP	  LaserJet	  P2035	   HP	  LaserJet	  4350	   HP	  9200c	  Digital	  Sender	  
HP	  LaserJet	  P2055	   HP	  LaserJet	  P4515	   HP	  9250c	  Digital	  Sender	  
HP	  Color	  LaserJet	  CM2320	  Mul?func?on	   HP	  Color	  LaserJet	  Enterprise	  CP4525	   HP	  Color	  LaserJet	  9500	  
HP	  LaserJet	  2400	  Printer	  series	   HP	  Color	  LaserJet	  4700	   HP	  Color	  LaserJet	  9500	  Mul?func?on	  Printer	  

CVE:	  CVE-‐2011-‐4161	   SSRT:	  100692	  rev.6	  
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How many vulnerable printers are there in the world? 

   months after patch release 

2/25/13	   Cui	  Costello	  Stolfo	  -‐	  NDSS	  2013	  



How many vulnerable printers are there in the world? 

   months after patch release 

2/25/13	   Cui	  Costello	  Stolfo	  -‐	  NDSS	  2013	  



How many vulnerable printers are there in the world? 

   months after patch release 

2/25/13	   Cui	  Costello	  Stolfo	  -‐	  NDSS	  2013	  



How many vulnerable printers are there in the world? 

   months after patch release 

2/25/13	   Cui	  Costello	  Stolfo	  -‐	  NDSS	  2013	  



Interesting findings: 
 
 

•  EDU has the most vulnerable printers 
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Interesting findings: 
 
 

•  EDU has the most vulnerable printers 
•  Average printer is ~4.5 years old 

•  Found 201 vulnerable printers in DOD (All removed) 
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Interesting findings: 
 
 

•  EDU has the most vulnerable printers 
•  Average printer is ~4.5 years old 

•  Found 201 vulnerable printers in DOD (All removed) 
•  Found 6 vulnerable printers in HP (3 still there) 
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Vulnerable Third-Party Libraries 
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M e e t  

S y m b i o t e 
RAID   2011 

Defending Legacy Embedded Systems With Software Symbiotes 

 
ACSAC 2011 

From Prey To Hunter: Transforming Legacy Embedded Devices  
Into Exploitation Sensor Grids 

 

 USENIX/WOOT 2011 
Killing the Myth of Cisco IOS Diversity 
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NDSS 2013 
When Firmware Modifications Attack: A Case Study of Embedded Exploitation 



Symbiote Structure 

Drop in a Defensive Symbiote Payload 
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Thank	  You	  Michael	  &	  Yuan	  
	  

anup kotalwar 
Jatin Kataria 

Yuan Kang 
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