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• 90% of mobile apps are free, many are monetized using ads


• Apps use 3rd-party services to collect tracking data and display 
ads


• Advertising and Tracking Services (ATS, for short)


• Not visible to the users


• Data sharing policies are unknown to the users and 
researchers


• No complete study of mobile tracking and advertising ecosystem

More than meets the eye
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• Advertising and Tracking Services (ATS, for short)


• Not visible to the users


• Data sharing policies are unknown to the users and 
researchers


• No complete study of mobile tracking and advertising ecosystemWe aim to bring transparency to this ecosystem. 
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Existing datasets are incomplete and/or 
inaccurate 
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McAfee Trusted Source

AdBlock Plus (EasyList)

OpenDNS Domain Tagging

URL Category
http://flurry.com None

http://cloudflare.com None

URL Category
http://flurry.com Software/Technology, Advertising, Business Services

http://cloudflare.com Business Service

URL Category
http://flurry.com Internet Services

http://cloudflare.com Internet Services
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Lumen Dataset
12,000 
users

14,000 
apps[1]

8.5M 
flows

40,000 
domains[2]

[1] 48% of apps have at least 1M installs
[2] Top-10K domains are found on iOS traffic and account for 65% of total monthly traffic on a EU MNO
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How we identified advertising 
and tracking services 
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App-domain 
flows

Third-party 
identifier

ATS domain 
classifier



crashlytics.comaccuweather.com scorecardresearch.com graph.facebook.com

com.accuweather.android

com.facebook.katana com.htc.sense.hsp

com.spotify.music

Identifying 3rd-Party Services
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Step 1: Distinguish between 1st-party domains and 3rd-party ones

Identifying 3rd-Party Services

crashlytics.comaccuweather.com scorecardresearch.com graph.facebook.com

com.accuweather.android

com.facebook.katanacom.htc.sense.hsp

com.spotify.music
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Step 2: Separate ATS and ATS-Capable domains from other 3rd-party services using ML

Identifying 3rd-Party Services

ATS ATS ATS

crashlytics.comaccuweather.com scorecardresearch.com graph.facebook.com

com.accuweather.android

com.facebook.katanacom.htc.sense.hsp

com.spotify.music
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ATSes discovered

Domains 3rd-party domains ATS  
second-level domains

ATS-Capable 
second-level domains

40,553 8,099 2,121 730
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ATSes discovered

Domains 3rd-party domains ATS  
second-level domains

ATS-Capable 
second-level domains

40,553 8,099 2,121 730

Coverage
EasyList 38% 24%

hpHosts 77% 35%
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Step 2: Separate ATS domains from other 3rd-party services using ML

Identifying 3rd-Party Services

ATS ATS ATS

crashlytics.comaccuweather.com scorecardresearch.com graph.facebook.com
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Identify parent company 

Identifying Parent Companies

tracker.com Tracker and Sons ® 

ATS-Capable ATS ATS ATS

crashlytics.comaccuweather.com scorecardresearch.com graph.facebook.com

com.accuweather.android

com.facebook.katanacom.htc.sense.hsp

com.spotify.music
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ATS parent companies
• 292 parent orgs. own nearly 2,000 ATSes 

• As expected, big companies dominate, but…

#1 #4
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Which mobile ATSes 
are capable of cross-

device tracking?
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Cross-device Tracking

• 15 out of top 20 parent organizations are also present in 
popular websites


• Cross-device tracking is already the norm!


• Users don’t know their activities can be tracked across 
devices



Questions to answer
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What do their privacy 
policies look like?
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ATS Privacy Policies
Company Has ad 

subsidiaries?
Data sharing with 

subsidiaries?
Data sharing with 

3rd-parties? Opt-out

Alphabet ✔ ✔ Account settings

Facebook ✔ ✔ Account settings

Twitter ✔ ✔ ✔ Account settings / DAA

Verizon ✔ ✔ ✔ Account settings

AppsFlyer ✔ Email

ChartBoost ✔ ✔ ✔ NAI/DAA webforms

Vungle ✔ ✔ ✔ Google ID Reset

AppLovin ✔ ✔ ✔ TRUSTe/EU YOC

Adjust ✔ NAI webform

Alibaba ✔ ✔ ✔ Webform

NAI: Network Advertising Initiative  
DAA: Digital Advertising Alliance
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Trackers without borders
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Summary
• Identified 2,123 mobile ATSes using an automated mechanism to 

identify ATS domains, 233 of which were unreported by Web-
based lists


• Found mobile ATS presence in the Web to be pervasive


• Identified 292 parent organizations running mobile ATSes


• Top 10 parent companies allow either inter- or intra- organizational 
data sharing


• Most mobile ATSes may be affected by proposed regulations in 
the EU
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