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Cooling Redundancy 

• Initially well designed to support the normal functionality 

• Excessively consumed
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Potential Threats: 

• Intentionally cause overheating?



Testbed Measurement Setup

• Sealed Environment

• Supermicro server

•“Go!Temp” temperature probe



Thermal Characteristics

Similar system resource consumption



Thermal Characteristics

Similar system resource consumption



Thermal Characteristics

‣leads to different outlet temperature.

Similar system resource consumption



Thermal Characteristics

‣leads to different outlet temperature.

Reason: underlying pipeline flows are different
Further cause CPU halt and leave function units idle

Similar system resource consumption



Thermal Characteristics

‣leads to different outlet temperature.

Reason: underlying pipeline flows are different
Further cause CPU halt and leave function units idle

Thermal-intensive workloads can generate 
much more heat without consuming more 
system resources.

Similar system resource consumption



Thermal Characteristics

‣leads to different outlet temperature.

Reason: underlying pipeline flows are different
Further cause CPU halt and leave function units idle

Thermal-intensive workloads can generate 
much more heat without consuming more 
system resources.

Similar system resource consumption



Thermal Attacks on Virtual Machine

• Xen Hypervisor / VM with 4vCPU

• Baseline: 25% utilization



Thermal Attacks on Virtual Machine

• Xen Hypervisor / VM with 4vCPU

• Baseline: 25% utilization



Thermal Attacks on Virtual Machine

• Xen Hypervisor / VM with 4vCPU

• Baseline: 25% utilization

• Co-resident VMs can produce more heat



    Data center level: trace-driven computational fluid dynamics analysis. 
• CFD package, Fluent, to simulate the thermal environment.

• Air recirculation.
• Air density.
• Air flow rate. 

Data Center Level Simulation



    Data center level: trace-driven computational fluid dynamics analysis. 
• The layout:

• 4 rows of servers; 
• 8 racks in each row; 
• 40 servers per rack —> 1280 servers. 

Data Center Level Simulation

Power-oversubscribed



Data Center Level Simulation

    Data center level: trace-driven computational fluid dynamics analysis. 
• Toutlet is affected by outlet temperature, power consumption of all servers, and Tsup. 
• Tinlet depends on Tsup and Toutlet 
• One-week trace from real data centers.



Data Center Level Simulation

[1] Data center cooling best practices 

    Data center level: trace-driven computational fluid dynamics analysis. 
• Tsup = 16°C
• Tredline = 25°C [1]
• Goal: Tinlet of all servers < Tredline
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Global View

• Switch to thermal-intensive workloads

• Exactly same utilizations (a,b)

• Utilization-based load balancing not works!
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Attacking Efforts

•Three types of attackers
̶ Random: randomly
̶ Rack-level: achieve rack-level co-residence
̶ Hotspot: attackers can roughly infer the servers located in hotspots

•Three background workloads scenarios
̶ High: 60%
̶ Medium: 40%
̶ Low: 20%

•Four different Tsup
̶ 16°C, 16.5°C, 17°C, 17.5°C
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Attacking Efforts

•Would become a threat to future cooling-

efficient data centers
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Summary

 ̶ Reveal a new vulnerability of reduced cooling redundancy.
• Root cause: aggressive cooling saving policy and power-
oversubscription 

 ̶ Conduct testbed experiments and data center level simulation.

 ̶ Discuss mitigating methods.



Thank you!


