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Contributions

• Developed a PSI protocol for recurrent set intersection

• One-time cost on the large set and linear recurrent cost on the smaller set

• Proposed optimizations to reduce computation time and communication

• Reduce intersection time by one/two OOM compared to SOTA on slow/fast networks

Recurrent time (s) for 𝑿 ≈ 𝟐𝟐𝟎, 𝒀 = 𝟒

Protocol 10 Gbps 100 Mbps

This work 0.03 0.24

CLR [1] 2.21 2.81

KKRT [2] 1.67 6.46

PSSZ [3] 0.88 2.94

[1] Hao Chen, Kim Laine, and Peter Rindal. "Fast private set intersection from homomorphic encryption." CCS, 2017.
[2] Vladimir Kolesnikov, Ranjit Kumaresan, Mike Rosulek, and Ni Trieu. "Efficient batched oblivious PRF with applications to private set intersection." CCS, 2016.
[3] Benny Pinkas, Thomas Schneider, Gil Segev, and Michael Zohner. "Phasing: Private set intersection using permutation-based hashing." USENIX Security, 2015.
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Pack many entries into one ciphertext.

[4] Nigel P. Smart and Frederik Vercauteren. "Fully homomorphic SIMD operations." Designs, codes and cryptography, 2014.
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[4] Nigel P. Smart and Frederik Vercauteren. "Fully homomorphic SIMD operations." Designs, codes and cryptography, 2014.

Batching Batching + PackingInteger
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We encode Cuckoo hash table 𝑻 with proposed “Batching + Packing” method.

≈ 𝟏𝟐. 𝟓 Megabytes

(Unencrypted is 4 MB)

[𝟒]
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[8] Hao Chen, Kim Laine, and Peter Rindal. "Fast private set intersection from homomorphic encryption." CCS, 2017.
[31] Vladimir Kolesnikov, Ranjit Kumaresan, Mike Rosulek, and Ni Trieu. "Efficient batched oblivious PRF with applications to private set intersection." CCS, 2016.
[38] Benny Pinkas, Thomas Schneider, Gil Segev, and Michael Zohner. "Phasing: Private set intersection using permutation-based hashing." USENIX Security, 2015.
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[8] Hao Chen, Kim Laine, and Peter Rindal. "Fast private set intersection from homomorphic encryption." CCS, 2017.
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Thank You

GitHub

github.com/momalab/psi-ndss2025
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𝑋 ≈ 224, 𝑌 = {4, 16, 64}
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