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Smart Contracts and Security Issues
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Formal Verification and Challenges

« Advantage: finding deeper bugs beyond testing/static analysis
 SOTAsS:

« Symbolic execution (Manticore, Mythril, Oyente, MAIAN, teEther,...)

« Theorem proving (Whya3,...)

* Model checking (EthBMC,...)

* However,
 Limited use cases — targeting common vulnerabilities

 Labor-intensive process — requiring substantial efforts to provide input

How to automatically adapt formal verification for different contracts
and finding application specific vulnerabilities?



LLM-driven Formal Verification

|

Corresponding

|

|

Human-written

|

Critical Code Properties
1. Embed l
Vector DB 3. Retrieve
Embedded Code & Map

2. Query

|

Subject Code
under testing

|

Retrieved Code
and Properties

N

PropertyGPT

4. Iterative Loop

( )

PropertyGPT
\Generation Promptj

4 )
One Reference

]

Property

Subject Code

|

6. Fee¢dback
& Rlevise

@ (The Generated

]15. GenerateL Property

under testing

All Compliable
Properties

Verification
Result

7. Weighted
Algorithm

/

8. Outtput

|

The Ranked Top-K
Properties

| <>

Powered with RAG-based Property Generation



LLM-driven Property Generation
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LLM-driven Property Generation

An ERC20Vote property about “mapping(address=> Checkpoint[]) private _checkpoints”
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|
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under testing

hook Sstore _checkpoints|[KEY address account][INDEX uint32 index].votes
uint224 new\otes (uint224 oldVotes) STORAGE {
havoc user\Votes assuming
userVotes@new(account) == new\otes;

7

havoc total\Votes assuming
total\Votes@new() == totalVVotes@old() +new\otes - userVotes(account);

havoc lastindex assuming

}* lastindex@new(account) == index; b
}



LLM-driven Property Generation

An ERC20Vote property about “mapping(address=> Checkpoint[]) private _checkpoints”

[ Corresponding ] [ Hum 1 hook Sstore checkpoints|[KEY address account][INDEX uint32 index].votes
CIITee (Cioels Pr uint224 new\btes (uint224 oldVotes) STORAGE {

1. Embed havoc user\Votes assuming
userVotes@new(account) == new\otes;

Vector DB

Embedded Code | havoc total\Votes assuming
totalVotes@new() == totalVotes@old() +new\otes - userVotes(account);

Retri
2. Query ‘ and havoc lastindex assuming

lastindex@new(account) == index; D
Subject Code }
under testing
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LLM-driven Property Generation

ve StateVar tmp € TemporalVar C & Constant

[ Corresponding SC = vx*; funcx
Critical Code func € Function = paramsx; stmtx*
1. Embedl expr € Expression = tmp |v |old(v)|param |C |expr b expr
Vector Spec(SC) = invx; {px} func{g+}; rulex Jompliable Verification
Embedde inv € Invariant|= bool_expr |y« cx) operties Result
.y . /
p € Precond%tz‘on = bool_expr | (param od(v),c) Veighted
q € Postcondition|= bool_expr |(param.v,c) jotithm 8. Output
2. Query Y

under testing Fig. 2: Property Specification Language (PSL).

=4 T o o -

rule € Rule|= assume(expr) x | func(exprx)|assert(expr)*
inked Top-K w
[ Subject Code operties

Revise: Fix syntax error of property generated
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LLM-driven Property Generation
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LLM-driven Property Generation

SolSEE Backend

SolSEE: A Source-Level Symbolic Execution Engine for Solidity
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ABSTRACT

Most of the existing smart contract symbolic execution tools per-
form analysis on bytecode, which loses high-level semantic infor-
mation presented in source code. This makes interactive analysis
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An off-the-shelf constraint solver is typically used to determine
the feasibility of cach cxplored path based on the generated path
condition formula [1]

‘Symbolic execution is commonly used to systematically explore
the and detect property violations as well as secu-

tasks—such & an " Iy challeng-
ing. and significantly limits the tool usability. In this paper, we
present SoLSEE, a source-level symbolic exccution engine for So-
lidity smart contracts. We describe the design of SoLSEE, highlight
ha Web-based
ver other exist-

FSE'22. SoISEE: A Source-Level Symbolic Execution Engine for Solidi

solc

Z3 SMT Solver

GISEE: A Sousece
dings of the 30th
iymposium on the
mber 14-18, 2022,
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which explores
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nalyzed execu-

SolSEE Symbolic Execution

1)a path condi-
the conditions
1(2)a symbolic
sions or vahues.

ek for personal ar
made or distrbuted

ity vulnerabilities. In recent years, symbolic execution has bes
extensively applied on smart contracts—computer programs that
run on blockchain and govern billions of dollars [19]. which brings
paramount importance to the security and correctness of the con-
tract code [27). Most smart contracts are written in Solidity [1]—
& language of the Ethereum blockehain
+into EVM bytecode for deployment and
hain. Listing 1 shows a sample Solid
1 smart contract. In Ethereum, users int
by initiating transactions that invoke its
external visibility. Token's deposit ()
ows the contract to accept ETH, 4 native
eryptocurrency of Ethereur, and records the deposited amount
(nsg.value) in a balances mapping entry associated with a trans-
action sender (nsg. sender). The recover () function (lines 21-23)
sends all ETH balance of Token to its owner, the address that per-
formed contract deployment (i, creation) which iavolved the exe-
cution of a ! lon
recaver() is implemented using the functionality of the Ownable
smart contract (lines 1-10) that Token inherits from (line 11). Thus,
the signature of recover () (line 21) contains an invecation of the
¥ 7-8). Th
, such as a prerequisite (line 7), to a function bedy which replaces
;" in a modifier code (line 8). The transfer of ETH (line 22) is
performed via Ethereum's built-in . cal L. value() () function call
Given a smart contract written in Solidity, So1SEE symbolically
represents the (storage/memory) configuration of the smart con-
ent based on the operational se-
tics of Salidity (1 5]. Our developed aperational semantics for
lidity supports many important features including inheritance,
modifiers, ETH transfer, and others. During symbolic exccution,

gegrated path constraints using Z3 SMT-solver [1). To facilitate
efifient exploration of interesting smart contract behaviors in a re-

Operational

AST generation :
semantics

Symbolic path
exploration

Property
checking

4 Verification
Result

J

Input

Smart Harness

SolSEE
Visualizer

Property

contract function

h

Web Ul

Analysis result

Symbolic execution-based property checking

/

8. Outtput

15




PCA Dimension 2

Collection of security properties

We used diverse human-written 623 security properties from 23 audited projects

by Certora
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PCA Dimension 1

TABLE I: Characteristics of the collected Certora properties.

Category Classification Property Examples
Reserve setReserveFactorIntegrity
DeFi Collateral integrityOfisUsingAsCollateral Any
Liquidity checkBurnAllLiquidity
Balance total_supply_is_sum_of_balances
Token Transfer/TransferFrom transferBalancelncreaseEffect
Mint/Burn integrityMint, additiveBurn
Approve approvedTokens AreTemporary
Arithmetic Numerical Conversion toElasticAndToBaseArelnverseldown
Asset Splitting moneyNotLostOrCreatedDuringSplit
Usabilit Temporal Use timestamp_constrains_fromBlock
y State-dependent Use unsetPending TransitionMethods
Governance Delegation integrityDelegationWithSig
Voting totalNon VotingGEAccountNonVoting
Securit Front run cannotFrontRunSplitTwoSameUsers
y Overflow integrityOfMulDivNoOverflow

16



Evaluation

« RQ1: Property Generation
 RQ2: Vulnerability Detection

 RQ3: What factors influence the performance of PropertyGPT

17



RQ1. Property Generation

TABLE III: The property generation results for 90 ground-truth properties from nine Certora projects.

Project #Property (Certora) | #Property (ours) TP #Hit FN FP | Recall Precision Fl-score
aave_proof_of_reserve 3* 38 25 3 0 13 1.00 0.66 0.79
aave_v3 17 61 32 15 2 29 0.88 0.52 0.66
celo_governance 10 39 29 10 0 10 1.00 0.74 0.85
furucombo 10 23 11 7 3 12 0.70 0.48 0.57
openzepplin 10 2 2 1 9 0 0.10 1.00 0.18
opyn_gamma_protocol 10 30 14 8 2 16 0.80 0.47 0.59
ousd 10 100 67 10 0 33 1.00 0.67 0.80
radicle_drips 10 17 9 7 3 8 0.70 0.53 0.60
sushi_benttobox 10 70 49 10 0 21 1.00 0.70 0.82
Average 10 | 42 26 8 2 16 | |0.80 0.64 0.71

* This project contains only three human-written properties, so we picked seven more from aave_v3. Both are from the same institution.

Can generate comprehensive and high-quality properties, covering 80%
equivalent properties in the ground truth as judged by human experts.



RQ2. Vulnerability Detection

TABLE IV: Vulnerability detection results for 13 CVEs.

5 .

£ s § ¢ g

5 D 3} ] ) 5 .§

g b 5 § F & S
CVE ID Q < & G 5 =S S
2021-34273 access control 0.693 v v X X X .
2021-33403 overflow 0.666 v X X X v DeteCtlng 9 OUt Of 13 CVES
2018-18425 logic error 0.704 v X X X X
2021-3004 logic error 0.691 X X X X X
2018-14085 delegatecall 0.662 X X v X X
2018-14089 logic error 0.661 v v X X X
2018-17111 access control 0.636 X X X X X
2018-17987 bad randomness 0.660 X v X X X
2019-15079 access control 0.701 v X X X X
2023-26488 logic error 0.682 v X X X X
2021-34272 access control 0.693 v v X X X
2021-34270 overflow 0.671 v v X X v
2018-14087 overflow 0.661 v X X X v
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RQ2. Vulnerability Detection

TABLE V: Evaluation results for 24 attack incident projects
from the curated SmartInv benchmark.

Contracts Detection  #Property Avg. Code  Generation Verification

Similarity (seconds) (seconds)
dfxFinance v 8 0.675 235 7 d . f . I . b . f
AnySwa X 11 0.692 518 7
AnySwap x 1 0.692 s 7 ldentifying logic bugsin 17 outo
Bancor v 19 0.699 1,948 9 . .
BeautyChain v 5 0676 104 9 24 attack incidents.
Melo v 9 0.732 252 8
BGLD X 9 0.654 229 39
GYMNetwork v 21 0.681 274 71
elasticSwap v 37 0.681 1,136 120
EulerFinance X 23 0.669 376 43
monoSwap v 5 0.722 69 12
nimBus v 32 0.678 4,288 30
VTF X 8 0.672 358 21
Nomad v 14 0.673 590 70
Umbrella v 14 0.688 404 25
Fortress Loan v 2 0.668 71 5
ShadowFinance v 25 0.683 551 80
Revest v 4 0.646 75 10
Cartel v 11 0.683 401 20
sushiSwap X 10 0.686 419 20
ChainSwap X 9 0.690 307 25
Ragnarok v 42 0.684 1,890 88
templeDao v 13 0.677 302 30
BabySwap X 33 0.679 1,842 50
Overall 17

16 0.683 743 34 20




RQ3. What factors influence the performance of
PropertyGPT?

== Recall == Precisio n F1
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Fig. 9: The impact of Top-K settings on property accuracy.

Top-2 is a good setting to balance recall and precision
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RQ3. What factors influence the performance of
PropertyGPT?

84%
/

250
f:E 200 TABLE VI: The success rate of property generation.
E. 150 Method #Compilable #Failed Success Rate
% GPT-4.0-turbo w/o fix 234 136 0.63
& 100 PropertyGPT w/ §V-B 321 49 0.87
é 50
z

ol 84%  properties  successfully
0 1 2 3 4 5 |6 7 8 9
Fix times revised within 5 attempts, and

I 0)
Fig. 10: The distribution of property fix times. the overall success rate is 87%.
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Takeaway

* LLM for property generation

« High-quality security domain knowledge
* Well-designed RAG technique

» Suitable property representation

« Other directions
* LLM for optimizing formal verification techniques

 Soundness/Completeness of LLM reasoning in formal tasks

23
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