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Smart Contracts and Security Issues

• Script programs on blockchain

• Critical asset management

• Susceptible to attacks 

https://hacken.io/insights/2024-security-report/

Smart contract 

exploits 

$308.7M
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Formal Verification and Challenges

• Advantage: finding deeper bugs beyond testing/static analysis

• SOTAs: 
• Symbolic execution (Manticore, Mythril, Oyente, MAIAN, teEther,...)

• Theorem proving (Why3,...)  

• Model checking (EthBMC,...)

• However,
• Limited use cases – targeting common vulnerabilities

• Labor-intensive process – requiring substantial efforts to provide input

How to automatically adapt formal verification for different contracts 

and finding application specific vulnerabilities? 
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LLM-driven Formal Verification

Subject Code

under testing

Human-written 

Properties

Corresponding 

Critical Code

Vector DB

Embedded Code

Retrieved Code 

and Properties
2. Query

3. Retrieve

& Map

1. Embed

7. Weighted 

Algorithm
One Reference 

Property

Subject Code

under testing

PropertyGPT 

Generation Prompt

The Generated 

Property

Compiler

Prover

6. Feedback

& Revise

4. Iterative Loop

Verification 

Result

8. Output

All Compliable 

Properties

The Ranked Top-K 

Properties

5. Generate

PropertyGPT

Powered with RAG-based Property Generation
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LLM-driven Property Generation
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LLM-driven Property Generation
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1   hook Sstore _checkpoints[KEY address account][INDEX uint32 index].votes

       uint224 newVotes (uint224 oldVotes) STORAGE {

2        havoc userVotes assuming

3           userVotes@new(account) == newVotes;

4

5        havoc totalVotes assuming

6     totalVotes@new() == totalVotes@old() +newVotes - userVotes(account);

7  

8        havoc lastIndex assuming

9           lastIndex@new(account) == index;

10 }

An ERC20Vote property about “mapping(address=> Checkpoint[]) private _checkpoints” 
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LLM-driven Property Generation
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PropertyGPT1   hook Sstore _checkpoints[KEY address account][INDEX uint32 index].votes

       uint224 newVotes (uint224 oldVotes) STORAGE {

2        havoc userVotes assuming

3           userVotes@new(account) == newVotes;

4

5        havoc totalVotes assuming

6     totalVotes@new() == totalVotes@old() +newVotes - userVotes(account);

7  

8        havoc lastIndex assuming

9           lastIndex@new(account) == index;

10 }

An ERC20Vote property about “mapping(address=> Checkpoint[]) private _checkpoints” 
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LLM-driven Property Generation
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Code Embedding -> Query -> Property Retrieval
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LLM-driven Property Generation
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RAG: Generate with reference property
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LLM-driven Property Generation
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Revise: Fix syntax error of property generated
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LLM-driven Property Generation

Subject Code

under testing

Human-written 

Properties

Corresponding 

Critical Code

Vector DB

Embedded Code

Retrieved Code 

and Properties
2. Query

3. Retrieve

& Map

1. Embed

7. Weighted 

Algorithm
One Reference 

Property

Subject Code

under testing

PropertyGPT 

Generation Prompt

The Generated 

Property

Compiler

Prover

6. Feedback

& Revise

4. Iterative Loop

Verification 

Result

8. Output

All Compliable 

Properties

The Ranked Top-K 

Properties

5. Generate

PropertyGPT

Revise: Fix syntax error of property generated
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LLM-driven Property Generation
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Ranking: Similarity-based scoring of property generated
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LLM-driven Property Generation
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LLM-driven Property Generation
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Symbolic execution-based property checking
14



LLM-driven Property Generation
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FSE’22. SolSEE: A Source-Level Symbolic Execution Engine for Solidity

Symbolic execution-based property checking
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Collection of security properties

We used diverse human-written 623 security properties from 23 audited projects 

by Certora 
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Evaluation

• RQ1: Property Generation

• RQ2: Vulnerability Detection

• RQ3: What factors influence the performance of PropertyGPT
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RQ1. Property Generation

Can generate comprehensive and high-quality properties, covering 80% 

equivalent properties in the ground truth as judged by human experts.
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RQ2. Vulnerability Detection 

Detecting 9 out of 13 CVEs. 
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RQ2. Vulnerability Detection 

Identifying logic bugs in 17 out of 

24 attack incidents. 
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RQ3. What factors influence the performance of 
PropertyGPT?

21

Top-2 is a good setting to balance recall and precision



RQ3. What factors influence the performance of 
PropertyGPT?

84% properties successfully 

revised within 5 attempts, and 

the overall success rate is 87%.
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84%



Takeaway

• LLM for property generation 

• High-quality security domain knowledge

• Well-designed RAG technique

• Suitable property representation

• Other directions

• LLM for optimizing formal verification techniques

• Soundness/Completeness of LLM reasoning in formal tasks
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Summary. 
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