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1. Background

 Software development often reuses open-source code to reduce costs.

» 96% of software uses open-source code, with 89% relying on versions over
four years [1].

» 84% of software has at least one known vulnerability, and 200+ new open-
source vulnerabilities are found every day [1].

* The extensive workload of code auditing and the complexity of recursi
ve code reuse results in substantial delays in vulnerability patching.

« some software systems experiencing an average delay of 352 days [2].



1. Background

 Exploiting 1-day vulnerabilities in reused code has become a highly
effective, low-cost, and large-scale attack method for attackers, posing

severe risks. ALL_MODERN DIGITAL
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1. Background

* Binary code search entails the meticulous analysis of numerous binary
codes to identify the most similar ones.

* However, the syntactic structure of binary code can vary dramatically
due to different compiler settings.

 Binary codes with similar syntactic structures may have different semantics.
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2. Motivation

 Based on different perspectives, we classify them into two categories.

* Internal code semantics: focuses on the function itself and is derived from both the
binary code embedded within the function or from its derivatives.
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« External environment semantics: focuses on inter-function and is inferred from
other supplementary functions (in the code segment) or and data (in the data segment).

* In this paper, we present Call-Dependency, Data-Co-Use, Address-Adjacency, and
String-Use as novel external environment semantics in our work.



2. Motivation

L] Target Function Node Auxiliary Function Node

1. Source Code

BankAccount account{MAX ACCOUNTS];

int numAccounts = 0;

int create Account(int accountN)
account[numAccounts] = accountN;

double deposit(int accountN, double amount)
|_double withdraw(int accountN, double amount){

‘int find Account(int accountN) { b
: ?‘.nr transfer(int fromA, int toA, double amout){ ... -
; printi("hello!"); -------seenmnmnnnnnnnoaan §ommmmmo -

if(account[i] =fromA){ |
double balance = withdraw(fromA, amount);
balance = deposit(toA, amount);

- int getAccount(int accountN){ !
| double displayAcczount(int accountN) {«--.... -
printf("hello!™);---------------------- === :

int handleTransaction(int accountN, double amout){
double balance = withdraw(accountN, amount);
balance = deposit(accountN, amount);

String Node —C—Call-Dependency Edge ----Data-Co-Use Edge -—a--Address-Adjacency Edge -~-§** String-Use Edge

2. Internal Code Features

int transfer(int fromA, int toA, double amout)§
double balance = getBalance(fromA);
balance = balance - amount;
setBalance(fromA, balance);
double balance = getBalance(toA);
balance = balance + amount;
setBalance(toA, balance);

(a) Function fransfer inlining withdraw and deposit

X

dissimilar internal
code semantics. -
e.g. CFG (P1)

int transfer(int fromA, int toA, double amout){
double balance = withdraw(fromA, amount);

c: balance = deposit(toA, amount);

(b) Function fransfer without inlining cimilar

int handleTransaction(int accountN, double amout)§
double balance = withdraw(accountN, amount);
balance = deposit(accountN, amount);

(¢) Function handleTransaction without inlining

X

internal

code semantics.
c.g. CFG (P1)

‘X

isilinilar calls (P2)

3. External Environment Features
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2. Motivation

* Problem 1 (P1): internal code semantics of functions may exhibit subs-tanti
al variations due to different compilation settings, encompassing factors like
function inlining and splitting.

« compiler-caused function inlining can reach up to 70%

* Problem 2 (P2): exclusive reliance on function call graphs (CG) for assistan
ce Is Insufficient for addressing complex real-world scenarios.

« Missing calls
 Similar calls and so on

* Problem 3 (P3): current solutions exhibit limited scalability and struggle to
cope with large-scale function search tasks.

768 dimension of function embeddings and large costs of retrain



3. Design

* To solve these problems, we propose a general enhancement framewor
k named BinEnhance for binary code search.
* Node Initial Embedding Generation Stage
 Function Embedding Enhancement Stage
 Similarity Combination Stage
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3. Design

* Node Initial Embedding Generation Stage
 Function node embeddings: generated by internal code semantics model
* String node embeddings: generated by sentence-transformer model MPNET

Algorithm 1: Whitening Transformation Method

Input] Node Embeddings X'| Target Dimension d,

\I\I—/H Output: Whitening Embeddings £

1 Function Whitening Transformation( X, ;)

2 ;r=%‘z:;])&';: =
Function Node s | Cov= 5" (Xi—p) (Xi— )T JJ
Initial Embeddings — v. DV Z 5V D (Cov): - \\_/

4
s | W=vD VT [ d,);
i
7

for i = 1 to n do ' All Node

JJ E; = (X, _;j”} W Initial Embeddings
8 B = ; d! =
M'IIE_J'II:[E-'_.J

String Node o | retum E
Initial Embeddings 10 end '
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3. Design

 Function Embedding Enhancement Stage
 External Environment Semantic Graph (EESG) Construction

* Node
 Function Node
 String Node
« Edge
» Call-Dependency (CD) Edge
» Data-Co-Use (DCU) Edge
« Address-Adjacency (AA) Edge
 String-Use (SU) Edge

€ CD Edge: two functions exist call/called relations
€ DCU Edge: two functions share/use same data

€ AA Edge: two functions are positionally adjacent
€ SU Edge: function node uses a specific string node



3. Design

 Function Embedding Enhancement Stage
 External Environment Semantic Graph (EESG) Construction Algorithm

Algorithm 2: EESG Construction Algorithm

Input: Feature Sets 5., Function Sets s, Target

Function f; and Max Depth md

Qutput: the EESG of f;

b =

e L

= o o® o
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eesq,ns, es +— NULL;
Function EESG_Construct{se, S,, fi, md):

nss + [y

cesg.add Node( f,, type = function):

ns.add( f; )

for d = 0 to md do

nes + NULL;

for n € nss do

cid, dew, aa, su + GetExternal(s,,. 5., n);
nes.add( BuildEdges(n, od, 0, 1, function));

nes.add| BuildEdges(n, aa, 2,3, function)):

BuildBiEdges(n, su, b

0, string):
L85 4— Nes

return eesg;

16 end

nes.add| BuildEdges(n, dew. 4, 4, function));

17 Function BuildEdges|sre, desg, v, rq, node_type):

18
&)
20
21
2
23
24
25
26
27
28

29
0

11
32 end

n+— NULL;
for des € desy do

e 4+ [sre, fif'.‘:‘. type = ry1);

if des & ns then

essg.add “'lrrﬂrff=|:rir:.tj. type = node_type);
n.add(des);

| ns. add(des);

if ¢ & £5 then
if node_type == function then

eesg.addEdge(sre, des, type = rl;
es.add(sre, des, type = 1 );

eesg.addEdge(des, sre, type = ra);
es.add(des, sre, type = ra);

return i

BINENHANCE: An Enhancement Framework Based on External Environment Semantics for Binary Code Search
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3. Design

 Function Embedding Enhancement Stage

« Semantic Enhancement Model (SEM)
For example: HermesSim

: Target Function Node : Auxiliary Function Node : String Node
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3. Design

 Similarity Combination Stage
* Sim_..: Semantic Embedding Cosine Similarity of two functions

Sim .= Cosine (Embed,, Embed,)

COS

« Simg,,: Jaccard Similarity of readable data features (F,,,) of two functions
Slm _ ‘F?’J’LDFTL‘
W Fn UF,

Sim = Tanh(FFN(Concat(Simeqs, Simdata))

* Loss function e AN izl im. )2
Loss = - Z E[l Sim,, ) + 5{1 + Sim,,)

=

TFL
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4. Evaluation

« Benchmarks
 Dataset D1: from Asteria, 2,751,667 functions
 Dataset D2_norm: from BinKit, 1,654,864functions, normal compilation
 Dataset D2 _noinline: from BinKit, 1,991,864functions, inlining Is prohibited
« Dataset D3 firmware: 37 firmware images from 8 vendors

TABLE [I: The details of three public datasets and one firmware dataset

Dataset architectures options Functions Applications Projects Source
D1 ARM, X86, X64 00-03 2,751,667 RQ1, RQ2 260 Asteria
D2_norm ARM, MIPS, X&6 00-03 1,654,805 RQI1, RQ2, RQ3, RQ4. RQS5 51 BinKit
D2 _noinline  ARM, MIPS, X86 00-03 1.991.864 RQ3 51 BinKit
D3 firmware ARM, MIPS, X86 UNKNOWN  6.817(binaries) ROQ6 37 Real-world

 Baselines: Gemini, Asm2vec, Asteria, TREX, HermesSim
« Metric: Mean Average Precision (MAP)

BINENHANCE: An Enhancement Framework Based on External Environment Semantics for Binary Code Search
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4. Evaluation

 Research questions

* RQ1: How much could be improved when BINENHANCE is applied to baseli
nes (including HermesSim, Asteria, Asm2vec, TREX, and Gemini)?

* RQ2: Is BINENHANCE robust against different compiler optimization option
s and architectures?

* RQ3: Does BINENHANCE effectively alleviate the impact of function inlinin
g in binary code search?

* RQ4: What is the contribution of each part in BINENHANCE?
* RQ5: Does BINENHANCE improve the efficiency of baselines?

* RQ6: What is the performance of BINENHANCE in detecting 1-day vulnerabi
lities in real-world firmware?



4. Evaluation

* RQ1: different function pool size (2, 16, 32, ..., 8192, 10000)

TABLE III: MAP scores of different methods of binary code search tasks in different function pool sizes.

Models D1 D2 _norm

P=2 P=128 P=1024 P=4096 P=10000 Avg. P=2 P=128 P=1024 P=4096 P=10000 Avg.
Gemini 935 600 402 28.1 21.7 487|959 643 377 24.0 173 478
Gemini+BINENHANCE 954 741 594 48.7 421 639|961 775 636 528 45.1  67.0
TREX 949 654 428 28.8 214 507748 208 140 11.2 9.3 2060
TREX+BINENHANCE 96.0 752  58.2 45.6 38.6 62.7(926 693 534 429 37.6 59.2
Asm2vec” 741 297  18.1 12.1 9.1 286|795 418 312 227 179  38.6
Asm2vec”+BINENHANCE |94.9 67.0 51.8 41.7 36.5 58.4(96.6 746 559 425 369 61.3
Asteria 945 772 609 48.2 40.1 642|971 821 638 47.3 36.9 654
Asteria+BINENHANCE 95.8 824 723 62.3 551 73.6(983 861 729 588 494 731
HermesSim 8.9 94.1  B4.8 73.1 649  832(975 898 747 56.8 46.2  73.0
HermesSim+BINENHANCE |98.9 949 874 77.5 70.1 85.8(98.7 921 798 634 532 774

+ Asm2vec only support X86 architecture.

BINENHANCE: An Enhancement Framework Based on External Environment Semantics for Binary Code Search



4. Evaluation

* Answer to RQ1
« BINENHANCE demonstrates significant improvement across all the baselines,
evidenced by the average increment in MAP scores on the two public dataset
(16.1%, from 53.6% to 69.7%). Furthermore, its improvement for each baselin
e iIs positively correlated with the size of the function pool.
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4. Evaluation

* RQ2: Cross-architecture and Cross optimization option

TABLE IV: MAP scores of different methods in different optimization options and architectures (D1).

Models Cross-architecture Cross-optimization option
ARM.X86 ARMX64 Xo64.X86 | 00,01 00,02 00,03 01,02 01,03 0203
Gemini 336 32.9 52.2 355 30.6 252 53.3 42.0 54.0
Gemini+BINENHANCE 58.2 63.0 76.0 58.3 51.4 42.1 68.6 58.5 68.0
TREX 29.4 32.4 56.5 42.1 37.0 292 T1.1 58.1 69.0
TREX+BINENHANCE 66.3 68.3 83.9 67.1 61.0 55.2 84.2 74.3 74.8
Asm2vec” - - - 1.5 1.6 1.7 204 25.7 434
Asm2vec*+BINENHANCE - - - 43.4 42.3 35.1 68.4 52.3 64.6
Asteria 68.2 60.2 69.3 58.9 49.4 42.0 57.4 459 57.7
Asteria+BINENHANCE 79.4 79.4 81.2 73.2 61.2 56.5 77.9 63.4 71.6
HermesSim 90.7 89.9 89.9 83.1 84.7 79.5 81.9 82.4 79.2
HermesSim+BINENHANCE 96.3 96.2 97.4 91.5 91.6 87.1 96.2 91.9 91.6

+ Asm2vec do not support cross-architecture.

BINENHANCE: An Enhancement Framework Based on External Environment Semantics for Binary Code Search



4. Evaluation

* Answer to RQ2

 BINENHANCE stably enhances baselines across cross-architecture and cross-
optimization option tasks, without succumbing to significant performance dips

under various compilation settings.
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4. Evaluation

* RQ3: D2 norm and D2_noinline

TABLE VI: MAP scores of different methods of binary code search tasks in inlining and non-inlining compilation settings.

Models Normal-to-Normal Normal-to-Noinline

P=2 P=128 P=1024 P=4096 P=10000 Avg.|P=2 P=128 P=1024 P=4096 P=10000 Avg.
Gemini 90.6 57.5 3R.0 27.6 21.7  47.1|89.6 50.3 28.4 18.9 14.0 402
Gemini+BINENHANCE 936 736 62.7 56.1 51.3 67.5(923 696 571 49.0 449 62.6
TREX T73.0 24.3 16.3 13.4 11.9 278|719 22.1 12.7 9.6 8.1 24.9
TREX+BINENHANCE 928 704 604 53.0 48.7 65.1(91.0 667 528 44.0 41.4 59.2
Asm2vec” 86.7  40.7 30.2 23.8 19.3  40.1|11.2 6.0 3.0 2.3 1.7 4.8
Asm2vec”+BINENHANCE |95.0 72,9 603 50.5 46.6 65.1(929 62.6 47.7 39.1 370 559
Asteria 949 71.9 56.8 47.2 39.2 62.0(547 29.2 21.3 17.5 14.1 274
Asteria+BINENHANCE 97.1 77.7 67.8 59.2 534 T71.0|59.1 49.2  38.2 31.3 271 41.0
HermesSim 039 853 T74.5 62.7 53.3 739|927 845 72.0 57.6 48.6  T1.1
HermesSim+BINENHANCE |97.9 87.9 79.1 69.6 61.7 79.2|97.6 87.1 759 64.5 564 763

+ Asm2vec only support X286 architecture.

BINENHANCE: An Enhancement Framework Based on External Environment Semantics for Binary Code Search



4. Evaluation

* Answer to RQ3

 Function inlining leads to a substantial performance loss in the binary code sea
rch task, but BINENHANCE mitigates the decline and improves the baseline
model’s ability to cope with optimization strategies such as function inlining.

0.0

—0.2 1

o
- - =
MAP Score Decline Ratio 3
g
1 T -0.4 -
1}
Q
g —— Gemini
o —%- Gemini+BinEnhance
(MAPN|_MAPN0) 2 -0.6 - TREX
§ TREX+BinEnhance
MAP —¥— Asteria
N| -¥- Asteria+BinEnhance
0.8 - —4— Asm2vec
-&- Asm2vec+BinEnhance
Hermes Sim \\‘\4—\¢_._.‘H
HermesSim+BinEnhance
2 4 6 8 10 12

log,(PoolSize) 22

Fig. 9: MAP Score Decline Ratio in function inlining



4. Evaluation

* RQ4: Ablation Study

MAP Scores

E

BmMM

BinEnhance

- DCU Edge (EESG)
- AA Edge (EESG)

- 58U Edge (EESG)

- CD Edge (EESG)

- SimCombination

30 4
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Fig. 10: MAP scores of different situations
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4. Evaluation

* Answer to RQ4

« Each component of BINENHANCE plays a crucial role in the final result, and
the absence of any one of them can lead to a degradation in the performance of
the binary search task.



4. Evaluation

* RQ5: Efficiency Evaluation
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TABLE II: Function Embedding dimensions -
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Model Original model +BINENHANCE §
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4. Evaluation

* Answer to RQ5

 The additional time cost of BINENHANCE is in training and generating functi
on embeddings, but it significantly reduces the time for binary code search tas
ks, resulting in an overall lower time cost compared to the original model.



4. Evaluation

* RQG6: 1-day Vulnerability Search

TABLE VIII: Results of vulnerability search (fail to recall).

ID CVE Tot.  Gemini  Asteria TREX  HermesSim :Ours*
I 2014-4877 20 3 19 14 0 P
2 2016-8622 Y 9 8 7 8 P2
3 2016-6301 10 10 0 10 0 = 0
4 2016-8618 12 11 11 6 6 D3
5 2018-19519 6 6 6 6 0 20
6 2018-1000301 1 0 0 0 0 20
7 2018-16230 7 4 4 6 3 : 3
8§  2018-16452 20 | 19 19 2 =1
9 2018-16451 3 3 2 3 2 P2
10 2020-8306 20 | 18 18 4 22
11 2021-22924 3 2 3 1 2 P2
12 2022-0778 5 5 5 5 0 20

MAP - 14.2 26.8 15.2 60.2 :67.9




4. Evaluation

* Answer to RQ6

 BINENHANCE identified 101 1-day vulnerabilities in 37 firmware images wit
h 67.9% MAP scores, which is 12 more vulnerabilities detected than HermesSi
m, and a MAP score of 7.7% higher.



5. Conclusion

* We propose a binary code search enhancement framework BINENHA
NCE, which enhances internal code semantic models with valuable ext
ernal environment semantic information, thereby reducing the false po
sitive and false negative.

 Design an EESG to resolve Problem 2

* Propose a SEM to resolve Problem 1

» Use whitening transformations to resolve Problem 3

« We implement prototype BINENHANCE

 The evaluation shows the performance of BINENHANCE
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