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Limitations

❏ Uses unspecialized fuzzer

❏ Targets hardware-accelerated post-silicon video decoding 

❏ Limited root-cause analysis on observable differences

❏ Drivers and GPUs are bundled 
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Take Away

❏ We present a new method for testing video hardware acceleration stacks. We 

derive a differential oracle that may indicate the presence of both correctness and 

security-relevant faults

❏ We propose a technique for indirectly guiding an unmodified fuzzer to abstract 

over a hardware acceleration stack that is otherwise difficult to introspect

❏ We implement a prototype called TwinFuzz capable of fuzzing a specific 

hardware acceleration stack

https://github.com/CISPA-SysSec/twinfuzz matteo.leonelli@cispa.de15
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