
Automatic Library Fuzzing through 
API Relation Evolvement

Jiayi Lin*, Qingyu Zhang*, Junzhe Li*, Chenxin Sun*, Hao Zhou^, Changhua 
Luo*, Chenxiong Qian*

*The University of Hong Kong, ^The Hong Kong Polytechnic University

1



Background – Library Fuzzing
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• Libraries expose interdependent APIs

𝐴𝑃𝐼1 𝐴𝑟𝑔1, … ;
𝐴𝑃𝐼2 … ;
𝐴𝑃𝐼3 … ;
𝐴𝑃𝐼4 … ;

……



• Libraries expose interdependent APIs

• To test them, it requires manually-crafted
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𝐴𝑃𝐼1 𝐴𝑟𝑔1, … ;
𝐴𝑃𝐼2 … ;
𝐴𝑃𝐼3 … ;
𝐴𝑃𝐼4 … ;

……

Fuzzing driver 

properly constrains inputs 

(arguments & sequences)

Driver(bytes)
{

}

\x01\x02\x03\xff

Fuzzing engine
e.g., libfuzzer

random bytes

invoke
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Our Method – NEXZZER 

Challenges:

• Cover wider input space

• API numbers & value ranges & sequence 

orders

• Learn accurate API usage

• argument constraints & sequence 

dependencies

• Filter API misuse

• save manual post-processing or triage
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Solutions:

• A modular & scalable fuzzing driver 

architecture

• API numbers & value ranges &

• Static analysis & dynamic learning

• argument constraints & sequence 

dependencies

• Rule-based automatic filtering 

strategies
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API description

• Categorize crashes

• Learn API relations 

• Adjust generation 
strategies



NEXZZER’s Modular Driver Architecture
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API Usage Learning

1. Static consumer analysis: backward data-flow slicing to collect 
attributes
• constants, dependencies, …
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Use-After-Free misuse

Suspicious Bug

Feedback:
• call stacks 
• ASAN messages 
• violation address
• ……

Rules:
• if edge.src.stack.contains(free) 

&& edge.src.name.contains(free) …
• ……



API Usage Learning

1. Static consumer analysis: backward data-flow slicing to collect 
attributes

2. Dynamic learning

3. Heuristic filtering rules to categorize them & update call 
sequence generation strategies

• Please refer to the paper for more technical details: 
• learning argument constraints

• concrete filtering rules
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Evaluation

• RQ1: How effective is NEXZZER when comparing with existing 
works

• RQ2: How effective is NEXZZER’s different components
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Evaluation – RQ1

• Among 18 libraries, NEXZZER found 27 new bugs within 24 hours
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• Comparison with existing works: OSS-Fuzz, FuzzGen, UTopia, 
Hopper

33



Evaluation – RQ1 

• Comparison with existing works: OSS-Fuzz, FuzzGen, UTopia, 
Hopper

• ~48% more code coverage

34



Evaluation – RQ1 

• Comparison with existing works: OSS-Fuzz, FuzzGen, UTopia, 
Hopper

• ~48% more code coverage

• 19 more bugs

35



Evaluation – RQ1 
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Hopper
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filtered 93%

misuse, while 

another work 

filtered 47%



Evaluation – RQ2 

• Ablation study

• API usage from static consumer analysis: ~10% more cov & 8 more bugs

• API usage from dynamic learning: ~25% more cov & 9 more bugs
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Evaluation – RQ2 

• Ablation study

• API usage from static consumer analysis: ~10% more cov & 8 more bugs

• API usage from dynamic learning: ~25% more cov & 9 more bugs

e.g., API misuse ratio with relation learning VS without relation learning:
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The decreasing trends indicate that NEXZZER learns correct API relations to 

gradually generate more effective API call sequences



Discussion

➢ Most bugs come from uncovered APIs

• OpenSSL has thousands of APIs, oss-fuzz drivers only cover hundreds

➢ Some interesting bugs come from API sequence mutation

• Manual drivers can’t trigger a bug by:  BN_bin2bn → BN_mod_exp_mont_consttime

• NEXZZER can by mutating sequences:  BN_set_bit → BN_mod_exp_mont_consttime

➢ Limitations

1. Modeling of more complex API usage like multi-dimensional arrays’ lengths

2. Limited C++ support of the synthesized driver
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Thank you!
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➢ Q & A



• Scalability issue:

Appendix – Modular Driver
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Unit Tests

    

    

    

    

    

        

Monolithic 
Drivers

Unit Tests

…
…

…

…
…

A Modular 
Driver:

r1=f1()
f2(r1)



Appendix – Ablation Study
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Appendix – API Usage Learning Workflow
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