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App Promotion Ads

Over 57% of all apps in Google Play contain
advertisements (ads).

App promotion ads are used to promote apps.

— "/ of users discover new apps through app promotlon ads

B> Google Play

Facebook
Meta Platforms, Inc.
Contains ads -+ In-app purchases
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App Promotion Ecosystem
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Malware Promotion Example

A malicious ad hides

in the "Sound” Ico\.E
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Malware Promotion Example

When clicked, a
fU”-SCI’een ad pops Up Found 23.6GB of junk files!

Clean up
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Malware Promotion Example

Redirect to Google Play to install the app

2024

A Fancy Optimizer &

~r Antivirus

Fancy Mobile Apps
Contains ads * In-app purchases

100K+
Downloads Rated for 3+ ®
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Malware Promotion Example

Ursh anabi

Junk Files Aggressive ads
OPT|M|ZEDI * October 12, 2023

Cleaned 100.1KB junk files Too many adsjgnd new version looks and feels terrible. It's much harder to use

Virus database has detected 30 million * September 30, 2023 Fa ke fU n Ct I O n a | It

viruses. SCAN to keep security.

_ Downloaded an update and it is horrible. Only takes you to game§ Is not cleaning phone just clogging

bean it up. Very dissatisfied

.. v seemeeons  Fake subscription
- Are you serious!!! @aid for premium a few months ago and now | lost it since the update!'lll tried to

% 34°C! The phone is overheating.May restore and it say
cause phone damage
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Research Problem

Can we automatically detect the
malware promoted by app promotion
ads ?
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Preliminary Study

Dataset: sampled from AndroZoo!*! (200 apps), Rico! (405 apps)

Findings:
- Custom-made ads are
- prevalent: 23% a romotion ads are custom-made ads

- risky: 51% of them prorqote malware
- Ad content are requested fro e server at runtime

Challenge: Applying static analysis on ad libraries is not
sufficient to detect malware promotion

[1] Androzoo: Collecting millions of android apps for the research community." [2] "Rico: A mobile app dataset for building data-driven design applications." Proceedingq qf
Proceedings of the 13th international conference on mining software repositories. 2016. the 30th annual ACM symposium on user interface software and technology. 2017.
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Insight: App Promotion Gragh

The ecosystem can be modeled as a graph:
app promotion graph

- Edges: app promotion ads
- Nodes: apps

We use this graph to capture
- app promotion relations among apps

- app attributes derived from app markets,

security vendor, and binary code
Malware detection— Node classification

TikTok
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Our Approach
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Part 1: Ul exploration to collect app promotion ads to construct
an app promotion graph

Part 2:Graph learning to detect malware promotion based on the
constructed app promotion graph

Motivation for combining Ul exploration and graph learning:

1.Ul exploration alone can collect app promotion ads but cannot
determine the maliciousness of the promoted apps.

2. Effectiveness of graph learning depends on the features of the
app promotion graph built by Ul exploration
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Ad-oriented Ul exploration
- Depth first search to navigate to
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App Promotion Graph Construction

Examples of ad patterns

the Uls containing ads
Text patterns (empirically crafted
ad-related string) to detect a

content

8. E=
Iteratively restarting the app to

. . . 2 simple steps: i
capture the periodically changing starTnow | RSN

adcontent. = @ e
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Part 2: Malware Detection

Features for malware detection
- Existing work:
app attributes
(single app features)

- Our approach
app attributes
+ promotion relations
Promoti App
(graph features) { rommian Laributes
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Effectiveness of App Promotion Graph Construction

Starting from 36,000 seed apps,
we construct an app promotion graph consisting of:
- 18, 627 app promotion ads (edges)
- 6, 008 apps (2420 source nodes, 3859 target nodes)

Approaches Ad Units 2 Tepes
Inherent Pop-up  Custom-Made
Droidbot [31] 76 27 38 9
Monkey [32] 71 26 34 11

DARPA [33] 8 8 0
MadDroid [8] 19 39

0
32 6

DGPE (bfs) 131 9) 58 15“
‘§DGPE 165 76 71 17
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Effectiveness of Malware Promotion Detection

- Overall performance: 97.74% accuracy, 95.31% Fa score

- Performance gain brought by promotion relations: 5.17%
(90.124% to 95.312% Fa score)

Approaches Accuracy Precision Recall F1 score
Symantec 96.99 81.66 69.01 74.80
Lionic 96.72 74.64 74.64 74.64
McAfee 95.99 69.56 67.60 68.57
Baselines Avira 94.26 53.57 84.50 65.57
K7GW 93.63 50.41 85.91 63.54

DroidEvolver |29| 75~48i7.12 72-92i7.96 70-93i11.39 71-21i6.96
MaMaDroid [28_ 79.385:7.33 75~48:t6.32 78.41:;:9‘54 76.585:6‘14
ANDRUSPEX [30] 95.154194 95.324914 88.791319 92.484319

— pI'OI'nOtiOl’l 96-29i1.07 95-27i3.68 86.01i723 90-14i7.23
ablaion ~DOLIT4l 97TATiom 9910410 9143ics PT0mow +5.17%
Study —GRACE [75] 97451066 99.824055 91.431664 95304664

—MVGRI 176! 9738 0gx 98 5Tao04g 9090202 9440,

ADGPE 9774060 99441167 91781700 95315700




Interesting Findings
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Prevalence: Google AdMob

Popular ad networks are exploited to spread a variety of malware (520
malware promotion ads): adware, trojan, and fleeceware...

Risk:
2.64% of apps promoted by app promotion ads are malware.
Extremely risky given the large user base

"3 of users discover new apps through app promotion ads”

Promotion Tactics

Promotion Chain: Bentgrapps—-ivatware

Benign apps—PUAs (Potentially Unwanted Apps) —Malware
Flagship: A popular app to attract downloads and promote malware

App Waves: No-code app makers to create massive adware 0




Temporal Analysis

MethOd 2023 February 2023 August
- Re-construct an app promotion

graph from the same dataset 6
months later | o) .%D
°

Flndmgs
Zero-day apps
- Definition: new nodes/apps

- 190 found, 18 are malware # VirusTotal # VirusTotal
with million downloads flagsin February | flags in August
2. Late-detection malware Zero-day apps | NJA n
- Definition: benign in February,
malware in August. Late-detection | o 21

- 28 found. All detected by our malware

approach early in February.
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In-the-wild Case Study

Method

- Construct an app promotion graph
from 2 seed apps (pirated video

apps)

Findings
- 37-nodes app promotion graph
- 21 malware: 5 gambling, 12
pornographic, 1 trojan, 4 adware
All promoted by custom-made ads
- Potential to study underground
economy

Seed apps
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Thank you! Questions?

Key Takeaways
1. 2.64% app promotion ads promote malware
2. Graph learning on ad promotion relations

helps detect malware promotion
Full paper
ERotreoae  BSU Giversy [w] [w]
Yes-Lab RISE Lab@ASU
Code and Dataset:
https://github.com/AppPromotionAdsResearch

Shang Ma
smab@nd.edu

[=]
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Promotion Tactic: Flagship

o o /] _ | _
Fancy Battery ® DBUild a high-quality

5 likes - 11 followers ﬂagShip app 29 Apps

Posts About Photos Videos . Leve ra g e C|eanab|e

Intro g
Fancy Battery Saver gives you better battery b O O St t h e ﬂ a g S h I p a p p Cleanable apps

life, and Fancy Battery is also a fast, light &
powerful Android antivirus, phone cleaner, and

booster app. It can remove viruses, boost . U S e C U Sto m = m a d e a d S

phone memory, and clean storage space with ==

to promote other [llcache is full: ~ 29.63G

Page - App page : R! ¢. i
Y adware, scamware mamory 2 : 2%

24 getfancyapps@gmail.com

< Improve Battery

to Grant permission to boost better >

@ play.google.com/store/apps/details?
id=fancyclean.antivirus.boost.applock o 1
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Promotion Tactic: App Wave

e No-code app maker to create massive free apps
e Similar appearance and content: wallpaper of popular anime
e Though most get removed, some remains with high downloads

No-code App Builder

Use our tools to create your app without coding skills

Create App
Website App Maker APK App Maker Music App Maker
Education App Maker Drag and drop App Maker Wallpaper App Make
Movie App Maker Video App Maker Catalog App Maker

News App Maker Dating App Maker Chat App Maker 23




