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Graph Neural Networks PRMi @&

»>Many types of data can be represented as graph structures, e.g., social

networks and protein molecules

»>GNNSs propagate information across graph structures, effectively capturing

complex relationships between nodes and edges

»>Tasks: node classification, graph classification, link prediction

Social Networks Drug Discovery Smart City Bank Risk Management
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Backdoor Attacks on GNNs PRMi @&

»Backdoor attacks
® Inducing undesirable behaviors in backdoored models by injecting triggers into
original graphs
> Two variants

® Dirty-label backdoor attacks (DLBAs): Altering label information

® Clean-label backdoor attacks (CLBAs): Altering attributes of normal nodes

I. Graph Construction 11. Node Selection 111 Trigger Generation IV. Model Training V. Trigger Injection V1. Model Inference
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Motivation PRMi @&

»>Two phenomena
® Semantic Drift of DLBAs: between node’s attributes and structures, and their labels

® Attribute over-emphasis of CLBAs: high similarities of important attributes
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Proposed DShield

> Pipeline
® Auxiliary Model Training: Preparing to identify poisoned nodes in DLBAs
® Discrepancy Matrix Construction: Detecting poisoned nodes in both DLBAs and CLBAs

® Backdoor-free Model Training: Training a model without backdoors

I. Auxiliary Model Training
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Auxiliary Model Training PR Mi

>»Backdoored Model

1
| Vtrain |
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>Self-supervised Model
® View Augmentation: Sampling two stochastic augmentation functions
® \View Encoding: Extracting latent representations of nodes

® Contrast and Reconstruction: Distinguishing between representations of two nodes
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Auxiliary Model Training

>View Augmentation
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Discrepancy Matrix Construction

60%
Distances among normal nodes

Distances between normal and poisoned nodes

»Semantic Discrepancy Matrix
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Backdoor-free Model Training

>Target Label Discovery
® Model Traning
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Analysis on Discrepency Matrices

>Elements of Discrepancy Matrices

PR

Mi

gence Lab, NUDT —

® Differences in elements of two discrepancy matrices between normal and malicious

nodes in the Cora dataset.
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Effectiveness Evaluation

>Seven DLBAs & Four Datasets

batasets Defonces SBA [50] GTA [38] EBA [43] GB-FGSM [4] LGCB [4] UGBA [5] TRAP [44]
ASR| ACCT ASR| ACCT ASR| ACCT ASR| ACCT ASR, ACCT ASR] ACC+T ASR]  ACC*?

no-defense  53.1410 10 84.07411 02 902244 41 827410 35 71.8119.44 834811 39 973411 64 82.5241.53 97.7911.01 83.7040.52 97.51L2. 07 83.03L1 32 19.80L5 40 84151 9
Prune [5] 30.2649 78 83.2640.06 164215 35 84001 g 10004000 80.7411 57 56981 00 8192 L5336 56.98 L. g3 81.9241 95 5447 415.10 834111 52 11.36L5. 0 81.4811 57
Isolate [5] 04.061£2. 42 37.1941.07 03.5441 .85 77.784£1.48 96.43 11 66 80.674£1.29 50.091p 78 81.8541.08 30.4640.78 81.6341.97 56.0240.80 80.74£3.01 10.1511 94 67.20641 63
Cora PXGBD [9] 46.37 15,03 84.00 10,85 97.051 2. 46 834011 74 71.04 g 65 827411 40 978641 44 82.74 .03 98381 1,64 82.3741.13 97861217 8400 55 22.14 15 39 81.5511 37
GXGBD [9] 56.28 1 1.31 84.17 11 30 83.77+1.56 83.4211.10 88.1942. 81 73524 2 75 98.1641.16 84071 00 984311 01 84.261 .98 80.8112.30 83.154.2.31 19.7013.84 81.181 0,80
ABL [21]  54.86+9 37 82.8141 40 97.7942 00 82592 35 814343 o5 83.2641 57 97.5641 34 83.1140 581 98.0840 84 83.7040.50 974241 04 83.8942 10 18.38-2 59 83.3340 64
RS [49] 08.1211 51 80.81 41 03 94.8312.95 80.67 L0.09 589212 72 8l.1141.05 97.27 10,85 80.1541 24 96.97 11 00 80.1541 84 904111 56 80.81 11 03 20.811L1.78 79.8541 13
DShield 013345 56 817841 03 007410 74 81.9241 o5 029515 52 81,5041 ox 02.5112 53 822940 71 00.8911 15 825740 51 01334 21 821520 80 133842 12 820741 65
no-defense  62.84 15 05 85.17 40.20 96.54 12 258 85.091 .26 84.79 1210 85.23 L0.17 99.67 1 0.6¢ 85.0310.15 97.14 11 44 85.161 .29 93.27 1 5. 03 85.204 .95 48.34 .93 85.21 1 38
Prune [S]  53.0l42. 59 853340 37 46.1540.40 8530021 99954+0.00 85.44 ¢ 15 70.2840.40 85314, 25 693010 56 85.3040.18 006.85+1 47 85380 00 41771 25 85.33 10 .25
Isolate [S]  40.69L0.a7 81.2510.28 45.4610.22 8447 10,21 99.36L0.38 84.56 1022 70.1640.31 85.14L0.15 69.80L0.00 85.11 40,13 67624134 85.14L0.20 43.30L3.41 83.3411 .50
PubMed PXGBD [9] 55.26+3.06 83.554£1.01 99.6715.54 83.1744.92 86.2645 89 82.6441 57 100.04p. 00 82.3241 .47 100.040.00 82.3840.99 91.804p.87 82.6141. 35 49.8041.70 81.9841 45
GXGBD [9] 56.20£1.18 83.9310.76 99.7110 35 82.571£0.64 90.21 L2 27 754515 23 100.010.00 82.31£0.55 100.0L0 00 824110 82 81.9540.00 82.8240.01 49.36 13 16 82.8411 47
ABL [21]  65.1644.55 85.2140.38 99.981+0.05 85.1310.21 89.0812.61 84.9810.16 99.9810.03 84.89+0.13 100.0+10.00 85.0410.17 914545 44 85.001£0.30 49.3040.658 84.6411.01
RS [49] 51.1043.63 83.1340.45 97.5341.33 82.9940.37 89.801+1.20 83.68+0.32 100.0+0.00 83.39+0.58 100.0+£0.00 83.4040.57 59.6814.13 83.17+0.31 48481350 82.8340.71
DShield  35.914 343 82.01 10,47 00731053 85.2840.12 02.784 1 58 85.0210.20 00.66.10. 72 83.71 1024 03.541 1 g7 84.11 10,56 02.244 .07 84704 0.42 45.7710.76 8217 40,36
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Effectiveness Evaluation

>Two CLBAs & Four Datasets

PRMi!

gence Lab, NUDT —

Cora PubMed Flickr OGBN-arXiv
Defenses GCBA [49] PerCBA [45] GCBA [49] PerCBA [45] GCBA [49] PerCBA [45] GCBA [49] PerCBA [45]
ASR | ACC T ASR | ACC 1 ASR | ACC 1 ASR | ACC 1 ASR | ACC ¢t ASR | ACC 1 ASR | ACC T ASR | ACC 1
no-defense  |81.741 3. 03 8474 11 o7 84.87 15 13 83.1841.54|78.86417.76 85.3041p.15 100.040.00 85.2310.13(|00.48 4 72 50.84 10 15 07.0515 11 50.86 10 18]|26.84 15 79 6043 5 30 18.0611 48 59.81 10 .15
Prune [5] [99.7010.31 8237 10,42 690111 31 82.6640.55(99.83 10,18 85.55 10,16 95.58 14,50 85.34 1 0.30|78.50L3 63 49.97 Lg.27 3038 L2 70 50.1210.15(23.1410.30 604010 .35 19.0311 15 59.7810.17
Isolate [S] [99.8810.21 71.92 12 05 81.73 12 35 69.04 12 07]99.1041 09 841210914 97.8811 05 842611 016644 15 40 50.34 1o 08 301513 17 50.5210.18(22.24 1598 6043 5 05 19.00 10 54 59.7510 18
PXGBD [8] [82.29+3.66 82.89+0.838 27.0842.58 82.7441.10(96.91 13 0s 82.8241 34 93.11+0.36 833141 54205010, 70 47.74 10,98 00.161¢ 25 47.2912 67 |11.8710.71 60424017 00.78 10 40 60,421 59
GXGBD [8]|04.61 11 77 82.964 0 52 80.69+9 98 84.3041 07 (973040 51 824341 .11 729041 .18 82.7840.32(49.90 12 30 40.57 10 30 024244 19 40.61 £ 44[09.21 41 54 55941016 003441014 4851 40 43
ABL [20] [79.704+3.89 84.3041.35 88.6844 25 83.7040.01(83.4041 46 84.9840.23 82.5043 53 85.1340.36(06.884+p.84 50.49+0 21 01.3510.60 50.6810.04(|02.73+3 84 584011 61 22.0412 35 60.23 4 79
RS [49] 424414 11 81.2641 92 852243 15 80.744 1 14740541 70 83.28 .58 88.4643 41 83.511¢.27 (00,021 03 404810 00 23.7240.59 40.501¢.16|27.76 10,08 53.3640.10 43.4845. 32 53384010
DShield 011141 pg 81.1841 32 03.41 15 53 81.63 49 04 |00.91 11 g6 842410 24 08.09 15 ng 83.6942 01 |01.6642 34 50.42 40 95 00.04 5 g5 50.861 0 06000016 gn 59.9615 54 00.0010 00 59.92 10 44

® DShield exhibits a notable performance against most backdoor attacks, surpassing the efficacy of

conventional defenses

® Although DShield demonstrates superior defense performance in most scenarios, a slight decline in

model performance on normal nodes is observed
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Robustness Evaluation

>Five Adaptive Attacks

»>Six Poisoning Rates
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Datasets Attacks no-defense nO-poison DShield
ASR | ACC 71 ASR | ACC T ASR | ACC 71

UGBA+LGCB  |97.914¢.93 84.3241.19 08.004+0.21 78.0245.00 004944 16 82.2216.72
UGBA+GCBA  |88.07 11.89 83.83 12,04 08.00 .43 78.1514.08 03.94 1 4 40 81.97 1 5 46
Cora  GCBA+PerCBA |74.7843.77 83.82+1.13 08244 93 77.5343.36 08.49L5 g2 80.994 4 g4
AdaDA 84.51 49,61 84.07+0.52 07.75+0.64 84.0741,09 044313 13 76.8640.26
AdaCA 89.8516.52 82.59 10,52 09.47 15 18 84.6910.94 00.74 10,08 81.2312 46
UGBA+LGCB  [88.7315.16 84.9810.26 37921 1.71 82.23 11 o7 00.1540.27 82.5040.74
UGBA+GCBA  [91.89 13 07 85421 0.03 39.61 14 17 83.66 10,43 029211 17 82.51 11 .19
PubMed GCBA+PerCBA [89.01 45 25 84.5310.62 395243 38 83.4940.61 13394208 81.2841.17
AdaDA 88.724 3. 34 852210.04 40.23 .72 83.1743.57 32.61 £5.89 79.1741 a7
AdaCA 87.8845.12 85.130.31 03.8241.68 85.3940.13 05.6810.79 82.6041 g7

® The efficacy of DShield stems from the execution of the self-

supervised learning framework and UMAP on the manipulated

graph
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Sensitivity Analysis

»Parameter 3

ASR
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® The parameter [ significantly

affects identification precision

® Increasing the parameter y
results in a decline in the
victim model’s performance

on poisoned nodes
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Extension to Graph Classification Tasks PR Mi

»>Defending against Attacks on Graph Classification Tasks

Datasets

Defenses

G-SBA G-EBA G-GCBA

ASR |

ACCT+ ASR|, ACCt+  ASR|  ACC?t

ENZYMES

PROTEINS

MNIST

no-defense
G-DShield
no-defense
G-DShield
no-defense

G-DShield

100.0+0.00
01.67 412 .35
100.040.00
00.004+0.00
100.04-0.00

00.00+0.00

32.67+0.94 100.040.00 27.5043.54 100.040.00 23.33+0.00
35.004£2. 36 02.504 3. 54 31.6745 35 00.00L0. 00 30.8441 18
66.6711.27 99.5640.63 71.6243 18 99.11+0.00 73.43+5.73
74.63 14,04 042916 06 74.3343.19 009811 39 71.17 411 27
36.3310.67 100.0L0.00 36.8940.02 100.040.00 38.341£0.66
38.86+0.37 01.87+2.64 39.77+1.65 00.0040.00 40.57 11 89

® Experimental results show that semantic drift and attribute over-emphasis also occur in graph

classification tasks and the defense efficiency is not limited to node classification backdoor attacks
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Thank You!

Hao Yu
csyuhao@gmail.com
National University of Defense Technology

Source Code: https://github.com/csyuhao/DShield
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