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What is RM-API?

Resource-management APl (RM-API)

v Usually used in pairs

v Common sense to developers

v Omitted or unclear in documentation

ul 31 Maintainer

‘ | think that documenting which arguments must not be NULL would be useful addition to the respective manual pages for these functions.
not sure explicitly saying that you must not use objects after freeing them in every manual page of _free() function is really

it. It would just add obvious things to the documentation.
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However | am not sure explicitly saying that
you must not use objects after freeing them in
every manual page of _free() function is really

worth it.

Violation of RM-APIs

\ 4

Denial-of-Services(DoS)

Memory Corruption
: Data Leakage



How to detect such misuses?

Code-analysis Keyword-matching

72.7% functions with multi-layered 76.28% RM
nesting cannot precisely identified

Template-matching

Incapable of covering all the libraries

-APls missing detected
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And recently

NLP-based Approach

» Cannot handle constraints with neutral sentiment
» Incapable of detecting API pairs acrossing various sections/pages

Zip_source_buffer Zip_source_free
The functions zip_source buffer() and The function zip_source free()
zip_source buffer_create() create a decrements the reference count of source
zip source from the buffer data of and frees it if the reference count drops

size len. to 0.

Various
Locations

Neutral

Sentiment

Eager for advanced tool on APl document understanding!!




CHALLENGE

C1: LLMs fabricate answers without expertise

' Q: Which APl is used to free the malloc APl
 ‘evwatch_check_new’?

" A: The API used for releasing the allocated memory
‘evwatch_check_new’ is ‘evwatch_check_free’

-

W Consistent naming convention

Lack of
N/ Seemingly reasonable operation 2l e

X Does not exist

information




CHALLENGE

Q: Given the sentence of
‘zip_discard’: The zip discard

function closes the archive and releasing semantics

frees the memory allocated for it.
Does this API perform allocation?

1

Contradictory!

A: YES. The APl zip discard _ _
performs allocation. allocation semantics




CHATDETECTOR
Complex task decompositionjlE xternal information
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* Task Decomposition

...............................................

* Two-dimensional Cross-validation

Given the description of the API ‘{api}’ is: {desc}. Output the
following answers in JSON format.

1. Is there a sentence describing the semantics of the API
'{api}' related to allocation or releasing in the text? |- > v Answer
If YES, please output the first statement that meets the
criteria;

if NO, please output NULL. ,
2. Output the evidence sentence grounded for getting the result)”

i , v Reasoning process
3_Output the reasoning process for getting the answers m 1.} agp

N\

J

2 v Evidence




RM Sentence ldentification

LLM’s Answer

- Binary classification

- Open Question-Answering

Els there a sentence describing thef
:semantics of API’{api}’ related toi
: allocation or releasing in the text? Iff

' YES, ...; if NO, ... ’

i YES. The RM sentence is “pcap_findalldevs() !
E constructs a list of network devices that can
' be opened with pcap_create(3PCAP) “ |

PCAP_FINDALLDEVS(3PCAP) MAN PAGE

Updated: 9 August 2024 - View in plain text - Return to Main Contents

This man page documents libpcap version 1.11.0-PRE-GIT (see also: 1.10.5, 1.10.4, 1.10.2, 1.10.1, 1.10.0, 1.9.1, 1.8.1
1.7.4,1.6.2, 1.5.3).

Your system may have a different version installed, possibly with some local modifications. To achieve the best results, please
make sure this version of this man page suits your needs. If necessary, try to look for a different version on this web site or in the
man pages available in your installation.

'NAME

peap_findalldevs, pcap_freealldevs - get a list of capture devices, and free that list
SYNOPSIS

#include <{pcap/pcap h>

char errbuf[PCAF_ERRBUF_SIZE]:

int peap_findalldevs(pcap if t **alldevsp, char *errbuf):
void peap_freeallders(pcap if t *alldevs):

. pc&p_ﬁﬂdallﬂevs{] cﬁns..trt,.icts é Ii;s.t of.ne.t'.-.'or.k devic.es.that.ca.n be. obenea \a.x'ﬂh ﬁgp c.ree.ate(jn .AP). aﬁd -

" ™ Rl ™ees that cannot be opened by the
" for example, that process does not have sufficient privileges to open them for
ar on the list.) alldevsp is a pointer to a fpeap_iE t *; errbufis a buffer large enough to

p.r_ocess calling I'pca p_fi'nd aildevs_{}. ‘becau
capturing; if so, those devices will not a
hold at least 'PCAF_ERRBUF_SIZE chal

If pcap_findalldevs() succead
devices were found (this is

he pointer pointed to by alldevsp is set to point to the first element of the list, or to WULL if no
sidered success). Each element of the listis of type ‘peap_if t , and has the following members:

next

if not , @ pointer to the next element in the list; MULL' for the last element of the list

Tiame
ointer to a string giving a name for the device to pass to pcap_open_live()

escription
if not MULL , a pointer to a string giving a human-readable description of the device

addresses
a pointer to the first element of a list of network addresses for the device, or ‘HULL if the device has no addresses

flags
device flags:

FCAP_IF_LOOPEACK
set if the device is a loopback interface

FCAP_IF_UF
set if the device isup

Documentation




RM Sentence ldentification

LLM’s Evidence PCAP_FINDALLDEVS(3PCAP) MAN PAGE

Updated: 9 August 2024 - View in plain text - Return to Main Contents

| ]
— I n _co n text a n swe rl n This man page documents libpcap version 1.11.0-PRE-GIT (see also: 1.10.5, 1.10.4, 1.10.2, 1.10.1, 1.10.0, 1.9.1, 1.8.1,
174,162, 15.3).

Your system may have a different version installed, possibly with some local modifications. To achieve the best results, please

n n n
— Ret rl eve I n fo rm at I o n fro m c O n text make sure this version of this man page suits your needs. If necessary, try to look for a different version on this web site or in the
man pages available in your installation.

T T T e T T T I peap_findalldevs, pcap_freealldevs - get a list of capture devices, and free that list
. . .. . SYNOPSIS
' Given the description of the API: |
! o I char errbuf[PCAF_ERRBUF_SIZE]:
I Output the evldence Se ntence grou nded 1 int peap_findalldevs(pcap if t **alldevsp, char *errbuf):
i i void peap_freeallders(pcap if t *alldevs):
' f ing th Itin ‘1’ |
! o r gettl n g t e re s u t I n 1 (] I . pc&p_ﬁﬂdallﬂev&{] cﬁns..trt,.icts é Ii;s.t of.ne.t'.-.-or.k cievic.es.that.ca.n be. obenea \.;x'tm fgp c.rea.atenij. .AP). aﬁd B
JeapaCvare Tor e peapy i a ARy s that cannot be opened by the
I e e e e R e T e e e T e B L e B B e e T e B e e B R 1 process calling pcap_findalldevs(), becaugd for example, that process does not have sufficient

privileges to open them for
capturing; if so, those devices will not agg#ar on the list.) alldevsp is a pointer to a ‘peap_1£_t * ; errbufis a buffer large enough to

hold at least 'PCAF_ERRBUF_SIZE chal

If pcap_findalldevs() succead
devices were found (this is g

he pointer pointed to by alldevsp is set to point to the first element of the list, or to WULL if no
sidered success). Each element of the listis of type ‘peap_if t , and has the following members:

next
Evide nce if not , @ pointer to the next element in the list; MULL' for the last element of the list
niame

ointer to a string giving a name for the device to pass to pcap_open_live()

escription
if not MULL , a pointer to a string giving a human-readable description of the device

;The evidence is “pcap_findalldevs():

addresses
a pointer to the first element of a list of network addresses for the device, or ‘HULL if the device has no addresses

. constructs a list of network devices that cani =

device flags:

] 1 FCAP_IF_LOOPEACK
: be Opened Wlth pca p_cr‘eate(3 PCAP) “ | set if the device is a loopback interface

............................................... FCAE_IF_UP
set if the device isup

Consistent with RM Sentence Documentation




Allocation API Identification

LLM’s Reasoning Process

- Open QA @{ LYES, 5
- The logic for getting the answer  Z2": "The sentence indicates that

i pcap_findalldevs() constructs a list ofE

‘network devices, which impliesé

|
' memory allocation for this list.", !

i 1. Does the API performs allocation? !

i Answer YES/NO. : ;
: ' that pcap_findalldevs() is building or;

|
! "3": "The verb 'constructs' suggests
|

i 2. Present the evidence for getting .

' Py . creating a data structure (in this case, a !
. the answer in '1'. ! g ( |
| - list of network devices). Construction :

: !
. 3. Present your reasoning process for - , ) _ . R
| : - of a list typically involves allocating !

1

i getting the answer in '1’.

é memory for storing the list items, !

' which is a form of allocation."} i
e e e e e ettt ittt —.—.— |




Two-dimensional Cross-validation

Rules for Cross-validation

Output the allocated object according
to the RM sentence. Does the RM Object exist?

i

NO
Current RM-object Is the output of LLM
iYES consistent with the current
API?
Which API performs allocation? NO
l’ NO T Is the current APl an
Current API » Does the API performs allocation? allocation API?

‘ YES
: l

|




(2 RM-API Pairing

Direct Releasing API Identification

Incorrect semantic identification

Confusion of parameter’s type and name

——

Observation: RM APIs share common RM-object type

Off-the-shelf NLP tool l‘/ Function pre-process

! ' v Semantics classification




(2 RM-API Pairing

% Task Decomposition
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v RM-object Identification
v’ Releasing API Identification

_______________________________________________

Function Pre-process

Before

int pcap_findalldevs
( pcap_if t **alldevsp,
char *errbuf);

After

‘0’: int pcap_findalldevs
‘1’: pcap_if t *alldevsp
‘2’: char *errbuf




(2 RM-API Pairing

& RM-object Identification Releasing API Identification

' Given the allocated object description : ! : Given the allocated object type of the API

| . of APl and the function definition: : accordmg to the function definition: :

! : 1. According to the function definition, : ! : Which APl with the same object type should '
output the object type. : | be used to release the allocate memory of API.

{ "1": "pcap_if t"} X S - "pcap_freealldevs"}é

........................... l L ]



(3) RM-API Misuse Detection

€ CodeQL v" Memory Leak
v' Manual-construct QL code [RVANTE "Ry

> Denial-of-Services (DoS)

» Memory Corruption

v 3 types of security issues [RARIIIER (T

predicate isSourceFC (FunctionCall fc) e o .
it (interface == NULL)

: ma ac function:* e f
/ malloc function: evc i {
SRS R pcap—flnda"devs if (pcap_findalldevs (SEVAEIRNdY, errbuf) < @)

g message ("Error for pcap findalldevs(): %s™, errbuf);
XKpr getSourceExpr (FunctionCall C L :
ke o o Sas e, it (CAMEEREs != NULL)

qrameter 1: interface = ZRNK[EWSW->name;

[0
|_|
i

= = L R

-— e
-
—

[ %]

Pl if (interface != NULL)

bpf = bpf open live (interface, filter);

90 =] O LA £
]
—
=

if (bpf < @)

=

‘ . . ]
liloC ITuncrtion operales on L

-]
=

nasl perror (lexic, "pcap next: Could not get a bpf\n");

::.!_' urrent malloc function ' return NULL;
R i S e Missing the releasing operation
23 | jet LeakE {ma )

Bd st et miling, aniled gaenpnkt Lei. Bosbens; for ‘&alldevsp, leading to memory leak




_________________________________________________________________________________________________

av_dict_set()

gfnt av_dict_set (AVDictionary **pm, const char *key, const char * value, int flags)

Set the given entry in *pm, overwriting an existing entry.

Note: If AV_DICT_DONT_STRDUP_KEY or AV_DICT_DONT_STRDUP_VAL is set,
these arguments will be freed on error. i

‘Parameters

gpm pointer to a pointer to a dictionary struct. If *pm is NULL a dictionary struct is:
iallocated and put in *pm. ]

iRetu ms

>= 0 on success otherwise an error code <0

Documentation

Hint av_dict_set(AvDictionary **pm, const char *key, const char *
%value)
I §
AvVDictionary *m = *pm;
AvDictionaryEntry *tag = NULL;
char *copy_key = NULL, *copy_value = NULL;
int err;
if(lkey){
err = AVERROR(EINVAL);
goto err_out;}
err_out:
if (m&&!m->count){
av_freep(&m-elems);
av_freep(pm);

¥
av_free(copy_key);
av_free(copy_value);
return err;

Detected misuse in code

int encavcodecInit( hb work object t * w, hb_job t * job )
i

int ret = 9;

char reason[80];

if (job->vcodec == HB_VCODEC_FFMPEG_VCE_H265 || job->vcodec ==

HB_VCODEC_FFMPEG_VCE_H265_1@BIT)
{

av_dict_set( &av_opts, "gmin", "@", @ );
av_dict_set( &av_opts, "gmax", "51", @ );

if (hb_avcodec_open(context, codec, &av_opts,
HB_FFMPEG_THREADS_AUTO) )

{

hb_log( "encavcodecInit: avcodec_open failed" );

ret = 1;

goto done; . - -
) Missing av_dict_free
done: — —

return ret;

21 memory leak bugs
found in popular software




Example

Detected incorrect documentation

av_get_token()

Unescape the given string until a non escaped terminating char, and
return the token corresponding to the unescaped string.
Returns

the malloced unescaped string, which must h(‘[m'_frecd] by the
user, NULL in case of allocation failure

- Incorrect releasing API
- Result in FP by previous work




PERFORMANCE

6 popular libraries
165 detected RM-API pairs
115 security bugs

Compared with manual work
- 47% more RM sentences
- 80.85% more RM-API pairs

TABLE W1 Discovered RM-API misuscs

Lik Soltwarne Allocation API Releasing API Bug Type EHugs
seafile cveni_base_new evenl_base_free memilcak 1
evenl_base_new evenl_base_free memicak 2
lbevent S event_conlig_new event_config_frec memleak 1
event_new event_free memicak 2
evhip_ncw evhiip_frec mcmicak 1
LFamAmiEssion CVENl_mew event_lree mermicak I
radarc2 wip_source_bufler_creae #p_soeree_lree micmicak I
Fhoyp OpealCT2 wip_soaree_bafler #ip_source_ree memicak I
av_dict_sel av_dict_free memicak £z
o av_dict_copy av_dict_free memicak 1
av_dhict_sel av_dict_free memicak 21
ffmper HandBrake avhilier_graph_create_filter avhilier_free memicak 1
av_buffersie_parameters_alloc av_iree double free 1
av_frame_new_side_daty uv_frume_remove_side_dats| memaory leak ol
Frmpeg wy_frume_ulloc uv_frume_iree double free 1
AV _BEW_Progrrim av_lree memory leak ]
AT av_dict_set av_dict_iree memicak i
sCTVER
vic av_malloc av_lreep memicak 1
PE_RING pcap_hindalldevs pcap_frecalldevs memicak 2
pcap_compibe pcap_frecoode memicak 4
ANp-SCamn poap_compibe peap_frecoode memicak 1
frecradios-
o e peap_compile peap_frecoods memieak
nmap peap_compile peiap_recoode mcmileak 1
niopag peap_compile peap_freconds memicak 2
wpdump peap_compile peap_freccode memicak 1
wircshark peap_compile peap_freconde memlcak 2
OpCIvas- peap_compile peap_freconde memicak 1
NCH. peap_hndalldevs peap_frecalldevs memieak 2
frechsd-src Idap_search_s ldap_megzites memileak 3
frecradios- ldap_result ldap_msgfres double free 2
orer bdap_result ldap_msairee memibcak 1
gpudb Idap_search_s ldap_msgires memlcak |
Idap Idap_search_exi_s Idap_msgiree mermicak b
openidap Iedp_arl_puarse ldap_free_urldesc membcak 2
bdap_imitiahize bekagy_unbind_ext usc after free 1
bdap_imtialize Iekagn_unbind_ext memicak 2
yurabyic-db Idap search_s Idap_msgiree memibcak 1
posignes Idap search_s ldap msgiree memicak 1
Tonal - & - 115




Various types

22 types of RM-APIs

set (1.82%)
open (5.45%)

send ;:.-_='_-," : e

arse (3. O“D’ R )
;Eom (0.619%) Y N\ _—— other operations (18.18%)
decode (1.82%) "-‘-.-.__,
bind (1.82%) —
accept (0.61%) E = :

get (5.45%)
load (0.61%)

create (9.7%)

new (18.79%)

initiate (7.88%)
i T~ add (5.45%)
PE N lock (0.61%)

read (1.82%)
extend (2.42%)

® et @® open @ other operations ® create ® initiate @ add ® lock
® extend ® read @ new @ load ® get ® accept ® bind ® decode

@ join @ parse ® send @ dup @ copy @ malloc refcount



¢ Full_doc

=

st_line

=

=

Stable performance
Robust to document quality

T R RS- R T A T B =
DDDDDDDDD



FUTURE DIRECTION

Bottleneck of traditional NLP tools on document understanding

@

Triggering the capability of LLMs for security research

' (5) Report |

Problematic
Documentation

<1>g

(4) Detect |
—

(2) Generate |

| (6) Improve |

(8) Integrate l (3) Integrate
D

- {0 ==
API — Software e
1y write D ti ©
(1) Write ocumentation E Developer Software (9) Releass |
Document &
Writer = I=_!

Correct
Documentation




Thank You
For Your Attention

2 ¥ M5 SR IERRR

INSTITUTE OF INFORMATION ENGINEERING,CAS

vangyi@iie.ac.cn




