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Just-In-Time Return-Oriented Programming
(JIT-ROP)

          

       

          

          

     

          

      

          

             

       

            

     

     

             

     

     

             

     

     

     

     

     

            

     

          

     

             

     

     

            

     

     

     

                               
                     

           
        

   
     

           

       

   
     

           

     

           

              

   

       

        

                  

           

          

          

          

          

          

          

          

       
           

      

          

            

         

            

   

     

     

      

 



0x0040b21a:
     push rbx

    ret
. . .

0x00462a5a:

    pop rax

    ret
. . .

0x0047ab32:

    sub rax, rbx

    ret
. . .

0x004ba510:

    mov [rbx], rax

    ret
. . . (Offline)
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    push rbx

    ret
. . .

    pop rax

    ret
. . .

    sub rax, rbx

    ret
. . .

    mov [rbx], rax

    ret
. . .

ASLR

Gadgets

0x0160b21a:

0x01662a5a:

0x0167ab32:

0x016ba510:

Ret2PLT
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Why JIT-ROP?

0x0040b21a:
     push rbx

    ret
. . .

0x00462a5a:

    pop rax

    ret
. . .

0x0047ab32:

    sub rax, rbx

    ret
. . .

0x004ba510:

    mov [rbx], rax

    ret
. . .
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Execute-only Memory (XoM)

Ideal

R



Execute-only Memory (XoM)

Reality
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Current Binary-Based XoM

endbr64

push       rbp

push       rsp

. . .

mov        rax, [r14+1C8h]

endbr64

sub         rsp, 8

. . .

jmp        label

aesenc   xmm2, xmm1

aesenc   xmm3, xmm1

. . .

ret

01 00 00 48

85 C0 74 2A

aesenc   xmm4, xmm1

01 00 00 48

85 C0 74 2A

R

66 0F 38 DC E1
R
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Instruction Exectuion

Crash



PXoM (This Work)

endbr64

push       rbp

push       rsp

. . .

49 8B 86 C8

01 00 00 48

85 C0 74 2A

endbr64

sub         rsp, 8

. . .

jmp        label

aesenc   xmm2, xmm1

aesenc   xmm3, xmm1

aesenc   xmm4, xmm1

. . .

ret

49 8B 86 C8

01 00 00 48

85 C0 74 2A

R

R

R

R

Legitimate 
Embedded Data Reads

Pass

Instruction Execution

Raesenc   xmm3, xmm1

aesenc   xmm4, xmm1
Pass



Overview
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Unidirectional Disassembly

       

              

              

     

           

       

                  

                    

     

               

           

              

                    

                     

     

           

       

               

                

       

              

              

     

           

           

           

        

     

     

           

              

                    

                     

     

           

           

  

                   

                     

       

              

              

     

           

           

                  

                    

     

     

           

              

                    

                     

     

           

           

               

                        

                    

    

         

    

         

             

          

           

  

  

     

           

           

           

        

     

     

           

  

           

            

     

           

           

  

                 



Security Evaluation

Code Coverage:

Overall Coverage:



Security Evaluation



Security Evaluation



Performance Evaluation

LMBench:



Performance Evaluation
SPEC CPU 2017:

   

   

   

   

   

   

 
 
 
  
  
 
 
  
 
 
 
  
 
 
  
  
 
 
 
 
 
  
 
  

Average: 0.36% Geomean: 0.25%



Performance Evaluation

 
 
 
 
  
 
  
 
 
  
 

  
  
 
  
  
 
 
  
  
 
 
 

 
 
 
  

        
        

        

       

    

    

     

     

    



Conclusion

• Current Binary-Based XoM requires relocation of code and data

Document: https://zenodo.org/records/14251155

Source Code: https://zenodo.org/records/14251050

Out-Of-Box VM: https://zenodo.org/records/13892220

• However, precise separation of code and data is an inherent problem

• PXoM retrofits XoM for stripped binaries without embedded data relocation 

• The performance loss is negligible
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