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The Growing Threats of Supply Chain Attacks

https://www.wired.com/story/hacker-lexicon-what-is-a-supply-chain-attack/
https://www.comparitech.com/software-supply-chain-attacks/
https://www.sonatype.com/state-of-the-software-supply-chain/2023/open-source-supply-and-demand

Rising Trend of Supply Chain Attacks

2017: The Equifax Breach 
and the Rise of Targeted 

Supply Chain attacks 

2020: SolarWinds and the 
Expansion of Supply Chain 

Attacks

2021–2022: Log4Shell, the 
Vulnerability that Set the 

Internet on Fire

2024: The Attempted XZ-
Utils Supply Chain Attack

Recent Severe Incidents

https://www.wired.com/story/hacker-lexicon-what-is-a-supply-chain-attack/
https://www.comparitech.com/software-supply-chain-attacks/
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Supply Chain Transparency and SBOM Motivation

Lack of transparency Two fundamental questions

How can we enhance transparency 

within software systems?

What strategies can effectively 

detect and prevent software 

supply chain attacks?

Executive Order 14028 

on Improving the 

Nation’s Cybersecurity

The United States 

Department of Commerce

The SBOM Solution
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SBOMs & Use Cases

Vulnerability Management
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Non-Complaint SBOMs in Java Ecosystem

VfsUtils.class in JAR SBOM

Missing

The Minimum Elements For a Software Bill of Materials (SBOM)

“An SBOM should contain all primary (top-level) components, along with all their transitive dependencies (second-level)”
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Our Work

We identified six specific types of dependency inconsistencies that do not satisfy NTIA requirements, 
each reflecting a certain granularity of discrepancy between the declared dependency relationships 
in SBOMs and the actual dependency relationships in code. 

A Formalized Consistency Model

We propose an end-to-end implementation, called JBomAudit,  that automatically assesses the 
correctness and completeness of dependencies in SBOMs 

An End to End Detection Tool

We conducted comprehensive measurement studies on SBOM non-compliance issues, 
investigating root causes, and analyzing their security implications.

A Large-scale Non-compliance measurement

• 25,882 SBOMs and JARs 
• June 2023 to April 2024 
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A Formalized Consistency Model

Type Description Security Implication Virtualization for Different Fine-grained Types

Missing 
Dependencies

Missing 
dependencies are 
components used in 
the distributed code 
but not listed in the 
SBOM, leading to 
potential security 
oversights.

If missing dependencies 

contain vulnerabilities that are 
not tracked due to their 
absence in the SBOM, the 
resulting security gaps can 
remain unpatched, leaving the 
software open for exploitation.

Incorrect 
Dependencies

Incorrect 
dependencies are 
listed in the SBOM 
but not used in the 
distributed code 

Resources may be wasted 
while trying to investigate and 
fix vulnerabilities for non-
existent components. This not 
only wastes time and resources 
but also diverts attention and 
efforts away from real threats 
and potentially delays the 
mitigation of critical security 
risks.
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An End-to-End Detection Tool

Utilized Java Classes Extraction

External classes Method parameters

Annotations Dynamic features 

Dependency Tree Construction 

Class Name to Package Name Transformation

Package Name to Dependency Mapping

Iteratively Construct Dependency Tree

JarPkgTags
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Non-Compliant SBOMs Detected by JBOMAudit

The prevalence of errors in direct 
dependencies is particularly concerning, as it 

directly compromises SBOM usability and 
affects the performance of dependent 

downstream tools. 

The widespread nature of these issues 
underscores the critical need for rigorous 
compliance checks and quality audits of 

SBOMs to ensure their reliability.
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Top Missing Dependencies
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Top Incorrect Dependencies
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Security Implications

The distribution of vulnerabilities severity within non- compliant dependencies/SBOMs 

• Classified as ”High” severity 
(CVSS score: 7.5)

• Influences 41 dependencies
• Exposes 1,944 SBOMs to 

potential security breaches. 
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Why do SBOMs released 

by developers  often  miss 

or misreport dependencies?

Root Cause Analysis

Insufficient Design in SBOM Generators

Incomplete & Incorrect Metadata (i.e., pom.xml)

Improper Usage of SBOM generators

Different Interpretations of SBOM Requirements
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❑  Proposes a consistency model

❑ Designs and implements JBomAudit

❑ Measure non-compliance SBOMs at scale

❑ Artifact Evaluation Badges & Responsible Disclosure

Takeaways

github.com/code-genome/jbomaudit
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Thank you!
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