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RQ1 How to efficiently construct a database to support 1-day 
vulnerability detection

RQ2 How to identify reused Third-party libraries in target program

Observation 2:  TPL reuses can be identified through code 
similarity comparison. The comparison process should be optimized 
by incorporating sufficient and accurate TPL information for effective 
reuse detection.

Research Question

Observation 1: A suitable database for 1-day vulnerability 
detection must be comprehensive, specific, and maintainable.  And 
LLMs can minimize manual efforts of data collection. 

28



RQ3 How to accurately identify 1-day vulnerabilities efficiently even with 
custom modifications

Observation 3:  A 1-day vulnerability can be identified through 
patch analysis. Selecting key vulnerable features, such as semantic 
information, enhances 1-day vulnerability detection.

Research Question
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Step 1: Info Collection
• Collect CVE & description from NIST 

website
• Collect all of the commits of CVE 

effected repo from GitHub
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Overview of VULTURE
TPLFILTER Construction
Patch Collection

54



GitHub Selected TPLS Function Hashing TPL Summary

Info Collection

Overview of VULTURE
TPLFILTER Construction

55

CVE Feature

Commit attr

Step 2: LLM-based mapping
• Utilize LLM to identify CVE features and 

commit attributes (e.g., affected files, 
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Step 2: LLM-based mapping
• Then, use LLM to map CVEs to commits 

and thus extract the patch.
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reuse path in the target program.
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Step 2: Candidate library identification
• For each candidate 1-day vulnerability, 

carry out a chunk-based analysis to 
confirm the existence of  vulnerability.
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• With TPLSelection, VULTURE excluded non-library repositories and 
retained only widely used TPLs, thereby reducing storage consumption.
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Tool Update database (s) Frequency of Comparisons

VULTURE 0.1 9,207.1

Centris 115.1 1,508,924.7

• When adding new TPLs, VULTURE's database is more compact, making expansion 
easier and faster.
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Database Quality
Storage efficiency & Time cost

Tool Time Cost (s) Memory Cost (MB) F1(%)

VULTURE 84.68 3.5 87.94
VFCFinder 285.92 20.0 61.69

• When collecting patches, VULTURE is more efficient and accurate, requiring less time 
and memory compared to VFCFinder.
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Benchmark Vulnerability Detection

• In 200 test cases, VULTURE 
successfully identified 184 cases.

• V1SCAN successfully identified 
100 cases.
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Vulnerability Detection In the Wild

• In 5 target programs, VULTURE 
successfully identified 175 1-day 
vulnerabilities.

• Commercial tool SNYK identified 
111 vulnerabilities.

• V1SCAN successfully identified 13
vulnerabilities.
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Scrutinize of Results

• VULTURE performs best with its well-
designed database and accurate 
semantic analysis.

• The comprehensiveness and specificity
of the database eliminates false 
negatives.

• False positives are reduced with TPL 
reuse identification optimization and
chunk-based analysis.

103



Vulnerability Detection In the Wild

104



Vulnerability Detection In the Wild

• VULTURE detects one TPL reuse 
in 25 seconds and one 1-day 
vulnerabilities in 5 seconds.

• V1SCAN takes longer for 
extensive TPL reuse
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Conclusion

• We introduced VULTURE, leveraging static analysis and LLMs to support the 
whole process of 1-day vulnerability detection.

• VULTURE reduces false alarms and improved detection accuracy, surpasses 
existing academic and commercial tools.
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