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Traffic Sign Recognition (TSR) Systems

• Traffic Sign Recognition (TSR) system employs camera sensors with Deep Neural 
Networks (DNNs) to detect road signs
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• Such TSR systems generally exist in top leading car brands in the United States [1]

[1] Leading car brands in the United States in 2023, based on vehicle sales: https://www.statista.com/statistics/264362/leading-car-brands-in-the-us-based-on-vehicle-sales/

https://www.statista.com/statistics/264362/leading-car-brands-in-the-us-based-on-vehicle-sales/


Failure of TSR Can Lead to Accidents
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Prior Commercial TSR Security Research
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Zhao et al.: ACM CCS 2019

Jon Fingas: engadget



Importance of Commercial TSR Security
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Limitations:
• Almost all only evaluate attack effects on academic TSR models, 

leaving the impacts on commercial TSR systems largely unclear.



Importance of Commercial TSR Security

10

Limitations:
• Almost all only evaluate attack effects on academic TSR models, 

leaving the impacts on commercial TSR systems largely unclear.
• A few recent works tried to understand commercial TSR system-

level impacts, but limited to one particular vehicle model, 
sometimes even an unknown one, making both the 
generalizability and representativeness questionable



Research Question
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Research Question:

Can any of the existing physical-world TSR 
adversarial attacks achieve a general impact on
commercial TSR systems today?



Our Contributions

• The first large-scale measurement of physical-world adversarial 
attacks against commercial TSR systems

• Discovery and analysis of a spatial memorization design that 
commonly exists in today’s commercial TSRs

• Propose new attack success metric designs and use this metric to
revisit the evaluations, designs, and capabilities of existing attacks in 
this problem space
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Measurement Study Setup Overview
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Commercial 

vehicle under 

study (covered 

for anonymity)

Commerci
al vehicles

4 of these 5 vehicle 

models are studied

(with 1 confusing model 

for anonymity):

Existing 
attacks



Test Environment Setups
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Test Environment Setups
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Commercial Systems
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4 out of these 5 models are tested by us
• Not to directly reveal the exact model by including 1 confusing vehicle model



Commercial Systems

17

Top 15 leading car brands in the United States 
based on vehicle sales in 2023

4 out of these 5 models are tested by us
• Not to directly reveal the exact model by including 1 confusing vehicle model



Commercial Systems
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Top 15 leading car brands in the United States 
based on vehicle sales in 2023

4 out of these 5 models are tested by us
• Not to directly reveal the exact model by including 1 confusing vehicle model

NOT any of the four 

tested car models 

for anonymity



Commercial Systems
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4 out of these 5 models are tested by us
• Not to directly reveal the exact model by including 1 confusing vehicle model

TSR functions of the four vehicle models tested 
in our measurement study



Selected Attacks

• Focus on the hiding attack on measurement study
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Selected Attacks

• Focus on the hiding attack on measurement study

• Three prior works so far that were able to demonstrate black-box 
attack transferability for the hiding attack effect in the physical world
• Highest potential to successfully attack commercial systems
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𝐑𝐏𝟐: Eykholt et al. WOOT 2017 SIB: Zhao et al. ACM CCS 2019 FTE: Jia et al. NDSS 2022



Surrogate Model

• Cover both one-stage and two-stage object detectors
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Surrogate Model

• Cover both one-stage and two-stage object detectors
• Generally used as surrogate model in the prior security research on TSR
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YOLO v5 (Y5) Faster-RCNN (FR)



Generated Attack Visualization
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Real-
World



TSR System-Level Attack Success Metric
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TSR System-Level Attack Success Metric

29NOT any of the four tested car models for anonymity



TSR System-Level Attack Success Metric
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If the TSR system is able to correctly display the sign, the attack 
fails; otherwise, the attack succeed. Repeat N times.

NOT any of the four tested car models for anonymity



Overall Testing Results
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Certain Commercial TSRs are More Vulnerable
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Certain Commercial TSRs are More Vulnerable
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Observation #1: For certain commercial TSR systems, although from top brands in the US,
their TSR functionality can actually be much more vulnerable than academic TSR models 
under black-box transfer attacks.



Attack Lacks Generalization across Commercial TSRs
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Attack Lacks Generalization across Commercial TSRs
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Observation #1 (cont'd): Such black-box commercial system attack capability is currently not 
generalizable over different representative commercial system models and sign types.
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Attack Lacks Generalization across Commercial TSRs
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[Jia et al. NDSS 2022: Fooling the Eyes of Autonomous Vehicles: Robust 
Physical Adversarial Examples Against Traffic Sign Recognition Systems]

Attack Lacks Generalization across Commercial TSRs
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Observation #1 (cont'd): This further reveals the lack of generalizability of the reported 
commercial TSR system attack success in the original FTE paper, which cannot be revealed 
without the large-scale commercial system testing efforts in this paper.

[Jia et al. NDSS 2022: Fooling the Eyes of Autonomous Vehicles: Robust 
Physical Adversarial Examples Against Traffic Sign Recognition Systems]

Attack Lacks Generalization across Commercial TSRs



Discrepancy in Commercial and Academic TSR
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Finding: Unexpected Spatial Memorization Design 
in Commercial TSR Systems

• Observation #2: One major factor might be an unexpected spatial 
memorization design that commonly exists in commercial TSRs.
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memorization design that commonly exists in commercial TSRs.
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Observation #2 (cont'd): Spatial memorization design exhibits an effect that once a sign is 
detected, both the detected sign type and the detected location are persistently 
memorized until the sign’s reaction task is finished
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STOP sign is

shown for 1 sec
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Hide the STOP sign
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Wait for 60 sec
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Observation #2 (cont'd): Spatial memorization design exhibits an effect that once a sign is 
detected, both the detected sign type and the detected location are persistently 
memorized until the sign’s reaction task is finished



Limitation of Existing Model-Level Attack Success 
Metrics
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• The spatial memorization design can significantly impact the success 
of existing adversarial attacks at the TSR system level
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Existing TSR 

model-level attack 

success metric:
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TSR system-

level attack

success:
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Due to the spatial
memorization

• The spatial memorization design can significantly impact the success 
of existing adversarial attacks at the TSR system level
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of existing adversarial attacks at the TSR system level
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𝑆1 𝑆2
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Existing TSR 

model-level attack 

success metric:
𝑓HA = 50%
𝑓AA = 50%
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level attack

success:
0%

100%

Limitation of Existing Model-Level Attack Success 
Metrics

• The spatial memorization design can significantly impact the success 
of existing adversarial attacks at the TSR system level

Given that such an unexpected spatial memorization design can create 
such a significant discrepancy between the TSR model-level attack 
effect and that at the TSR system level, we further design new attack 
success metrics that can mathematically model its impact on the TSR 
system-level attack success for both hiding and appearing attacks



New Attack Success Metric Design that Can 
Mathematically Model Spatial Memorization
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New Attack Success Metric Design that Can 
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• Hiding attack: The attack has to be continuously successful at all 
possible detection moments that can trigger such memorization 
before the vehicle passes the sign.
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• Appearing attack: As long as attack can succeed in any of detection 
moments, the TSR system-level attack effect can be achieved.
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• Appearing attack: As long as attack can succeed in any of detection 
moments, the TSR system-level attack effect can be achieved.

Observation #3: Due to spatial memorization, hiding attacks are theoretically harder (if not 
equally hard) than appearing attacks in achieving TSR system-level attack success. 
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• Appearing attack: As long as attack can succeed in any of detection 
moments, the TSR system-level attack effect can be achieved.

Observation #3: Due to spatial memorization, hiding attacks are theoretically harder (if not 
equally hard) than appearing attacks in achieving TSR system-level attack success. 

Theoretical 
Analysis

Numerical 
Analysis
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Revisiting Evaluations, Designs, and Attack Capabilities of Prior 
Works in this Problem Space
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at TSR system level. (Drop from 
~56% to ~7%)
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New Metric Design: 
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Revisiting Evaluations, Designs, and Attack Capabilities of Prior 
Works in this Problem Space

Black-Box Transfer Attack
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level can be much lower than expected 
(∼13%) for hiding attack.

White-Box Attack
Prior works may not be effective 
at TSR system level. (Drop from 
~56% to ~7%)
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New Metric Design: 
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Revisiting Evaluations, Designs, and Attack Capabilities of Prior 
Works in this Problem Space

Black-Box Transfer Attack
Attack success of prior works at TSR system 
level can be much lower than expected 
(∼13%) for hiding attack.

White-Box Attack
Prior works may not be effective 
at TSR system level. (Drop from 
~56% to ~7%)

Revisiting Existing Attack Success Metrics
Using the hiding and appearing attacks proposed from the same prior work, the 
hiding one can be much harder. However, if using the existing metrics, such 
relative attack hardness can be the completely opposite
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New Metric Design: 
Surrogate TSR System-Level 

Attack Success Metrics

Revisiting Evaluations, Designs, and Attack Capabilities of Prior 
Works in this Problem Space

Black-Box Transfer Attack
Attack success of prior works at TSR system 
level can be much lower than expected 
(∼13%) for hiding attack.

Judgement of the Value of New Attack Designs
The benefits of certain attack designs can be seemingly high (e.g., >20%
attack success rate increase) using prior TSR model-level success metrics, but 
nearly negligible (e.g., only 1% increase) at the TSR system level

White-Box Attack
Prior works may not be effective 
at TSR system level. (Drop from 
~56% to ~7%)

Revisiting Existing Attack Success Metrics
Using the hiding and appearing attacks proposed from the same prior work, the 
hiding one can be much harder. However, if using the existing metrics, such 
relative attack hardness can be the completely opposite



Conclusion

• First large-scale measurement of physical-world adversarial attacks against 
commercial TSR:
• Uncover a total of 7 novel observations 

• Discovery and analysis of spatial memorization: 
• Discover a spatial memorization design that commonly exists in today’s commercial TSRs

• Create a discrepancy between TSR model-level attack effect and that at TSR system level. 

• New attack success metric designs: 
• Mathematically model the impact of this design on the TSR system-level attack success

• Revisit the evaluations, designs, and capabilities of existing attacks in this problem space
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Conclusion

• First large-scale measurement of physical-world adversarial attacks against 
commercial TSR:
• Uncover a total of 7 novel observations 

• Discovery and analysis of spatial memorization: 
• Discover a spatial memorization design that commonly exists in today’s commercial TSRs

• Create a discrepancy between TSR model-level attack effect and that at TSR system level. 

• New attack success metric designs: 
• Mathematically model the impact of this design on the TSR system-level attack success

• Revisit the evaluations, designs, and capabilities of existing attacks in this problem space

• Performed Responsible Vulnerability Disclosure:
• Informed AD companies under our measurements and provided anonymity to protect the 

affected vehicle manufacturer

77



Thank you!
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