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Motivation

Why is my living room on the Internet?

• From the powerful Device Search Engines

How do attackers find the victims?

Xulu Botnet Propagation



Device Search Engine
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• Do they always play as white hat? What if they do something bad?

Search engine for Internet-connected devices

Port 22 of NDSS website’s IP run a OpenSSH_8.9p1 Search for device in city/port/product/screenshot…
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Our Paper

01 What scanning strategy do device search engines apply?

02 How do device search engines identify services on ports?

03
Will the scanning of the device search engine introduce any 

security or privacy concerns to the services being scanned?

The first measurement study on 
the working strategies of device search engines
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IP Mirror Service

Differentiate device search engine scanning 

activities from others

Main Challenge

Insight

• Network services may include the 

visitor’s IP for debugging, error prompting, 

or log metadata purposes.

• When device search engines scan those 

services, their IP addresses (ScanIP) are 

inevitably logged.
Interacting with a SIP server will reply the sender’s IP
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IP Mirror Service

Formats of IPs

• IP Mirror Services are widely scanned and logged by device search engines

HTTP

SIP

Standard IP

Reverse IP

URL Encoding IP

MySQL

SMTP

HTTP

Concealing by broadcast IPs

Fake IP 224.*.*.*



Revealing the Black Box of Device Search Engine:  Scanning Assets, Strategies, and Ethical Consideration Page 7

Methodology

Scanner IP Collecting

Mirror Type Expansion

ScanIP Collector

Mirror Service Finder

ScanIP

Preliminary Study Behavioral Monitoring

Strategy
Monitoring

Ethical Behavior 
Monitoring

Case Study
Mirror 
Type

Full-ports 
closed

Top100 
ports

Unresponsive honeypot

Popular ports
open 

• Customized default pages for 

IoT devices

• Decoy sensitive paths with 

real-time snapshots

• Dynamic trackable linksMirror Types79

Mirror Services106,132

Scanner IPs1,407

IPs found in Honeypot839
Censys

481

Shodan

91

FOFA

668

ZoomEye

167

Web honeypot
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Scan Strategy

• Landscape

• FOFA and ZoomEye do not use fixed scanning assets

• Users can hardly avoid being scanned by blocklisting device search engine IPs

• 665 ScanIPs have been labeled in AbuseIPDB by users

• Tags: Port Scan Hacking Brute-Force

Lifespan of ScanIPs in Censys and FOFAScanIP Region Distribution Top 10 ports scanned
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Protocol Identification Strategy

Neighbor Strategy

• Probe services on 

neighbor ports

• Users cannot evade scans 

by migrating ports of 

services they wish to hide!

Share Strategy

• Multiple probes from 

various potential 

protocols to the same 

port

Fallback Strategy

• When fail to identify 

protocol on specific 

ports, they guess …

Besides send protocol-specific probes to protocol default port, what other strategy do engines apply?
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Ethical Scanning

• Our goal: To find an Ethical Way of Internet Scanning

Two engines have already considered ethical things
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Ethical Scanning

Established
Best practice

Guidelines for search 
engine crawler

Personal information
privacy law

Foundational
ethical framework

Cybersecurity law

Reference

Transparency

Ethical
Scanning

Harmlessness

Anonymity

Zmap, Censys, Onyphe

RFC9309, …

Menlo Report

NIS2, CFAA, …

GDPR, CCPA, …
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FOFA

Transparency

ShodanCensys

• Explain the purpose on every probe

• Publish probes IP address list for opt-out

• Use fixed IP addresses instead of trashable ones

• Set whois records with organization and abuse email

• Reverse DNS pointing to the company

• Users cannot identify whether the scans originate from FOFA or ZoomEye

Action

Censys proposed it
But not implemented
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Harmlessness

• Unauthorized access
• Attempt to access paths requiring authentication but are left insecure

• Engines do not adhere to data minimization principles during scanning

Minimized Scanning Infiltration Scanning

Try opening and say

Here is 
a door

See! Here is an 
unlocked door!

Pass by and say
• Probe that can confirm a service 

on a port
• Probe that aim to get more 

detailed and private information

PING

PONG Redis

Visitor

urokVisitor

imok Zookeeper

…Visitor
220-Welcome to 

FTP
FTP

keys * # Keys
key1 key2

RedisVisitor

statVisitor Clients:
/1.2.3.4:57842[1]

Zookeeper

Username: anonymous
Password: <enter>

Visitor

230-Anonymous user logged in FTP
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Harmlessness

• Engines are infiltrating database, nodes, configurations, file lists, …

• Successful infiltrations exposed weakly protected hosts lacking authentication

• 74.97% (59,725/79,664) of Redis hosts listed on Shodan and 182,137 hosts on Fofa are 

vulnerable to arbitrary access

• 99.91% Zookeeper hosts are vulnerable to unauthenticated access

• Shodan attempted to access and retain 25 sensitive paths for IP camera 

configuration details and real-time feeds

• The probe used for RDP (except Censys) is exploiting a vulnerability (CVSS3 

score: 9.8)
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Harmlessness

ZoomEye login and list file on FTP MongoDB server info

Sensitive path access caught by honeypots
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Anonymity

• Failure to anonymize the privacy before 

displaying on search results can lead to 

privacy leakage risks.

Phone number from LDAP735

means version is leaked

Database index and entries326,495

Redis keys68,543
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Anonymity:  images.shodan.com

Introduction by Shodan: a quick way to browse all the screenshots

Selling privacy

Camera snapshots65,042

Remote desktop screenshot791,333

Rank 7

“Explore” module: 
shared queries

Attackers abuse it for illicit camera spying and exacerbate the sale of voyeuristic content
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Take Away

• Discover Mirror Services that can reflect scanner IPs of device search 

engines and uncover 1,407 scanner IPs.

• The first comprehensive analysis of the scan strategy of device search 

engines, proving that users cannot evade scans by blocklisting scanner IPs.

• Unveil how device search engines identify protocol on ports, offering 

insights into how users can hide their services.

• First ethical scanning analysis, uncovering instances where engines conceal 

their identities, engage in unauthorized access, and expose user camera 

interfaces.



Thank you for your Audience! 

For more details, welcome to follow our paper.
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