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Aave’s official audit reports and verifications
from independent security companies.

V3.2 Audits

Security Review
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Insufficient Information Depth

‘| feel many of them are overly simplified. Many audits adopt a
mass-production method to endorse applications and gather funds
merely. The resulting report is concise, just a few pages, and the
content lacks depth” (P01)
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How Do Users Perceive the Role of Web3 Auditing

in Enhancing Security within the Web3 Ecosystem?
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Questioning the Effectiveness

"Do Web3 audits hold any value? On a single day, two Web3

applications verified by [Audit Firm] suffered breaches, with losses

summing up to 14 million USD" (Post189).
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Questioning the Effectiveness

"Do Web3 audits hold any value? On a single day, two Web3

applications verified by [Audit Firm] suffered attacks, with losses

summing up to 14 million USD" (Post189).
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Questioning the Auditing Firms

“Slip a bribe to the audit team.” (Post266: Comment13).

“The brief three-page report, scarcely filled with a
hundred words about an ' Accumulated Error from
Integer Division’ ... it lacks any solid proof. .. This is

both disappointing and disturbing” (Post65).

Independence?

Impartiality?
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Catalyst for Enhanced Security

"l think that auditing can reduce the likelihood of such

attacks to some extent” (P0O3)

“Mandating that [application] be backed and audited
would be a commendable regulatory measure”
(Post57:Comment?).
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Proof for Security Efforts

“Contract security itself cannot achieve 100% protection. ..
the greatest value of an audit is to give ordinary users

confidence, showing that the application is serious about its

security and at least willing to invest in an audit.” (P14)

! Financial Cost
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Proof for Security Efforts

“Contract security itself cannot achieve 100% protection. . . the
greatest value of an audit is to give ordinary users confidence, showing
that the application is serious about its security and at least willing to

invest in an audit.” (P14)

T Financial Cost «——— Lack of Strong Backing
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How Do Users Perceive The Impact of Web3 Auditing on
Their Interactions With Audited Applications?
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Limited Impact on Security Decisions

“I don’ tthink it is necessary to read the audit report. . . | at least

know that this application has been audited” (P15).

“l just browsed it briefly and didn’ t look at it seriously” (P08)
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