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}  Bandwidth	
  AmplificaBon	
  Factor	
  (BAF)	
  
	
  

 UDP payload bytes at victim 
 UDP payload bytes from attacker 

}  Packet	
  AmplificaBon	
  Factor	
  (PAF)	
  
	
  

# of IP packets at victim 
# of IP packets from attacker 
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}  Prevent	
  IP	
  Spoofing	
  (see	
  [BCP38])	
  

}  Protocol	
  hardening	
  
}  Rate	
  limiBng	
  
}  Session	
  handling	
  
}  Disable	
  vulnerable	
  features 

[BCP38]:	
  P.	
  Ferguson,	
  D.	
  Senie:	
  Network	
  Ingress	
  Filtering:	
  DefeaBng	
  
Denial	
  of	
  Service	
  AZacks	
  which	
  employ	
  IP	
  Source	
  Address	
  Spoofing	
  -­‐	
  
hZp://tools.ie\.org/html/bcp38	
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}  AmplificaBon	
  aZacks	
  are	
  on	
  the	
  rise	
  

}  14+	
  UDP-­‐based	
  protocols	
  vulnerable	
  

}  Countermeasures	
  are	
  there	
  –	
  use	
  them!	
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