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oe

Example: Inspect pids of Guest Memory from VMM

32-bit General-Purpose Registers

EAX ER 00001800 eb 40 1b 02 63 74 00 fO 00 00 00 00 00 00 00 00
EBX Esp 00001810 00 00 00 00 80 00 00 00 00 00 00 00 00 00 00 00
Eox =0 00001820 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
EoX = 00001830 00 00 00 00 00 00 00 00 10 76 16 cc 00 00 00 00
00001840 00 19 66 8c d0 50 b8 08 00 00 00 66 8e dO 53 8b

00001850 d9 Ff 2d 19 02 00 00 OF 20 cO OF ba O 1f OF 22

16-bit Segment Registers 00001860 CO eb 00 b9 80 00 00 cO OF 32 OF ba f0 08 OF 30

EFLAGS Es 00001870 OF 20 e0 OF ba O 05 Of 22 e0 60 9c 8b d3 cl ea
FS 00001880 04 89 a3 76 02 00 00 OF 01 83 80 02 00 00 OF 01

T es | 00001890 8b 88 02 00 00 8b 8b 3c 00 00 00 Ob c9 74 12 8b

000018a0 b3 38 00 00 00 8b fb 81 c7 00 30 00 00 2b 9 f3
000018b0 a4 Of 01 9b 90 02 00 00 OF 01 93 68 02 00 00 66
000018c0 b8 10 00 66 8e d8 66 8e cO 66 8e dO 66 8e e0 66

00100f60 00 00 00 00 00 00 00 00 00 fO ff 5d 76 e3 f0 2F
00100f70 93 c9 a4 1d f9 48 be f8 6¢ c7 1d 92 4c le 6e 35
00100f80 b4 f8 1b ae f6 69 e8 cO b7 34 74 al 4e 5a a7 93
00100F90 97 2f f3 47 cf d7 10 df f0 d6 e3 9b f5 cf a9 23
00100fa0 cd 9f 87 4f 37 7f le f1 fe dc 7d b9 9 f3 7b ef
00100fb0 cf 95 bf 94 3f 8d 63 9a cc 8a 36 5b 56 7b d2 76
00100fcO b6 d9 ad ee 61 f6 90 a4 2c 2b 54 66 37 de 3d a9
00100fd0 b9 d9 67 37 le 7a b5 ce ef Oc 58 ee 4d 30 dO 9b
00100fe0 cO 6e bc e7 3d f3 e7 d0O 9a bf a4 82 1b c7 9c f1
00100Ff0 db 66 2b d8 38 cb 2a 91 80 ad 7d 25 d8 Oa e5 db
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Example: Inspect pids of Guest Memory from VMM

e wr ) 00001800 ¢ 40 10 G2 63 74 00 f0 00 00 00 00 00 00 00 00 1.5
e 1 00001810 00 00 00 00 30 00 G0 00 90 00 G0 00 G0 00 00 GO
- © 1 00001520 00 5D 00 00 00 00 0 0D 0D 00 00 00 00 00 0D 00
oo 1 00001830 00 00 00 00 00 00 00 0 10 75 16 cc 00 00 0D 00
C ‘ 00001840 00 19 66 c 0 50 b 0B 0D 00 00 56 e d0 53 By | F..7. . 1.5
00001850 d9 17 20 19 02 00 00 OF 20 c0 OF ba fo 17 O 22 | .-
00001860 G0 eb 00 b9 80 00 00 cO OF 32 OF ba 10 03 0F 30 |.....
wes ) [ e &) [ 00001870 of 200 f ba 0 05 0F 22 c0 60 Sc By A3 clea | 1.
- ss | rs | [ ooo0im0 0489 a3 76020000 0F 0189 80020000 0F 01 |...v.
= oo N as | 000190 @ 0200 00 6b b 3 000000 0b co 74 12 8 S
Il oooo18e0 5338 00 00 00 8 Mo 81 c7 0030 00 00 20 fo 13 1161111100
00001860 a3 OF 01 9 90 02 00 0D OF 01 93 68 02 00 0D 65 W
000015ED 55 10 00 66 B 4B 63 G €O 65 Ge 40 66 B 0 88 | L . T T T 1]
DIsK cry ran 00100160 00 00 00 00 00 00 00 00 0D 10 11 54 76 e3 10 27
00100170 53 c9 04 1d 9 48 be 18 6o c7 1d 2 4c lo 6o 35
. 00100780 b4 18 1o ac 6 69 c0 cO b7 34 74 al 4o 50 a7 53
=) 00100190 97 2f £3 47 of 7 10 dF 10 d6 €3 9 5 cf o0 23
0100fa0 cd OF 67 4F 37 71 ie F1 fe do 7d b3 19 13 7b of
0010010 cF 95 bF 94 3 B 6 oA ce 8a 36 b 56 7b a2 70
00100fcD 56 dB o ce 61 6 90 ad 2c 2 54 66 37 de 34 29
100160 19 00 67 37 1e 7a bS ce ef 0c 56 e 44 30 6D O
00100fe0 c0 Ge be 7 34 13 €7 40 0a bF a4 B2 b c7 oc 1
00100f10 db 66 2 45 35 cb 2a o1 BD ad Ta 25 d8 0a e5 db
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Example: Inspect pids of Guest Memory from VMM

In Kernel 2.6

o = ) Q0001800 s 40 1b 02 63 74 00 10 0000 00 00 60 60 00 00 15 struct task_struct {
o o b e 555 %5 55 50 0o 0o oa oo oo oo oo 5 59 00
o e 1 e 5550505050 %0 00 oo on oo oo oo 0 55 35 00
) | o b e 5550505050 %0 00 oo 30 7a 16 oo o0 5 55 0 000
—— - R ]
Gonciohd db ¥ 30 1 03 50 00 of 50 00 of bu 10 17 0% 55 ) .
e s Rt Concio 5 e 5 % 95 50 00 %0 of 52 of ba 1o o or 3 [188] pid_t pid;
EFiAGS. U 3 €s 001870 OF 20 €0 Of ba f0 05 OF 22 €0 60 9c 8b d3 cl ea . - —_ 4
s r ] [ Gaioiam o 8 as 6 08 %0 00 oF o1 53 50 o oo oo of o1 )
- os | os || 00001890 8b 88 02 00 00 8b 8b 3c 00 00 00 Ob 9 74 12 8b <! € [192] ld t t ld'
o N2 U/ oooieao s 36 00 00 00 5 o 81 c7 00 30 00 00 20 fo 13 | 6.1 o701+ P g 7
Goocion 52 o 53 50 99 53 55 00 oF ov 53 60 o3 o0 te &3 i
Goociocs 5 50 55 50 20 43 00 00 %0 00 00 co ce oo co an | NN
DISK CPU, RAM 0010060 00 00 00 00 00 00 00 00 0 ff 50 76 3 10 2f v/ . t .

52 60 0d 10 19 40 356] d d;
~ b4 T LAtz uia_ ulid;
) o3 : il ) .

EER A : 360 d d;

ERAES fede uld_t euid;

o ;
Coroon e i : C 3.
o e e : 364] uid_t suid;
ohoor B R RO NN G R

[

[

[
Virtual Machine Monitor Layer [368] uid_t fsuid;
[372] gid_t gid;
[376] gid_t egid;
[380] gid_t sgid;
[384] gid_t fsgid;
[428] char comm[16];
}
SIZE: 1408
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Example: Inspect pids of Guest Memory from VMM

In Kernel 2

struct task_struct {

= ) = 50001000 40 1 02 63 74 00 10 00 00 00 00 00 a1 0 00
o ] ERE PR MR
o 355 5B oo 53 5 5B 00,5 5 on 00 09 0 o0
“ § 550 00 00 0 o %0 %0 %0 22 00 60 o o c.
R nmE Mr RSk nnm
RN e nnn mer R R nD ) .
, R mma Do m e [ ] .
=) 188] pid_t pid;
S 50 % o o1 58 a0 o o0 ) )
: GuRk SEsagn; [192] pid_t tgid;
SR
ek Tanne
oisk 0o 0000 000 .
conor E ¥’ 356] uid_t uid;
@ 45t g7 10 df 1036 e - ; L
cagre e fode o T 360] uid_t euid;
o 5
ioon nRE e B . .
S Ge 5 i 364] uid_t suid;
o SRREURLN IUNRRIED N

3721 gid_t gid;

376] gid_t egid;
380] gid_t sgid;
384] gid_t fsgid;

[428] char comm[16];

[
[
[

Virtual Machine Monitor Layer [368] uid_t fsuid;
[
@ Kernel specific data structure definition E
[

@ Kernel symbols (global variable)

@ Virtual to physical (V2P) translation

}
SIZE: 1408




Motivation
00000

VMI: Reuse Existing Inspection Tools?

A Trusted OS Linux Win-7
KOO Z
Q@ P g
ey Gsymar [ N} | Y Microsoft* ~
‘ Files| MySQL Exchange
Secure-VM "\ Product-VM Product-VM

I Introspect I I

Virtualization Layer

Hardware Layer




Motivation
(o] Jelele]

VMI: Reuse Existing Inspection Tools? (sys_getpid)

Data Structure Name Data Structure Offset
current_task
(Line: 5) |

<sys_getpid>:

<task_tgid_vnr>:

1: ¢10583e0: push  %ebp

2: c10583el: mov Y%esp, %ebp
3: ¢10583e3: push %ebx

4: ¢10583e4: sub $0x14,%esp

[%Fs:0xcl7f34cc] |

// Accessing Global Variable: struct task_strut current_task
5: c10583e7: mov 9%Fs:0xc17f34cc, %ebx
c10583ea: R_386_32 current_task
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VMI: Reuse Existing Inspection Tools? (sys_getpid)

Data Structure Name Data Structure Offset

N current_task
<sys_getpid>: (Line: 5)| [%fs:0xc17f34cc]
<task_tgid_vnr>: @
1: ¢10583e0: push  %ebp struct
2: c10583el: mov %esp, %ebp task struct
3 910583935 push  %ebx (Line: 6) [struct task struct *group_leaderjoxa20
4: ¢10583e4: sub $0x14,%esp

// Accessing Global Variable: struct task_strut current_task
5: c10583e7: mov 9%Fs:0xc17f34cc, %ebx
c10583ea: R_386_32 current_task

// Accessing struct task_struct: current_task->group_leader
6: cl0583fe: mov___ 0x220(%ebx) ,%eax

(@) (b)
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VMI: Reuse Existing Inspection Tools? (sys_getpid)

Data Structure Name Data Structure Offset

N current_task
<sys_getpid>: (Line: 5| [ifs:0xcl7f34cc] I:l
<task_tgid_vnr>: @
1: ¢10583e0: push  %ebp struct
2: c10583el: mov %esp, %ebp task struct
3: ¢10583e3: push  %ebx . o @
2 closs3ea- oub $0x14,%esp (Line: 6) [struct task_struct gmup,leadeng”
// Accessing Global Variable: struct task_strut current_task struct
5: c10583e7: mov  YFs:0xcl7f34cc,%ebx pid_link pids[3] Sirict ped waia Ox23e

c10583ea: R_386_32 current_task (Line: 7)
// Accessing struct task_struct: current_task->group_leader
6: c10583fe: mov  0x220(%ebx) ,%eax

// Accessing struct pid: current_task->group_leader->pids[0]->pid
7: c1058404: mov 0x23c(%eax) ,%eax

(@) (b)



Motivation
(o] Jelele]

VMI: Reuse Existing Inspection Tools? (sys_getpid)

Data Structure Name Data Structure Offset
N current_task
<sys_getpid>: (Line: 5)| [%fs:0xc17f34cc]
<task_tgid_vnr>: @
1: ¢10583e0: push  %ebp struct
2: c10583el: mov Y%esp, %ebp task struct
3: ©10583e3: push  Yebx Line: 6) [struct task struct *group leader @
4: c10583¢4: sub  $Ox14,%esp (Line: 6 = SO &
// Accessing Global Variable: struct task_strut current_task struct 023
5: c10583e7: mov__ YFs:0xcl7f34cc,%ebx pid_link pids[3] S [ xzse
c10583ea: R_386_32 current_task (Line: 7)
// Accessing struct task_struct: current_task->group_leader
6: c10583fe: mov_ 0x220(%ebx) ,%eax
N . - - truct pid
// Accessing struct pid: current_task->group_leader->pids[0]->pid s = =
7: c1058404: mov 0x23c(teax) ,heax nsionedgintiiievel 0xa
8: c105840a: call 1065660 <pid_vnr> struct upid numbers[1] pxic
9: c105840f: add $0x14,%esp
struct upid { (s (L7 |0><U
(@) (b)

Challenges

@ Redirect Data (Between Secure-VM and Product-VM)
@ Find Redirectable Instructions
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Insight: can we combine Virtuoso and VMST?
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@ Training, offline
@ Binary code translation

@ Data redirection, online

@ Taint analysis

@ Decouple the taint analysis

@ Combine online and offline with a fallback (much like an
OS page fault mechanism) and memoization
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@ Static Kernel Binary Rewriting (hard)
@ Dynamic Kernel Binary Instrumentation (slow)




Techniques
oe

uction Patching

Original
Code Page

<sys_getpid>:
<task_tgid_vnr>:
c10583e0: push %ebp

c10583el: mov %esp, %ebp

c10583e3: push Y%ebx

c10583e4: sub $0x14,%esp

c10583e7: mov %fs:0xcl7f34cc,%ebx
c10583ea: R _386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax

c1058404: mov 0x23c(%eax) ,%eax

c105840a: call €1065660
<pid_vnr>

c105840f: add $0x14,%esp
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ction Patching

Original Non-Redirectable Redirectable

Code Page Code Page Code Page
<sys_getpid>:
<task_tgid_vnr>:
c10583e0: push %ebp push %ebp int 3
c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp
c10583e3: push Y%ebx push Y%ebx int 3
c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp
c10583e7: mov %fs:0xcl7f34cc,%ebx int 3 mov %Fs:0xcl7f34cc,%ebx

c10583ea: R _386_32 current_task c10583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax int 3 mov 0x220(%ebx) , %eax
c1058404: mov 0x23c(%eax) ,%eax int 3 mov 0x23c(%eax) ,%eax
c105840a: call €1065660 call 1065660 <pid_vnr> int 3
<pid_vnr>
c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp
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Original Non-Redirectable Redirectable

Code Page Code Page Code Page
<sys_getpid>:
<task_tgid_vnr>: -
c10583e0: push %ebp push %ebp int 3
c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp
c10583e3: push Y%ebx push Y%ebx int 3
c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp
c10583e7: mov %fs:0xcl7f34cc,%ebx int 3 mov %Fs:0xcl7f34cc,%ebx

c10583ea: R _386_32 current_task c10583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax int 3 mov 0x220(%ebx) , %eax
c1058404: mov 0x23c(%eax) ,%eax int 3 mov 0x23c(%eax) ,%eax
c105840a: call €1065660 call 1065660 <pid_vnr> int 3
<pid_vnr>
c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp
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Original Non-Redirectable Redirectable

Code Page Code Page Code Page
<sys_getpid>:
<task_tgid_vnr>: -
c10583e0: push %ebp push %ebp int 3
c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp
c10583e3: push Y%ebx push Y%ebx int 3
c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp
c10583e7: mov %fs:0xcl7f34cc,%ebx int 3 @ mov %Fs:0xcl7f34cc,%ebx

c10583ea: R _386_32 current_task c10583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax int 3 mov 0x220(%ebx) , %eax
c1058404: mov 0x23c(%eax) ,%eax int 3 mov 0x23c(%eax) ,%eax
c105840a: call €1065660 call 1065660 <pid_vnr> int 3
<pid_vnr>
c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp
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Original Non-Redirectable Redirectable

Code Page Code Page Code Page
<sys_getpid>:
<task_tgid_vnr>: -
c10583e0: push %ebp push %ebp int 3
c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp
c10583e3: push Y%ebx push Y%ebx int 3
c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp
c10583e7: mov %fs:0xcl7f34cc,%ebx int 3 VNexit mov %Fs:0xcl7f34cc,%ebx

c10583ea: R _386_32 current_task c10583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax int 3 mov 0x220(%ebx) , %eax
c1058404: mov 0x23c(%eax) ,%eax int 3 mov 0x23c(%eax) ,%eax
c105840a: call €1065660 call 1065660 <pid_vnr> int 3
<pid_vnr>
c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp
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<sys_getpid>:
<task_tgid_vnr>:

c10583e0: push %ebp push %ebp I int 3

c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp

c10583e3: push  %ebx push  %ebx int 3

c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp

c10583e7: mov %fs:0xcl7f34cc,%ebx int 3 VNexit mov %Fs:0xcl7f34cc,%ebx
c10583ea: R _386_32 current_task ~ c10583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax int 3 mov 0x220(%ebx) , %eax

c1058404: mov 0x23c(%eax) ,%eax int 3 mov 0x23c(%eax) ,%eax

c105840a: call  c1065660 call  c1065660 <pif{[_vnr> int 3

<pid_vnr> VMexit

c105840f: add $0x14,%esp add $0x14,%esp add $0x14,%esp
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<sys_getpid>:
<task_tgid_vnr>:

c10583e0: push %ebp push %ebp M int 3

c10583el: mov %esp, %ebp mov %esp,%ebp mov %esp, %ebp

€10583e3: push  %ebx push  %ebx int 3

c10583e4: sub $0x14,%esp sub $0x14,%esp sub $0x14,%esp

c10583e7: mov %fs:0xcl7f34cc,%ebx int 3 [Wiexit_» mov %Fs:0xcl7f34cc,%ebx
c10583ea: R 386 _32 current_task ~ cl0583ea: R_386_32 current_task

c10583fe: mov 0x220(%ebx) ,%eax int 3 mov 0x220(%ebx) , %eax

c1058404: mov 0x23c(%eax) ,%eax int 3 mov 0x23c(%eax) ,%eax

c105840a: call  c1065660 call  c1065660 <piﬁ_vnr> int 3

<pid_vnr> VMexit

c105840f: add $0x14,%esp add $0x14,%esp ll add $0x14,%esp
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HYBRID-BRIDGE: Architecture Overview

Challenges

@ Redirect Data (Between Secure-VM and Product-VM)
@ Find Redirectable Instructions
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HYBRID-BRIDGE: Architecture Overview
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Experiment Result
©000000

Experiment Setup

@ 15 native inspection tools
@ VMST, VIRTUOSO, HYBRID-BRIDGE

@ Guest: Ubuntu 12.04 (kernel 2.6.37), Host:Debian6.04
(kernel 2.6.32.8)

Evaluation Questions

@ How fast our system really is?

© HYBRID-BRIDGE vs. KVM

© HYBRID-BRIDGE vs. VMST

© HYBRID-BRIDGE vs. VIRTUOSO

© How often does the execution trap to SLOW-BRIDGE
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Experiment Result
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FAST-BRIDGE Slowdown Compared to KVM

App. HYBRID-BRIDGE Slowdown
Name #VMEXxit FAST-BRIDGE vs. KVM
getpid 2 1.25X

gettime 4 1.25X
hostname 10 1.25X
uname 10 1.66X
arp 1852 1.09X
uptime 1892 2.40X
free 3927 2.42X

Ismod 11875 2.66X
netstat 23165 7.64X
vmstat 86578 15.57X
iostat 97390 12.00X
dmesg 11663 1.90X
mpstat 124525 19.12X

ps 418124 53.44X
pidstat 490713 37.37X

Slowdown (times)
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Experiment Result
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FAST-BRIDGE Speedup Compared to VMST

App. HYBRID-BRIDGE Speedup
Name #VMExit FAST-BRIDGE vs. VMST
getpid 2 84.60X
gettime 4 78.40X
hostname 10 97.60X 100
uname 10 77.80X g s
arp 1852 7.86X i @
uptime 1892 49.25X g “
free 3927 36.88X &2 I | I I ™1 I
lsmod 11875 21.54X cJiEE-RNEREEEnEE
netstat 23165 13.59X G ETES ST
vmstat 86578 20.13X o ¢ & <
iostat 97390 19.35X :
dmesg 11663 29.22X
mpstat 124525 10.68X
ps 418124 13.76X
pidstat 490713 13.53X




FAST-BRIDGE vs. VIRTUOSO

Experiment Result
0000000

’\f;rgé Description #C(?RGTL?;: FAST-BRIDGE (sec.) FASJIETT;(;E vs.
gettime Tells current time of system 482 0.005 4.60X
getpid Shows pid of current process 516 0.005 4.80X
tinyps A compact version of PS 140843 0.064 23.45X
getprocname | Displays current Process Name 294797 0.132 20.57X




Experiment Result
0000008

How often HYBRID-BRIDGE falls back to

SLOW-BRIDGE

HYBRID-BRIDGE | HYBRID-BRIDGE

App. w/o w/ Full MD (sec.)

Name any MD (sec.) (i.e. FAST-BRIDGE)
getpid 1.976 0.005
gettime 1.985 0.005
hostname 2.199 0.005
uname 2.211 0.005
arp 2.360 0.094
uptime 1.810 0.012
free 2.755 0.017
Ismod 2.329 0.048
netstat 1.719 0.107
vmstat 4.186 0.109
iostat 5.047 0.120
dmesg 4.845 0.295
mpstat 4.460 0.153
ps 10.047 0.481
pidstat 12.585 0.598

Seconds

14
—-pidstat  -m-ps —s-mpstat
—-dmesg ——iostat —e-vmstat
12 —+netstat ~e—1smod free
——uptime -m-arp hostname
10 uname —gettime  -e-getpid
8
6
4
2
0

Ist 2nd 3rd 4th 5th
N-th Snapshot
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HYBRID-BRIDGE
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HYBRID-BRIDGE

@ Combining the strength of both VIRTUOSO and VMST
@ Decoupling the taint tracking component
@ Training memoization
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