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Threat to Industry

'£10m a year'
Web pirates are playing offense against the $60 billion U.S. 
sports industry.
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Threat to User Security



Exploring the FLIS Ecosystem

• Goal: Highlight the negative effect of Free Live Streaming (FLIS) on users and map 
the ecosystem of FLIS services

• Our approach:

• Analyze sports-specific, web-based FLIS services 

• Develop an infrastructure to gather FLIS domains

• Inspect network traffic to identify parties providing media-servers

• Examine deceptive advertisement practices

• Insights into the FLIS ecosystem:
• Automatic identification of FLIS parties

• Possible copyright and trademark infringements

• Threat to user security
6



Outline
• Background on FLIS ecosystem

• Data gathering and identification

• Several aspects and practices of FLIS services
• Hosting preferences of FLIS parties

• Possible copyright and trademark infringements

• Substandard, deceptive, and unavoidable advertisement

• Exposing users to malware websites

• Additional malicious activities (link hijacking, malware distribution)
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FLIS Ecosystem
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• Channel providers
• Provide media servers for free anonymous 

broadcasts of live streams 
• Maintain websites to facilitate the process
• Provide stream-embedding code

• Aggregators
• Catalog stream-embedding codes
• Index various FLIS links

• Advertisers and ad networks
• Provide ad scripts
• Fetch and display ads from different 

advertisers
• Pay channel providers and aggregators 
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Data Gathering and Identification



Collecting Aggregator Domains

12All your iframes point to us

N. Provos, M. Panayiotis, M. A. Rajab, F. Monrose. Usenix Security 2008.
EvilSeed: A guided approach to finding malicious web pages
L. Invernizzi, P. Milani, S. Benvenuti, C. Kruegel, M. Cova, G. Vigna. Oakland 2013.

Seeds: 500 aggregator domains
SE URLs: 513,324
URLs classified: 23,549 
Verified: 5,685 aggregator domains



Identification of Channel Providers
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Inspected domains: 1,000 aggregator domains
Inspected traffic: 1 TB 
Streams found: 52,469
Channel providers: 309



Top Hosting Companies’ Infrastructure 
Employed by the Channel Providers

14

Hosting 
Company

Hosting
Country

# Channel
providers

%
Streams

privatelayer.com Switzerland 14 11.7%

koddos.com Belize 11 24.2%

ecatel.net Netherlands 10 12.7%

ovh.ca Canada 10 1.2%

Portlane.com Sweden 7 10.5%



Possible Copyright and Trademark
Infringements
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Possible Copyright Infringements

• 30.0% (1,706/5,685) of aggregator domains have been 
reported at least once by copyright owners.

• 64.4% (199/309) of channel providers have been 
reported at least once by copyright owners.
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Possible Trademark Infringements

• 7.72% (439/5,685) of aggregator domains use 
trademarks of well known sports TV channels, leagues, 
and organizations in their domain names. 
(e.g., skysportslive.tv, skyembed.com).

• 4.9% (282/5,685) of aggregator domains utilize the 
trademark logos of popular sports TV channels.



Substandard, Deceptive, and Unavoidable 
Advertisement



Substandard
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“The overlay ad should not be more 
than 1/5 of the height of the player.”

Digital video in-stream ad format guidelines and best practices. 2008
http://www.iab.net/media/file/IAB-Video-Ad-Format-Standards.pdf

IAB Standard

Video Content

Overlay ad
300 X 50 or 450 X 50

93% of the video players were stuffed 
with overlays, hiding more than 80%
area of the player.

Top 1k FLIS aggregator domains (~45k pages)
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Deceptive
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• Out of the top 1K investigated aggregator
domains, 16.3% (163/1,000) employed scripts
that attempt to detect and defeat the ad-
blockers.
• antiblock.org
• advertisement.js

Unavoidable



Exposing Users to Malware 
Websites
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• Collected screenshots of 30,354 ad pages (top 1,000 
aggregator domains), cluster the screenshots, and 
manually labeled each cluster.

• Crawled FLIS video pages
• automatically identify and click overlay ads
• log network traffic 
• capture screenshots of ad pages

• 50% of the time, a click on an overlay ad leads to a 
malware-hosting webpage (offers malware binary or 
malicious browser extension).

Automated Interaction with Overlay ads



Malware Distributors
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Top Advertisers

1. 3c41ddc0.se

2. s.ad[0-9]{3}m.com

3. creative.ad[0-9]{3}m.com

4. ad.directrev.com

5 vipcpms.com

• 11 malicious Chrome extensions from the ad 
websites opened after clicking on the overlay ads.

• 12,683 malware payloads, 1,353 distinct binaries.



Additional Malicious Activities



Immediate Distributor of Malware
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Link Hijacking
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Data Collection
• Collected 5,685 aggregator domains.

• Inspected 1 TB traffic to identify 309 channel providers.

Operational

Insights

• 25% of live streams originates from the servers hosted in Belize.

• 60% of analyzed streams originates from the media servers provided by 
only 5 companies located in Belize, Switzerland, the Netherlands, 
Sweden, and Canada.

Possible 
Infringements

• 64% of parties providing media streams have been reported at least once 
for violating the copyrights of content owners.

• 5-7% FLIS pages leverage trademark names and logos of popular TV 
channels and sports organizations to attract more visitors.

Substandard

Advertisement

• 93% of the video players on FLIS webpages were stuffed with overlay ads, 
hiding more than 80% area of the player.

• FLIS services employ deceptive techniques to collect unintended clicks 
from visitors, leading visitors to open advertisement websites.

Illicit 

Monetization

• 50% of ad-related websites were malicious in nature, offering malware, 
malicious browser extensions, and all sorts of scam pages.

• Some FLIS services are also directly involved in malware distribution via 
an Android application.
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Conclusion

• First empirical study of free live streaming services

• Developed an infrastructure that enabled 
• Mapping of the FLIS ecosystem

• Automatic identification of the parties that index links of unauthorized free live 
streams and facilitate anonymous broadcast of live streams

• FLIS parties are often reported for copyright violations and host their 
infrastructure predominantly in Europe and Belize

• FLIS services are inclined towards intrusive and malicious monetization 
schemes at the expense of user security

• Make heavy use of substandard and deceptive overlay advertisements

• Leads the users to install malware binaries, malicious browser extensions, and fraudulent scams
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Questions?



31

Aggregator Hosting Location

Relative distribution of the geographical location for aggregator websites. The size of each dot indicates the number

of times a country is more prevalent in the distribution of aggregator websites compared to the distribution of the top

100,000 websites.



Redirection Chains Leading to Domains Offering
Malicious Browser Extensions
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