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Facebook	  by	  the	  Numbers	  

•  Number	  of	  users:	  1.23	  billion	  acMve	  monthly	  
•  Time	  spent	  by	  each	  user:	  8.3	  hours	  monthly	  
•  Average	  friends	  per	  user:	  ~300	  among	  teens	  
•  Number	  of	  privacy	  se>ngs:	  	  17	  
•  Privacy	  of	  a	  given	  configuraMon:	  unknown	  



A	  Tale	  of	  Two	  Facebooks	  

	  
	  
	  
	  
	  
	  
Is	  it	  the	  best	  of	  privacy,	  or	  the	  worst	  of	  privacy?	  



Why	  quanMfy	  privacy?	  

•  For	  users	  –	  instant	  feedback	  on	  choices	  
•  For	  designers	  –	  prioriMzing	  se>ngs	  with	  high	  
privacy	  risk	  

•  For	  researchers	  –	  comparing	  configuraMons	  to	  
learn	  more	  about	  peoples’	  privacy	  decisions	  



Outline	  

•  Preliminaries:	  	  
–  List	  of	  se>ngs	  
–  Terminology	  

•  Two	  methods	  of	  scoring	  privacy	  se>ngs	  
– Naïve	  method	  
– Weighted	  method	  

•  User	  survey	  and	  results	  
•  PotenMal	  applicaMons	  
•  Discussion	  and	  quesMons	  



Facebook	  Privacy	  Se>ngs	  



Terminology	  

•  Privacy	  se>ng:	  a	  specific	  choice	  offered	  
– e.g.,	  “Who	  can	  see	  your	  future	  posts?”	  

•  Public	  
•  Friends	  
•  Custom	  
•  Only	  me	  

•  Privacy	  configuraMon:	  the	  set	  of	  all	  privacy	  
choices	  that	  a	  user	  has	  selected	  



Terminology	  

•  Privacy	  score:	  the	  metric	  used	  to	  measure	  the	  
privacy	  of	  a	  given	  se>ng’s	  choice	  
– e.g.,	  “Who	  can	  see	  your	  future	  posts:	  Only	  me”	  
earns	  what	  score?	  

•  Total	  privacy	  score:	  the	  metric	  used	  to	  
measure	  the	  privacy	  of	  a	  user’s	  configuraMon	  
– e.g.,	  what	  overall	  score	  does	  Laura	  earn	  for	  the	  
total	  set	  of	  privacy	  choices	  she	  made?	  



NotaMon	  

•  C	  :=	  list	  of	  privacy	  se>ngs	  
•  C(x)	  :=	  privacy	  configuraMon	  of	  user	  x	  
•  C(x)i	  :=	  the	  opMon	  that	  user	  x	  chose	  for	  se>ng	  i	  
•  S(C(x)i))	  :=	  the	  privacy	  score	  assigned	  to	  the	  choice	  
user	  x	  made	  for	  se>ng	  i	  

•  S(C(x))	  :=	  the	  total	  privacy	  score	  earned	  by	  user	  x	  



Naïve	  Method	  

•  General	  approach:	  assign	  scales	  of	  privacy	  for	  
each	  opMon,	  then	  combine	  them	  into	  a	  holisMc	  
privacy	  score	  



Naïve	  Method	  –	  details	  

•  IniMalize	  a	  score	  for	  each	  available	  opMon:	  
–  For	  each	  se>ng,	  sort	  opMons	  in	  order	  of	  least	  to	  most	  
private	  

– Assign	  least	  private	  opMon	  a	  score	  of	  0,	  and	  increment	  
by	  1	  successively	  

– Divide	  each	  score	  by	  the	  maximum	  score	  available	  
•  Based	  on	  above,	  assign	  a	  score	  for	  each	  choice	  
made.	  

•  Total	  score:	  sum	  of	  the	  individual	  scores	  (scaled	  
onto	  range	  from	  0	  to	  10)	  



Naïve	  method,	  in	  notaMon:	  



Pros	  and	  Cons	  of	  the	  Naïve	  Method	  

•  Pros:	  
– Easy	  to	  calculate	  
– Robust	  to	  changes	  in	  the	  privacy	  se>ngs	  

•  Cons:	  
– Assumes	  that	  all	  privacy	  se>ngs	  are	  equally	  
important	  



Weighted	  Method	  

•  Can	  we	  more	  accurately	  capture	  the	  relaMve	  
importance	  of	  each	  se>ng?	  

•  What	  is	  privacy?	  [Maximilien	  et	  al,	  W2SP	  2009]	  
– Sensi+vity:	  how	  embarrassing	  is	  the	  content?	  
– Visibility:	  how	  public	  is	  the	  medium?	  

•  Combining	  these	  two	  metrics	  yields	  a	  privacy	  
index	  or	  a	  weight	  for	  a	  given	  privacy	  se>ng	  



Weighted	  Method:	  Detail	  

•  For	  each	  se>ng:	  
– Determine	  a	  weight	  (more	  detail	  later)	  expressing	  
importance	  of	  se>ng	  in	  overall	  privacy	  of	  
configuraMon,	  based	  on	  sensi+vity	  ×	  visibility	  

– Assign	  a	  scaled	  score	  for	  the	  opMon	  chosen	  
– MulMply	  these	  two	  to	  yield	  a	  weighted	  subscore	  

•  Combine	  all	  the	  subscores	  to	  yield	  an	  overall	  
score,	  and	  scale	  to	  get	  a	  numeric	  score	  in	  
range	  0:10	  



Weighted	  Method,	  in	  notaMon:	  



Pros	  and	  Cons	  of	  Weighted	  Method	  

•  Pros:	  
– Accurately	  reflects	  priority	  in	  privacy	  se>ngs	  

•  Cons:	  
– More	  sensiMve	  to	  changes	  in	  Facebook	  privacy	  
– Dependent	  on	  user	  base	  and	  Mme	  of	  sample	  



Determining	  Weights	  

•  Survey	  on	  Amazon	  Mechanical	  Turk	  
•  N	  =	  250	  before	  filtering,	  189	  amer	  filtering	  
•  Instrument	  design:	  

1.  Demographics	  
2.  DescripMon	  and	  instrucMons	  
3.  RaMng	  privacy	  se>ngs	  



Sample	  quesMons	  on	  the	  survey	  

•  (insert	  here)	  



Weights	  as	  assigned	  by	  respondents	  

•  (insert	  image	  here)	  



ObservaMons	  

•  Wide	  range	  in	  assigned	  values	  confirms	  that	  
not	  all	  privacy	  se>ngs	  are	  equally	  important	  

•  These	  prioriMes	  can	  be	  used	  in	  design	  of	  FB	  
interface	  
– Overall	  scoring	  of	  privacy	  
– Privacy	  shortcuts	  



Privacy	  Shortcuts	  

#6	  

#17	  

#16	  



Privacy	  Shortcuts	  

•  Recommended	  se>ngs,	  as	  rated	  by	  users:	  
– “What	  personal	  informaMon	  goes	  into	  apps	  others	  
use?”	  

– “Who	  can	  see	  what	  others	  post	  on	  your	  
Mmeline?”	  

–  	  “Who	  can	  see	  posts	  you’ve	  been	  tagged	  in	  on	  
your	  Mmeline?”	  



Recap	  of	  ContribuMons	  

•  Are	  all	  privacy	  se>ngs	  equal?	  NO	  
•  Two	  methods	  for	  calculaMng	  privacy:	  
– Naïve	  scoring	  method	  
– Weighted	  scoring	  method	  

•  An	  ordered	  list	  of	  privacy	  se>ngs	  
•  ApplicaMons	  for	  privacy	  scores:	  
– Users	  
– Designers	  
–  Researchers	  



Thank	  you!	  

•  Any	  quesMons?	  
	  
	  
	  
	  
	  

	  
email:	  tehila@nyu.edu	  


