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Why?
• Key management is a decade old usability problem 

• Bitcoin has introduced new use cases for public 
key cryptography 

• No one has looked at the usability of bitcoin key 
managements yet 

• If it’s not usable, Bitcoin won’t flourish
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Key Management!

• Keys are something you have instead of know 

• Usable Public Key Cryptography 

• Public Keys should be accessible 

• Private Keys should be securely stored and 
accessible in case signing is needed
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Bitcoin, Eh?
• Cryptocurrency deployed in 2009 with current market 

cap of $ 3+ Billion 

• A Public ledger holds the list of every transaction in the 
network, called Blockchain (~25GB) 

• Pair of cryptographic keys: 

• Public Verification Key: For receiving Bitcoin 
(Bitcoin Address) 

• Private Signing Key: For Sending Bitcoin 

5



What’s this about?

• Goal is to identify usability issues and advantages 
of existing techniques, and propose design 
recommendation for future Bitcoin clients. 

• We did a survey of six Bitcoin key management 
techniques and usability evaluation of their related 
tools
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What to do with a key?
• Two obvious places:  

• store on your computer 

• store on a website  

• we talk about these two first and then another four
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Bitcoin Key Management Techniques 
Key in Local Storage 
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• Store the private keys locally 
• Can generate and keep unlimited number of keys 
• No other parties are involved 

!
• Wallets are accessible to all other applications 
• Should be kept secure and safe 

• Could be stolen 
• Malwares 

• Not Portable 
!

     e.g Bitcoin Core (Bitcoin-qt)



Bitcoin Key Management Techniques 
Hosted Wallets 
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• Hosting the private keys 
• Standard web authentication mechanism 
• Password recovery 
• Reduce application complexity (on 

Mobile devices) 
• Cross-Device portability 

!
• Should trust third party 

!
     e.g. Online exchanges 



Bitcoin Key Management Techniques 
Password-Protected Wallets
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• Same as Key in Local Storage but password 
encrypted 
!

• Address Physical Theft and some digital stealing 
methods 
!

• Forgetting Password = Losing access to the keys 
• User might be confused that his password would 

work on all devices to access his funds 
!

       e.g. MultiBit 
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Bitcoin Key Management Techniques 
Password-derived Keys
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• Derive keys from a password (PBKDF2)  
• Cross-Device portability 
!
• Only generates one pair of keys 
• Forgetting Password = Losing access to the keys  
• Rainbow table attacks 

!
      e.g. BrainWallet 
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Bitcoin Key Management Techniques 
Offline Storage of Keys
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• USB Thumbdrive in a vault 
!

• Paper wallets 
• QR Code 

!
• No trust in third parties 

!
• Inaccessible for immediate use 
• Funds might be stolen if observed 
• might lose access to the change address



Change Address

Bob

Alice’s change address

1 BTC

1.3 BTCAlice

2.3 BTC
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Bitcoin Key Management Techniques 
Air-Gapped Storage
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!
• Offline device for holding private keys and 

signing 
• Online device for everything else 

!
• e.g Armory 

!
• Hardware Security Modules 

• Signing oracle 
• e.g. Trezor 



Evaluation Framework¹ 
10 Criteria

• Malware Resistant 

• Key Stored Offline 

• No Trusted Third Party 

• Resistant to Physical Theft 

• Resistant to Physical 
Observation 

• Resilient to Password 
Loss 

• Resilient to Key Churn 

• Immediate Access 

• No New User Software 

• Cross-Device Portability

Scoring: Full (•) - Half (◦) and empty for none 
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¹ Bonneau, Joseph, et al. "The quest to replace passwords”



Evaluation Result
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Evaluation Result 
Summary

• No single superior approach  

• Hosted wallets are the most similar to online 
banking 

• All techniques have potential usability pitfalls
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• Expert Evaluation (2 experts) 

• Focus is on novice user and emphasizes learnability 

• Three Questions: 

1. Will the user see what to do? 

2. Will the user see how to do it? 

3. Will the user know if they have performed the correct action? 

• Focus on problems specific to key management within Bitcoin 
software, not the usability of clients themselves.
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Usability Evaluation 
Cognitive Walkthrough



Cognitive Walkthrough 
Core Tasks 

• T1 - Configure a new Bitcoin address and obtain its 
balance 

• T2 - Spend Bitcoin 

• T3 - Spend Bitcoin from a secondary device 

• T4 - Recover from loss of main credentials 

!
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Cognitive Walkthrough 
Guidelines ² 

• G1   Users should be aware of the steps they have to perform to complete a core task!

• G2   Users should be able to determine how to perform these steps!

• G3   Users should know when they have successfully completed a core task. !

• G4   Users should be able to recognize, diagnose, and recover from non-critical 
errors. !

• G5   Users should not make dangerous errors from which they cannot recover. !

• G6   Users should be comfortable with the terminology used in any interface 
dialogues or documentation. !

• G7   Users should be sufficiently comfortable with the interface to continue using it. !

• G8   Users should be aware of the application’s status at all times. 
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² Clark, Jeremy, et al - Usability of anonymous web browsing



Cognitive Walkthrough 
Demo - Offline Storage (Paper Wallet) 

bitaddress.org

T1 - Configure a new Bitcoin address 
and obtain its balance 
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http://bitaddress.org
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Discussion 
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• No solution just trade offs  
!

• Metaphors and Abstractions 
• Send Coin vs. Digitally Sign a transaction 
• Generate Change addresses without user 

notification 
!

• Technical Language



Questions?

s_eskand@encs.concordia.ca
david.barrera@inf.ethz.ch

elizabeth.stobert@gmail.com
j.clark@concordia.ca

Contacts:

“Bitcoin’s usability limitations, particularly 
those related to key management, pose 
challenges to its rising popularity.”!

!
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