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Credit Networks Application: Payment Systems

» Payment systems: Ripple [> 140,000 users, > $15M transaction volume]
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Banking System Ripple
Transaction ~ 1 day ~ 5 seconds
Multi-
currency & High fees Small fees
worldwide
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Contributions

» ldentify privacy problem as an
important issue in credit networks
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Contributions

> ldentify privacy problem as an > PrivPay: novel architecture
important issue in credit networks combining trusted hardware and
oblivious algorithms
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Credit Network: Routing challenge

Routing: determine credit route from a sender to a receiver
» Existing systems use the max-flow approach:
¢ Inefficient algorithms: O(V3) or O(V2log(E))

» Landmark routing [Tsuchiya, SIGCOMM'98]: calculate only a subset of all
possible routes
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Credit Network: Privacy Definitions

Transaction Value Privacy
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Transaction Value Privacy: Definition (l)

Query phase payment —_—
change link —

Challenger Attacker
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Transaction Value Privacy: Definition (I)
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Transaction Value Privacy: Definition (ll)

A credit network satisfies transaction value privacy if:
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Providing privacy is challenging:

» Hide transaction values — What is the paid amount?

Credit Network: Privacy Challenge

» Hide transaction participants — Who are the sender and the receiver?
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» In our approach, credit network information

& stored on untrusted server,

4 accessed obliviously,

4 using trusted hardware
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PrivPay: Overview

Service Provider

- Landmark Universe
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PrivPay: Universe Creator
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PrivPay: Universe Creator

Landmark Universe

Credit Network

ObIiBFS: Standard BFS augmented with ORAM
to ensure that “no information is leaked”
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PrivPay: Universe Creator

ObIiBFS: Standard BFS augmented with ORAM
to ensure that “no information is leaked”
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PrivPay: Universe Creator

ObIiBFS: Standard BFS augmented with ORAM
to ensure that “no information is leaked”
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PrivPay: Universe Creator

ObIiBFS: Standard BFS augmented with ORAM
to ensure that “no information is leaked”
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G, G- iﬁput graphs of the same size
A(G): sequence of ObliBFS memory accesses
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PrivPay: Transaction

, _ Oblivious transactions: Transaction
A = % algorithm augmented with ORAM to ensure
that “no information about input is leaked”
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PrivPay: Transaction

_ Oblivious transactions: Transaction
3—2 algorithm augmented with ORAM to ensure
that “no information about input is leaked”

I'(G",U"): input information

NDSS'15 Privacy Preserving Payments in Credit Networks



PrivPay: Transaction

- _ Oblivious transactions: Transaction
1 3—2 algorithm augmented with ORAM to ensure
that “no information about input is leaked”

A

v (G, U), I'(G"U"): input information

3 A(l): sequence of oblivious transactions
memory accesses
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PrivPay: Transaction

- _ Oblivious transactions: Transaction
1 3—2 algorithm augmented with ORAM to ensure
that “no information about input is leaked”

A

v (G, U), I'(G"U"): input information

3 A(l): sequence of oblivious transactions
Memory accesses

A(l) = A(l'
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PrivPay: Evaluation

» We have implemented PrivPay as a multithreaded C++ library
» We use Ripple transactions over a period of four months (Oct'13 — Jan'14)

& network: 14,317 nodes and 14,176 links

Non-Private PrivPay
setting [1]
Payment (ms) 0.078 1510
Change link (ms) 0.005 95
Oblivious BFS (ms) 50 22000
[Background process]
Coverage 97% 95%

[1] B. Viswanath, M. Mondal, K. P. Gummadi, A. Mislove, and A. Post. Canal: Scaling Social Networks-based Sybil Tolerance Schemes.
Eurosys'12.
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Coverage 97% 95%,
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PrivPay: Evaluation

» We have implemented PrivPay as a multithreaded C++ library
» We use Ripple transactions over a period of four months (Oct'13 — Jan'14)

& network: 14,317 nodes and 14,176 links

Non-Private PrivPay P
setting [1] Deployable in practice
Payment (ms) 0.078 1510 (Ripple ~5 sec)
Change link (ms) 0.005 95 o
Oblivious BFS (ms) 50 22000 \

[Background process] .
No false positives

Coverage 97% 95%,

>

[1] B. Viswanath, M. Mondal, K. P. Gummadi, A. Mislove, and A. Post. Canal: Scaling Social Networks-based Sybil Tolerance Schemes.
Eurosys'12.
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Take Home Message

» Credit networks have interesting
properties and are used in multiple
application scenarios
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» Privacy is an important and
challenging problem in credit
networks
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» PrivPay: novel architecture
combining trusted hardware and

oblivious algorithms
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networks
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Take Home Message

» Define privacy properties for credit
networks

Transaction Receiver Privacy

nnnnnnnnnnnnnnnnnn

» Credit networks have interesting
properties and are used in multiple

application scenarios

» PrivPay: novel architecture
combining trusted hardware and

oblivious algorithms

» Privacy is an important and
challenging problem in credit
networks

» PrivPay is feasible to deploy in
practice

Transaction details
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