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  results	
  



4	
  

“rock”	
  +	
  unique-­‐id	
  

Geologist	
  Bob	
   Personalized	
  
search	
  results	
   Search	
  Engine	
  

Search	
  logs	
  
user1:	
  …	
  
user2:	
  …	
  
…	
  
usern:	
  …	
  
	
  

State-­‐of-­‐the-­‐art	
  Personaliza6on	
  

e	
  Cookie	
  

Search	
  logs	
  indexed	
  by	
  unique-­‐id	
  idenQfying	
  individual	
  users.	
  
User-­‐profiles	
  created	
  by	
  mining	
  search	
  logs.	
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Personalized	
  search	
  results	
  



Search	
  Engine	
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Endless	
  Privacy	
  Issues!	
  

Search	
  logs	
  
user1:	
  [<ip,query,click>,…]	
  
user2:	
  [<ip,query,click>,…]	
  
…	
  
usern:	
  [<ip,query,click>,…]	
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  h\p://www.nyQmes.com/2006/08/09/technology/09aol.html	
  

Linking	
  
queries	
  
together	
  

What	
  could	
  go	
  wrong?	
  



8	
  

“rock”	
  

Geologist	
  Bob	
  

Search	
  Engine	
  

Personaliza6on	
  on	
  client	
  side?	
  

search	
  results	
  

Client	
  side	
  
personalizer	
  

Proprietary	
  Algorithms	
  
Inefficient	
  

Search	
  engines	
  don’t	
  want	
  proprietary	
  algorithms	
  on	
  client	
  side.	
  
More	
  search	
  results	
  need	
  to	
  be	
  sent	
  to	
  client.	
  
ImpracQcal!	
  

Don’t	
  send	
  any	
  unique-­‐id	
  to	
  server,	
  maintain	
  user	
  history	
  on	
  client-­‐side.	
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“rock”	
  +	
  user-­‐profile	
  

Geologist	
  Bob	
   Personalized	
  
search	
  results	
   Search	
  Engine	
  

Send	
  only	
  user	
  profile?	
  

e	
  How	
  to	
  obfuscate?	
  

Create	
  user	
  profile	
  on	
  client	
  side,	
  instead	
  of	
  server.	
  
>>	
  [“apple.com”,	
  “radioshack.com”,	
  “frys.com”,	
  “bestbuy.com”,	
  “bmw.com”,	
  …]	
  
Send	
  only	
  curated	
  informaQon.	
  

Profile	
  obfuscaQon	
  required.	
  Otherwise	
  profile	
  acts	
  as	
  a	
  unique-­‐id.	
  



Threat	
  Model:	
  Adversarial	
  server	
  trying	
  to	
  link	
  user	
  profiles.	
  
•  A	
  well	
  configured	
  web-­‐browser:	
  

•  No	
  web-­‐cookies	
  
•  No	
  client-­‐side	
  scripts	
  
•  No	
  search	
  toolbars	
  
•  …	
  

•  No	
  a\acks	
  based	
  on	
  search	
  keywords.	
  
•  Only	
  addiQonal	
  informaQon	
  available	
  to	
  server:	
  obfuscated	
  profile	
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Client	
   Server	
  
Profiler	
  

Obfuscator	
  

Query	
  +	
  Obfuscated	
  profile	
  

Personalized	
  results	
  

Obfuscated	
  profile	
  

System	
  Architecture	
  



Personaliza6on:	
  	
  
Average	
  Rank:	
  Average	
  posiQon	
  of	
  the	
  
URL	
  clicked	
  by	
  a	
  user	
  in	
  the	
  displayed	
  
search	
  results.	
  
	
  

Privacy:	
  	
  
Average	
  User	
  Unlinkability:	
  Average	
  
measure	
  of	
  how	
  non-­‐linkable	
  a	
  user’s	
  
profile	
  from	
  T1	
  is	
  to	
  a	
  set	
  of	
  user	
  profiles	
  
from	
  T2.	
  
Linkable	
  User	
  Count:	
  FracQon	
  of	
  users	
  
that	
  are	
  linked	
  correctly	
  ajer	
  a	
  simple	
  
linking	
  a\ack	
  by	
  an	
  adversarial	
  server.	
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Personaliza6on	
  
Average	
  Rank	
  

Efficiency	
  
Number	
  of	
  

bytes	
  

Privacy	
  
Linkable	
  

User	
  Count	
  

Evalua6on	
  Metrics	
  

Efficiency:	
  
Size:	
  Size	
  of	
  addiQonal	
  data	
  
sent	
  to	
  server	
  

Bing	
  search	
  logs:	
  ~2	
  months,	
  1300	
  users,	
  264615	
  queries	
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Profile	
  Obfusca6on	
  

State-­‐of-­‐the-­‐art	
  techniques:	
  

1.  Profile	
  GeneralizaQon	
  
2.  Noise	
  AddiQon	
  



Generalize	
  profile	
  items	
  to	
  coarser	
  granularity,	
  say	
  
high-­‐level	
  interests.	
  Send	
  only	
  these	
  high-­‐level	
  user	
  
interests	
  to	
  server.	
  
Example:	
  

[“apple.com”,	
  “radioshack.com”,	
  “frys.com”,	
  “bestbuy.com”,	
  “bmw.com”,	
  …]	
  
becomes	
  

[“computers”,	
  “electronics”,	
  “cars”,	
  …]	
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PersonalizaQon	
  loss	
   Linkable	
  users	
  

GeneralizaQon	
   24%	
   44.1%	
  

Profile	
  Obfusca6on	
  –	
  Method	
  1:	
  Generaliza6on	
  

Can	
  we	
  do	
  be\er?	
  



Add	
  randomly	
  chosen	
  fake	
  items	
  picked	
  from	
  a	
  
dicEonary	
  to	
  the	
  profile.	
  
Example:	
  

[“apple.com”,	
  “radioshack.com”,	
  “frys.com”,	
  “bestbuy.com”,	
  “bmw.com”,	
  …]	
  
becomes	
  
[“apple.com”,	
  “orange.com”,	
  “banana.com”,	
  “radioshack.com”,	
  “ebay.com”,	
  “craigslist.com”,	
  
“frys.com”,	
  “fries.com”,	
  “bestbuy.com”,	
  “goodbuy.com”,	
  “wikipedia.org”,	
  “facebook.com”,	
  
“bmw.com”,	
  “audi.com”,	
  …]	
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Profile	
  Obfusca6on	
  –	
  Method	
  2:	
  Noise	
  Addi6on	
  

Works	
  okay,	
  but…	
  
1)	
  Profile	
  size	
  explodes,	
  and	
  2)	
  needs	
  unbiased	
  dicQonary	
  

PersonalizaQon	
  loss	
   Linkable	
  users	
  

GeneralizaQon	
   24%	
   44.1%	
  

Noise	
  AddiQon	
   1.1%	
   20.0%	
  
24722	
  bits	
  



Bloom	
  Cookies	
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A	
  compact	
  and	
  privacy-­‐preserving	
  way	
  to	
  encode	
  
user-­‐profiles	
  for	
  personalizaQon	
  purposes.	
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Insert	
  X	
  =	
  “www.bbc.com”	
  

​ℎ𝑎𝑠ℎ↓𝑘 
(X)	
  

​ℎ𝑎𝑠ℎ↓2 
(X)	
  

​ℎ𝑎𝑠ℎ↓1 
(X)	
  

…	
  

𝑚	
  bit	
  bitarray	
  

Bloom	
  filters	
  101	
  
Space	
  efficient	
  data-­‐structure	
  for	
  set-­‐membership	
  queries	
  

Space	
  efficient.	
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Does	
  X	
  =	
  “www.bbc.com”	
  exist?	
  

​ℎ𝑎𝑠ℎ↓𝑘 
(X)	
  

​ℎ𝑎𝑠ℎ↓2 
(X)	
  

​ℎ𝑎𝑠ℎ↓1 
(X)	
  

…	
  

𝑚	
  bit	
  bitarray	
  

All	
  1’s?	
  

Maybe	
  

No	
  

Bloom	
  filters	
  101	
  
Space	
  efficient	
  data-­‐structure	
  for	
  set-­‐membership	
  queries	
  

yes	
  

no	
  

False	
  posiQves	
  can	
  occur,	
  false	
  negaQves	
  can’t.	
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profile	
  =	
  [“www.bbc.com”,	
  “apple.com”,	
  “orange.com”,	
  “google.com”,	
  “en.wikipedia.org”,	
  …	
  ]	
  
	
  
for	
  X	
  in	
  profile:	
  
	
  	
  	
  	
  insert	
  X	
  in	
  bitarray	
  

…	
  

𝑚	
  bit	
  bitarray	
  

while	
  count(bits_set)	
  <	
  m*l:	
  
	
  	
  	
  	
  set	
  rand(bit)	
  in	
  bloom-­‐filter	
  

0.0	
  <	
  l	
  <	
  1.0	
  

bloom-­‐filter	
  bloom-­‐cookie	
  

Bloom	
  Cookies	
  

Example:	
  l=0.7	
  =>	
  Make	
  sure	
  70%	
  bits	
  are	
  set.	
  
	
  
Space	
  efficient.	
  
Non-­‐determinisQc	
  noise	
  by	
  design.	
  
No	
  dicQonary	
  required.	
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Geologist	
  Bob	
   search	
  results	
  
Search	
  Engine	
  

e	
  Bloom	
  cookie	
  

Contain	
  enough	
  profile	
  informaQon	
  for	
  personalizaQon.	
  

“rock”	
  +	
  

PersonalizaQon	
  loss	
   Linkable	
  users	
  

GeneralizaQon	
   24%	
   44.1%	
  

Noise	
  AddiQon	
   1.1%	
   20.0%	
  

Bloom	
  Cookies	
   3.3%	
   2.3%	
  

24722	
  bits	
  

2000	
  bits	
  

Bloom	
  Cookies	
  



Summary	
  of	
  our	
  work	
  

•  SystemaQc	
  evaluaQon	
  of	
  exisQng	
  profile	
  obfuscaQon	
  
techniques:	
  GeneralizaEon,	
  noise	
  addiEon.	
  
•  Bloom	
  cookies:	
  excellent	
  personalizaQon	
  and	
  privacy	
  tradeoff	
  
compared	
  to	
  other	
  methods.	
  
•  A	
  method	
  for	
  end-­‐users	
  to	
  configure	
  bloom	
  cookie	
  
parameters.	
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