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Real World Digital Stalking

How are they tracking devices?

A Device Fingerprint ~ Set(unique device properties)

‘ RISK ASSESSMENT ~ SECURITY & HACKTIVISM

| Why fingerprint devices? ’

A Targeted Advertisement (tracking usage pattern)

Fingerprint
By Jeremy Hsu

Top Websites Secretly Track Your Device
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Mobile Ad Expenditure

Mobile Internet Ad Spending Worldwide, 2013-2019
2013 2014 2015 2016 2017 2018 2019

Mobile $19.20 $42.63(568.69)5101.37 $133.74 $166.63 $195.55

internet ad
spending

p
There are multiple companies such as TapAd
and AdTruth that utilize device fingerprinting

L to build cross-device user profile. )

UL JLTTANTN S

Note: includes display (banners, video and rich media) and search, excludes
SMS, MMS and P2P messaging-based advertising; ad spending on tablets is
included

Source: eMarketer, March 2015

186887 www.eMarketer.com

Targeted ad can help increase the Return On Ad Spend.
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Device Fingerprinting Technigues

How are device fingerprints generated?

A Difference in Protocol Stack/Network Stack A Difference in spectral property of

A Difference in Firmware and Device Driver Radio Signal Transmitters

A Difference in installed Software A Difference in emitted radio frequency
A MAC Headers of NIC

A Unique and constant clock skews in
network devices

Exploit small deviations in either the software or hardware
characteristics of the device.
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Example: Browser Fingerprinting

Operating systems

https://amiunique.org e e

- Other distros: 10.52%
10.10: 7.72% —._

10.9: 2.86% gl | — Ubuntu: 6.01%
Are you unique? o — S
) .|

Yes! (You can be tracked!)

34.62 % of observed browsers are Chrome, as yours.

0.25 % of observed browsers are Chrome 48.0, as yours. 10: 4697/ ' 7: 37.29%
B: 1.43%

16.53 % of observed browsers run Linux, as yours.

8.1: 10.40% —

L Browsers
63.26 % of observed browsers have set "en"as their primary language, as yours.

43.0: 3.20% ~ ( Bot: 1.03%

3.83 % of observed browsers have UTC-6 as their timezone, as yours. 42.0: 1.99% —— - Unknown: 2.09%
41.0: l.E.lw:f-\ L T~ DS App: 3.70%
However, your full fingerprint is unigue among the 134529 collected so far. Want to know why? 40.0: 2-44*3-";;%/“‘ \
39.0: 1.29% <

/ 38.0: 1.36%

39.0: 12.16%

Click here 38.0: 4.44% .~
37.0: 2.36%

L —

36.0: 2.04%
35.0: 2.30% s
 A0.0: 1.64%
Ny 410 135%
\// 42.0: 1.10%
%’ 43.0: 1.45%
_— 44.0:2.15%
~_— 45.0: 3.45%
M 46.0: 1.66%
o — 47.0:501%

View more details View graphs

I

34.0: 13.78% —

33.0: 3.09% e _Il \\
N | '| X

l\' 11.0: 2.54%
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https://amiunique.org/

Fingerprinting Smartphones

Can traditional approaches be applied to fingerprint
smartphones?

Smartphones are somewhat less susceptible to software-based
fingerprinting approaches due to a stable software base.

https://amiunigue.org

% of fingerprints sharing same value

Laptop (ThinkPad L540)  Smartphone (iPhone 5)

Browser Characteristic

User agent <0.1% <0.1%
Listof plugins 0.28% 17.05%
List of fonts <0.1% 23.72%
Screen resolution 9.83% 0.95%
Canvas 0.34% 0.11%
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https://amiunique.org/

How are Smartphones Different?

Smartphones are equipped with a wide range of sensors.

( accelerometer ADD|IC&tIOnS
/ s 88 7 gyroscope - ]
| magnetometer AMation detection
|
: n
We focus on exploiting onboard sensors |ection
'~ to generate unique fingerprints. N
=T v learby
i devices
WiFi + cellular ANavigation
humidity
temperature Aetc
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Our Contribution

We 0 | | | ook at addressing the

U Can smartphones be fingerprinted using motion sensors?

U Are there ways to mitigate such fingerprinting techniques?

U Are there any implications of such mitigation techniques?
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Fingerprint Motion Sensors

Fingerprint smartphone using accelerometer and gyroscope.

Attack Scenario

1. User browses a web page where the attacker runs

@ @  some JavaScript 3 (O
® .

' J 2. Attacker collects sensor data surreptitiously and
generates a fingerprint of the device ‘ Publisher

Device Position
On Desk: Devices kept on top of a desk
In Hand: Devices kept in the hand of the user while user is sitting in ajcha

Requires No ExplicRPermissions!!!
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Source of Uniqueness

MEMS Accelerometer:
Mechanical Energys) Capacitive Change®» Voltage Change

Movable Electrode Fixed Electrode
\ <«— Anchor

1% Gap ~ 1.3pm
< > «— _ Movable Sensitivity 20pm

Seismic Mass

Possible source of idiosyncrasies:
A Slightest gap difference between the structural electrodes

A Flexibility of the seismic mass
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Data Collection Setup

Using JavaScript we collected sensor data through the web browser.

0000 ATRT = 10:29 PM 95% ()
datarepo.cs.illinois.edu

Sampling| Sensors

Browser
Accelerometer and
rom e Gyroscope Response
. Please use one of the following browsers:
A d d And rOId 20 A Chrome or Safari
narol
Opera 40 A,G Select how the device is placed
4.4 P
UC Browser 20 A,G
Standalone ApF 200 A G Select the form of audio
. 10 samples per setting taken sequentially.
IOS8 . 1 . 3 Each sample takes about 5-8 seconds.
Please don't refresh browser while samples are
Standalone Apg 100 AG taken.
*A=Accelerometer, G=Gyroscope Launch Tests

Chrome belng the mOSt pOpUIar mObile browser’ (Startaudiobasedcollection)
we collect lab-data using the Chrome browser.
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Experimental Setup

Devices: Data Streams:

Four data streams are considered:

iPhone 5 4 1. Accelerometer Magnitude
Apple Phone 5 3 2. Gyroscope X-axis
NexusS 14 3. Gyroscope Y-aX|_s
4. Gyroscope Z-axis
Samsung GalaxysS3 4 |
Samples:
Galaxys4 5 : :
¥ A 10 samples per device per setting
Total sU A Each sample is around 5-8 second
Settings:
Stimulation Descriotion
Type P
No Audio No audio is being played througine speaker

Inaudible Audio 20kHz Sine wawvs being played through the speaker
Popular Song A popular song is being played through the speaker
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Features

25 features were explored.
"4 | Spectral Feaure

H

1 Spectral RooMean Square
1 Mean 2 SpectralSpread
2 Standard Deviation 3 Spectral LowEnergyRate
3 Average Deviation 4 Spectral Centroid
4 Skewness 5 Spectral Entropy

Joint-Mutual-Information (JMI) is used for feature
exploration to determine the best subset of features
for classification.

9 Zero CrossinRate 10 SpectraRolloff
10 Non-Negative Count 11 T Er—
For Spectral Features, cubic-spline 12 Spectral Flatness
interpolation is used to obtain a 13 Spectral Flux
sampling rate of 8kHz. L& Spectral Attack Slope
15 SpectralAttack Time
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Evaluation Algorithms & Metrics

Tested several supervised classifiers:

A SVM,

A Naive-Bayes classifier,

A Multiclass Decision Tree,
A k-NN,

A Bagged Decision Trees.

Evaluation metrics:

TP: True Positive
FP: False Positive
FN: False Negative

’lQmQNQmmaa

01 Q0 QiI'YZEGEDA a
Randomly portioned 50% of the data for training and testing.

Reported the average of 10 iterations.
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Fscore (%)

100
90
80
70
60
50
40
30
20
10

Results: Lab Setting

99 99100 100
96 95 98 D 98 D g4 98
88 88
83
No-audio Sine Song No-audio Sine Song
On Desk In hand
W Accelerometer B Gyroscope W Accelerometer+Gyroscope

Combining features from both accelerometer and
gyroscope Yyielded the best results.
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Real-World Data

Invited people to voluntarily participate in our study.

eeecc ATST = 10:55 PM 87% W > e0e00 ATRT 7 10:55 PM 67% W+
¢ ¢ Motorola Droid T32%
Samsung Galaxy Note 4 1.32%
Collect Accelerometer and Collect Accelerometer and Samsung Galaxy Note 3 1.32%
Gyroscope Readings Gyroscope Readings Samsung Galaxy Note 2 1.32%
yroscop g yroscop g LG L90 132%
Your participation is voluntary and 10 samples will be taken sequentially, taking LG GB 1.32%
anonymous, we therefore, request participants ~1 minute to complete. Once sampling starts GOOg le Nexus 6 2.63%
to participate sincerely. Device should be the buttons become disabled until 10 samples Sa msung Ga | axy SS 263%
headphones free. Please provide data under are taken. ’
both settings in the next page. MOtO FOLa MOE»]_O 3.95%
Ipnone 4s 3.95%
Where is your phone? ( Raw Data ) |-r|JTC One 5.26%
Please make sure the phone is on a flat = i phon e 4 5.26%
surface like a desk or table before you C Sine Wave (ZOkHZ) > !phon eb 5.26%
proceed to the next step. | phon e 5 6.58%
( Go to instruction page ) Sa msung Ga|axy S3 6.58%
( Proceed ) Google Nexus 5 9.21%
Google Nexus 4 9.21%
( Go to instruction page ) Iphon e 55 11.84%
Samsung Galaxy S4
P T 0% 10% 20%
0 M O < 0 M O

76 participants visited our web page in two weeks but only 63 of
the devices actually provided any form of data.
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Public and Combined Setting

On Top of Desk

100
90
80
70
60
50
40
30
20
10

Fscore(%)

No-audio

Public

g5 87

Sine

92

96

g5 89

No-audio

Sine

Combined

W Accelerometer m Gyroscope M Accelerometer+Gyroscope

Public setting : F_score of 95%
Combined setting: F_score of 96%
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Mitigation Technigues

We explore two types of countermeasure techniques:
A Sensor Calibration

-- Computing offset and gain error of sensors.
A Data Obfuscation

-- Adding noise to data to obfuscate data source.

Two extreme approaches:

Sensor Calibration: Map every device to the same point.
Data Obfuscation: Scatter the same device to different points.
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Sensor Calibration

Measured sensorvalue @ 0 ™Bdwhe Dan8
repr etsheeh f sredaiem radroaamxr espect

~+ Measured rotation =

'/, Actual rotation= Q
i A
' A o
r’i s r’,’
r LI Lo
Pk S~ R P
1 P ~ ’
. oA
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! L] \
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T ’
){1’3') ‘ — —

Gyroscope Calibration

Measurements along all six directions (Nx, Ny, Nz) are taken.
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Results: Calibrated Data

Lab Setting : Calibrated Data
98 98 99 99

100 97 97
90
80
70
60
50
40
30
20
10

90 93 93

€%)

F_scor

No-audio Sine Song No-audio Sine Song

On Desk In hand
W Accelerometer m Gyroscope B Accelerometer+Gyroscope

F _score reduces by approximately 151 25% for accelerometer
data but not much for the gyroscope data.
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Data Obfuscation

Instead of removing the calibration errors, we can add
extra noise to hide the miscalibration.

We explore the following 3 techniques:

A Uniform noise: highest entropy while having a bound.
A Laplace noise: highest entropy which is inspired by

Differential Privacy.
A White noise: affecting all aspects of a signal.
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Uniform Noise

To add obfuscation noise, we compute @ U YO
Here, Y and U are the obfuscated gain and offset error.

We explore three variations of adding uniform noise:

A Basic Obfuscation
A Increased Range Obfuscation
A Enhanced Obfuscation
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Basic Obfuscation

Based on the calibration errors found from our lab phones
we set the base error ranges as follows:

A Accelerometer oﬁ§et, O ¢ -0.5,0.5] |
AGyros oo plaiet[-0.1,0.1] Impact of audio

A Ga if obro b ¥ ¢ 8w hp stimulation

On Top of Desk W

100

Fscore (%)

No-audio No-audio Sine

Public Combined
W Accelerometer m Gyroscope W Accelerometer+Gyroscope
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Impact of Mitigation Techniques

We prototype a simple application like step-counter.

Step Count
Data Stream
Mean StdDev

RawStream
.. Calibrated 20.1 0.32
Participant takes 20 .

Basic Obfuscated 20.1 0.32
steps and the process —_——
: . Increased Obfuscated Rangge 19.9 1.69
IS repeated 10 times.

Enhancedbfuscated 25.1 4.63

A Both calibration and basic obfuscation seem to be benign.
A Both increased and enhanced obfuscation scheme seem to have
an adverse affect.
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Recommendation

U Request explicit user permission.

U Data is always obfuscated unless the user explicitly
allows an application to access unaltered sensor data.
This enforces developer to request explicit permissions

for legitimate usage.
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Thank You

If you would like to participate in our study or learn
more about our work please go to the following link

http://hatswitch.org/phonestudy

Contact Info:
dasl7@illinois.edu
http://web.engr.illinois.edu/~das17/
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