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Narayanan-Shmatikov attack (IEEE S&P 2009) 

• A. Narayanan and V. Shmatikov, De-anonymizing Social Networks, IEEE S&P 2009. 

• Anonymized data: Twitter (crawled in late 2007) 

– A microblogging service 

– 224K users, 8.5M edges 

• Auxiliary data: Flicker (crawled in late 2007/early 2008) 

– A photo-sharing service 

– 3.3M users, 53M edges 

• Result: 30.8% of the users are successfully de-anonymized  

Twitter Flicker 

User mapping 

Heuristics 

Eccentricity 

Edge directionality 

Node degree 

Revisiting nodes 

Reverse match 
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Motivation 

• Question 1: Why social networks are vulnerable to 
structure based de-anonymization attacks? 

• Question 2: How de-anonymizable a social 
network is? 

• Question 3: How many users within a social 
network can be successfully de-anonymized? 
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Δ𝜎: 𝑖,𝑗 𝑠 = 𝜎 𝐸𝑖
𝑎 𝑆𝑎 \𝐸𝑗

𝑢 𝑆𝑢 + 𝜎−1 𝐸𝑗
𝑢 𝑆𝑢 \𝐸𝑖

𝑎 𝑆𝑎   

Δ𝜎 S =   Δ𝜎: 𝑖,𝑗 (𝑆)

𝑖,𝑗 ∈𝜎

 

• Measurement(Δ𝜎) 

• De-anonymization 𝜎  
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• Quantifications 

– Mathematically shown the conditions needed 

• Seed based perfect de-anonymization 

• Structure based perfect de-anonymization 

• Error tolerant de-anonymization 
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Evaluation 

• Datasets Types 

– Social media 
(e.g. LiveJournal  
4 million nodes,  
43 million edges). 

 

– Email network 
(e.g. Enron 
33 thousand nodes, 
180 thousand edges). 
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Evaluation 

Perfect De-anonymization Analysis on seed 
users versus sampling rate 
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Evaluation 

• When sampling rate is 
large no seeds needed for 
perfect de-anonymization. 

 

 

• When sampling rate is 
small all users need to be 
seed users for perfect de-
anonymization. 
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Evaluation 

 

• Using only seed 
information, fewer seed 
users are required with 
lower sampling rate. 
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Evaluation 

 

• Graphs with higher density 
requires fewer seed users. 

–  Orkut density of 2.48E-5 

– Flicker density of 1.82E-3 
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Conclusion and Future Works 

• Conclusion 

– Theoretical quantification with no degree distribution requirement. 

– Large-scale de-anonymizability evaluation. 

• Future works 

– New mathematical model 

– Defense techniques 
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Thank you! 
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