
Effi
cient CFI Enforcem

ent 
for C++ D

ynam
ic D

ispatch

Dim

itar	Bounov,	Ram
i	Kici,	Sorin	Lerner	

U
CSD

	



W
hy A

:
ack D

ynam
ic D

ispatch?
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• Valuable	targets	(e.g.	brow
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	• Prevalence	of	D
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• Valuable	targets	(e.g.	brow
sers)	

	• Prevalence	of	D
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• Exploited	in	the	w
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Prior W
ork and ContribuAon


• Prior	defenses	
			vfG

uard	[Prakash’15],	VTInt	[Zhao’15],	SafeD
ispatch	[Jang’14],	VTV	[Tice’14]	...	

	• O
ur	contribu^on:	novel	VTable	layouts	

• Low
er	overhead	&

	no	profiling	
			



Exam
ple


class A { 
 virtual void foo();  
}  class B : public A { 
 virtual void foo(); 
 virtual void 
bar(); } 
 class C : public A { 
 virtual void baz(); 
}  class D : public B {   
 virtual void foo();    
 virtual void boo();  
}  
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a->foo()	

vptr	=	(*a)	
fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	
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fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	
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(*fn_ptr)();	

assert	(vptr	∈	{	A,	B,	C,	D	})	
vptr	=	(*a)	
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(*fn_ptr)();	

assert	(vptr	∈	{	A,	B,	C,	D	})	
vptr	=	(*a)	
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1. Traverse	in	pre-order:	A
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fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	

assert	(vptr	∈	{	A,B,C,D	})	
vptr	=	(*a)	
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fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	

assert	(vptr	∈	{	A,B,C,D	})	
vptr	=	(*a)	



A
	

B	
C	

D
	

A
foo()	

A
foo()	

Cbaz()	
Bfoo()	
Bbar()	

D
foo()	

Bbar()	
D
boo()	

A	

…
	

O
rdered M

em
ory Layout


B	

…
	

C	

…
	D	

…
	

A
foo	

Bfoo	

Bbar	

A
foo	

Cbaz	

D
foo	

Bbar	

D
boo	

24	B	

16	B	

8	B	

fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	

assert	(vptr	∈	{	0x0,	0x20,	0x40,	0x60	})	
vptr	=	(*a)	
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fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	

assert	(vptr	∈	{	0x0,	0x20,	0x40,	0x60	})	
vptr	=	(*a)	
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fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	

assert	(0x0	≤	vptr	≤	0x60	∧	vptr	%
	0x20	=	0)	

vptr	=	(*a)	
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fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	

assert	(vptr	∈	{	B,	D	})	
vptr	=	(*b)	
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fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	

assert	(vptr	∈	{	0x20,	0x40	})	
vptr	=	(*b)	
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fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	

assert	(0x20	≤	vptr	≤	0x40	∧	vptr	%
	0x20	=	0)	

vptr	=	(*b)	
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Key	idea	2:	
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vptr	=	(*a)	

fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	

assert	(vptr	∈	{	A,B,C,D	})	
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vptr	=	(*a)	

fn_ptr	=	(*(vptr	+	0))	
(*fn_ptr)();	
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(*fn_ptr)();	
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EvaluaAon


• Evaluated	on	SPEC	2006/Chrom
e	

• Com
pared	to	state-of-the-art	industry	CFI	

• O
ne	(benign)	CFI	viola^on	in	SPEC	2006	
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	approach	based	on	VTable	layouts	

• Effi
cient	range	checks	for	dynam
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	0x10	=	0)	

				goto	S;	

fn_ptr	=	(*(vptr	+	0))	
(fn_ptr*)();	

S:	

assert(false);	
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	vptr	%
	0x10	=	0)	

				goto	S;	

fn_ptr	=	(*(vptr	+	0))	
(fn_ptr*)();	

S:	

L	=	link_unit	(vptr)	//	e.g.	dladddr()	
if	vptr_safe(L,	vptr,	class	A

)	
				goto	S	
assert(false);	
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