Nazca

Detecting Malware Distribution
in Large-Scale Networks

Luca Invernizzi Stanislav Miskovic ~ Marco Mellia
Christopher Kruegel Ruben Torres
Giovanni Vigna Sabyaschi Saha

Sung-Ju Lee

UC Santa Barbara Narus, Inc. Politecnico di Torino




a= Naz-ca [nahs-kah]
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== 2. (System security) a system to detect
= web requests used to download malware,
i leveraging the traits of malware

distribution networks.
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EXTRACTION

of HTTP-connection metadata

CANDIDATE
SELECTION

identifying blacklisting evasions

DETECTION

of malware distribution infrastructures




EXTRACTION CANDIDATE SELECTION

DETECTION

e Sender/receiver metadata

» Declared Content-Type
and sniffed MIME type

« MD5 of first k bytes of
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malware URLs detected by blacklists on the wire
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hosted on ISP caching servers 292

malware URLs detected by Nazca on the wire



Detects web requests delivering malware,

= |everaging the traits of malware

g distribution networks

¥ Is passive (thus invisible)
Finds evasions of AntiViruses / blacklists
Gives insights into the malware distribution
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