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Background:  HTTPS
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Background:  TLS  protocol


Browser	
   Server	
  

Nonce,	
  supported	
  ciphers,	
  extensions	
  

Nonce,	
  cerGficates
,	
  cipher,	
  session	
  

Key	
  exchange,	
  Change	
  Cipher,	
  Handshake	
  Hash	
  

Change	
  Cipher,	
  Handsh
ake	
  Hash	
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Background:  TLS  protocol


AuthenGcaGon	
  >	
  Integrity	
  >	
  ConfidenGality	
  

Browser	
   Web	
  Server	
  

NSA	
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Background:  PKI


Endpoint	
  cerGficate	
  
Intermediate	
  CerGficate	
  Authority	
  cerGficate	
  

Root	
  CerGficaGon	
  Authority	
  cerGficate	
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Background:  PKI
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Background:  PKI

1.  W	
  generates	
  (pK,	
  sK)	
  

2.  W	
  creates	
  a	
  CSR:	
  {subject	
  idenGty,	
  applicable	
  
domains/IP	
  addresses,	
  pK}	
  signed	
  with	
  sK	
  

3.  W	
  sends	
  CSR	
  to	
  CA	
  with	
  proof	
  of	
  idenGty	
  and	
  
control	
  over	
  the	
  listed	
  domains	
  

4.  CA	
  checks	
  proofs	
  and	
  signs	
  a	
  cerGficate	
  C	
  with	
  
the	
  private	
  key	
  of	
  its	
  CA	
  cerGficate	
  based	
  on	
  
CSR	
  data	
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CerGficaGon	
  Authority	
  

Website	
  Owner	
  

CSR	
  
IdenGty	
  proof	
  
Domain	
  control	
  proof	
  

Signed	
  
CerGficate	
  



Issues:  Unreliable  CAs

•  Issuance	
  errors	
  
•  Jan.	
  2013:	
  2	
  CA-­‐enabled	
  cerGficates	
  on	
  Türktrust	
  root	
  
•  2010-­‐2011:	
  1580	
  CA-­‐enabled	
  cerGficates	
  issued	
  to	
  
Korean	
  insGtuGons.	
  Several	
  had	
  a	
  512-­‐bit	
  key	
  

• Deliberate	
  aeacks	
  
•  Jul.	
  2011:	
  hacker	
  gains	
  access	
  to	
  DigiNotar’s	
  HSM	
  and	
  
creates	
  mulGple	
  cerGficates	
  used	
  in	
  MITM	
  aeacks	
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Issues:  Unreliable  CAs


• Reckless	
  pracGces	
  
•  Dec.	
  2013:	
  MITM	
  CA	
  issued	
  on	
  ANSSI	
  root	
  (controlled	
  by	
  
the	
  French	
  government)	
  
•  Jan.	
  2012:	
  MITM	
  CA	
  issued	
  on	
  Trustwave	
  root	
  
•  Mar.	
  2011:	
  9	
  rogue	
  cerGficates	
  issued	
  on	
  Comodo	
  root	
  
because	
  of	
  dangerous	
  delegaGon	
  pracGces	
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Issues:  Cryptographic  AEacks

• Weak	
  keys	
  
•  512	
  bit	
  RSA	
  
•  512	
  bit	
  DH	
  primes	
  
• Weak	
  RNG	
  (OpenSSL	
  entropy	
  bug	
  on	
  Debian)	
  

• Weak	
  hashing	
  algorithms	
  
•  May.	
  2012:	
  FLAME	
  malware	
  
•  Dec.	
  2008:	
  rogue	
  CA	
  cerGficate	
  created	
  with	
  MD5	
  
collision	
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Proposed  Solu:ons

1.  Ditch	
  cerGficaGon	
  authoriGes	
  (e.g.	
  DANE)	
  
•  InteresGng	
  design	
  quesGon,	
  new	
  protocol	
  design	
  
•  Not	
  pracGcal	
  yet	
  

2.  Detect	
  malicious	
  cerGficates	
  in	
  the	
  browser	
  
•  Some	
  success	
  already	
  (MITM	
  aeacks	
  detected	
  by	
  

cerGficate	
  pinning,	
  minimum	
  crypto	
  requirements)	
  
•  Many	
  proposals,	
  no	
  standard	
  
•  Not	
  effecGve	
  against	
  all	
  types	
  of	
  compromise	
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J.	
  Clark	
  et	
  al.	
  -­‐	
  SSL	
  and	
  HTTPS:	
  RevisiGng	
  past	
  challenges	
  and	
  evaluaGng	
  cerGficate	
  trust	
  model	
  enhancements	
  



Proposed  Solu:ons

3.  Force	
  CAs	
  to	
  adopt	
  best	
  pracGces	
  
•  New	
  regulaGons	
  in	
  response	
  to	
  aeacks	
  
•  More	
  involvement	
  of	
  root	
  program	
  managers	
  

4.  Monitor	
  the	
  PKI	
  for	
  weaknesses	
  
•  Several	
  past	
  ad	
  hoc	
  measurements:	
  Durumeric	
  et	
  al.	
  

(IMC13),	
  Levillain	
  et	
  al.	
  (ACSAC12),	
  Holz	
  et	
  al.	
  (IMC11)	
  
EFF	
  Observatory	
  (2010)	
  …	
  

•  This	
  paper:	
  PKI	
  monitoring	
  framework	
  

13	
  



CA/B  Forum  Baseline  Requirements


• Uniform	
  set	
  of	
  requirements	
  for	
  all	
  CAs	
  
• Only	
  went	
  into	
  effect	
  in	
  July	
  2012	
  
• Covers	
  different	
  aspects	
  of	
  operaGons:	
  
•  Security	
  of	
  CA	
  network	
  and	
  private	
  keys	
  
•  IdenGty	
  verificaGon	
  process	
  
•  …	
  
•  Cer7ficate	
  content	
  requirements	
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CA/B  Cer:ficate  Requirements  Goals


• Proper	
  idenGficaGon	
  of	
  subject,	
  issuer	
  and	
  issuance	
  
policy	
  of	
  the	
  cerGficate	
  
• Clear	
  definiGon	
  of	
  the	
  scope	
  of	
  the	
  cerGficate	
  
(which	
  enGGes	
  it	
  applies	
  to,	
  for	
  which	
  purposes)	
  
•  Efficient	
  revocaGon	
  status	
  checking	
  
• Chain	
  reconstrucGon	
  support	
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Contents  of  a  Cer:ficate
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Cer7ficate	
  Fields	
  

Serial	
  Number,	
  Signature	
  Algorithm	
  

Issuer,	
  Subject	
  

Validity	
  Period	
  

Public	
  Key	
  

Extensions	
  

Usage	
  RestricGons	
  

RevocaGon	
  InformaGon	
  

List	
  of	
  applicable	
  names	
  

Issuance	
  policy	
  

AddiGonal	
  issuer	
  	
  informaGon	
  

Signature	
  



Levels  of  Assurance
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Domain	
  Validated	
   Organiza7on	
  Validated	
   Extended	
  Valida7on	
  

Free	
  or	
  <$60	
  /year	
   $100-­‐$300	
  /year	
   $350+	
  /year	
  

Email	
  sent	
  to	
  WHOIS	
  email	
  
address,	
  DNS	
  record,	
  hosted	
  file	
  

Manual	
  verificaGon	
  by	
  CA	
  
	
  

Proof	
  of	
  incorporaGon	
  
	
  

Asserts	
  control	
  over	
  listed	
  
domains	
  

Asserts	
  subject	
  idenGty	
   Stricter	
  key	
  and	
  validity	
  period	
  
restricGons	
  

Online	
  issuance	
  
	
  

Offline	
  issuance	
   Offline	
  issuance	
  

Padlock	
   Padlock	
   OrganizaGon	
  +	
  green	
  bar	
  



Endpoint  Extension  Requirements

Extension	
  Type	
   Requirements	
  

CerGficate	
  Policies	
   Must	
  reflect	
  issuance	
  policy	
  and	
  point	
  to	
  CPS	
  

CRL	
  DistribuGon	
  Points	
   Must	
  appear	
  and	
  include	
  HTTP	
  URL	
  of	
  CRL	
  file	
  

Authority	
  InformaGon	
  Access	
   Must	
  include	
  HTTP	
  URL	
  of	
  OCSP	
  responder	
  and	
  issuer	
  cer7ficate	
  file	
  

Basic	
  Constraints	
   CA	
  bit	
  must	
  never	
  be	
  set	
  

Key	
  Usage	
   Digital	
  Signature	
  and	
  Key	
  Encipherment	
  

Extended	
  Key	
  Usage	
   (Client)/Server	
  Authen7ca7on,	
  (Email	
  Protec7on)	
  

Subject	
  AlternaGve	
  Names	
   Must	
  list	
  all	
  applicable	
  domains	
  and	
  IP	
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74.96	
  
57.2	
  

54.79	
  
48.64	
  

38.33	
  
28.38	
  
27.4	
  

24.29	
  
23.7	
  

17.52	
  
17.39	
  
16.17	
  

7.24	
  
7.17	
  
7.17	
  
7.14	
  
6.88	
  

6.03	
  
5.71	
  

4.96	
  
4.45	
  

3.94	
  
3.63	
  

3.28	
  
3.2	
  

3.19	
  
2.66	
  
2.48	
  
2.46	
  
2.33	
  

1.63	
  
1.56	
  

0.75	
  
0.65	
  
0.6	
  

0.59	
  
0.52	
  

0.45	
  
0.33	
  
0.33	
  
0.31	
  
0.3	
  

0.25	
  
0.24	
  
0.23	
  
0.2	
  
0.2	
  

0.19	
  
0.17	
  

0.13	
  
0.06	
  
0.06	
  

0.05	
  
0.03	
  

0.02	
  
0.02	
  
0.02	
  
0.02	
  

0.01	
  
0.01	
  
0.01	
  

0.01	
   0.1	
   1	
   10	
   100	
  

MissingIntermediateAuthorityCertificate 
MissingCNInSAN 

MultipleOriginsInSAN 
MissingRootKeyUsage 

CannotResolveName 
MissingIntermediatePolicy 

CountryDoesntMatchTLDorDNS 
InvalidRootBasicConstraints 

NonStandardRootSubjectKeyIdentifier 
MissingOrganizationLocation 

InvalidRootKeyUsage 
OrganizationInDomainValidated 

AddedExtendedKeyUsage 
MissingRootBasicConstraints 

OutdatedX509Root 
MissingEndpointSubjectAlternativeName 

MissingEndpointPolicy 
MissingCountryInIssuer 
MissingIntermediateAIA 

MissingEndpointOCSPServer 
CertificatePoliciesInRoot 

InvalidOrLocalName 
MissingIntermediateOCSPServer 

MissingEndpointAuthorityInformationAccess 
EnhancedKeyUsageInRoot 

MissingEndpointAuthorityCertificate 
EndpointSignedByRoot 

PathLengthConstraintInRoot 
InvalidRootAuthorityKeyIdentifier 

InvalidEndpointValidity 
InvalidIntermediateKeyUsage 

WeakRootKey 
InvalidIntermediateConstraints 

WeakEndpointKey 
InvalidAlternativeName 

InvalidIntermediateAuthorityKeyIdentifier 
NonStandardIntermediateSubjectKeyIdentifier 

Revoked 
MissingEndpointExtendedKeyUsage 

NoExtendedKeyUsageRestriction 
MissingOrganizationInIssuer 

WeakIntermediateKey 
BeforeDomainRegistration 

InvalidEndpointCRL 
InvalidIntermediateCRL 

WeakEndpointRSAExponent 
ValidForExpiredDomain 

MultipleComonNames 
NonStandardEndpointSubjectKeyIdentifier 

WeakIntermediateRSAExponent 
ReservedIPInSAN 

EndpointRevocationUnavailable 
InvalidEndpointAuthorityKeyIdentifier 

BlacklistedExtendedKeyUsage 
CriticalSANOnNonemptySubject 

MissingIntermediateCRLDistribution 
MissingRequiredExtendedKeyUsage 
IntermediateRevocationUnavailable 

MissingIntermediateKeyUsage 
UnexpectedCriticalExtension 

UntrustedEVPolicy Distribu7on	
  of	
  Policy	
  Viola7ons	
  

CerGficate	
  valid	
  for	
  an	
  expired	
  domain	
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%	
  

No	
  Extended	
  Key	
  Usage	
  restricGon	
  

Weak	
  key	
  

Valid	
  for	
  too	
  long	
  

Intranet	
  name	
  

OrganizaGon	
  	
  name	
  
In	
  DV	
  cerGficate	
  

Dangerous	
  Extended	
  Key	
  Usage	
  
No	
  revocaGon	
  informaGon	
  



Main  Observa:ons

• Compared	
  to	
  cerGficates	
  issued	
  before	
  BR	
  adopGon	
  
violaGon	
  rates	
  are	
  down	
  2.6pp	
  on	
  average	
  
•  For	
  instance,	
  the	
  lack	
  of	
  an	
  OCSP	
  service	
  is	
  down	
  
about	
  20pp	
  between	
  the	
  two	
  periods	
  
•  Serious	
  and	
  relaGvely	
  common	
  key	
  usage	
  issues	
  
•  Intranet	
  names	
  are	
  sGll	
  widely	
  used	
  in	
  cerGficates	
  
• CerGficates	
  valid	
  for	
  expired	
  domains	
  are	
  a	
  
problem	
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Missing  Extended  Key  Usage
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Abusive  Extended  Key  Usage
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Expired  /  Renewed  Domains
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Invalid  Basic  Constraints

•  Factorable	
  512-­‐bits	
  keys	
  

($240	
  on	
  Amazon	
  EC2)*	
  
•  No	
  revocaGon	
  
•  Saved	
  by	
  Path	
  Length	
  

Constraint	
  
•  Is	
  it	
  properly	
  enforced?	
  

Path	
  Length	
  =	
  0	
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*Nadia	
  Heninger,	
  Factoring	
  as	
  a	
  Service	
  
	
  	
  CRYPTO’13	
  rump	
  session	
  



Digression:  Cer:ficate  Valida:ons

• CerGficate	
  validaGon	
  is	
  a	
  difficult	
  challenge,	
  o?en	
  
delegated	
  to	
  the	
  applicaGon	
  (Georgiev	
  et	
  al.	
  and	
  
Fahl	
  et	
  al.	
  at	
  CCS12)	
  
• We	
  found	
  several	
  problems	
  related	
  to	
  enforcement	
  
of	
  key	
  usage,	
  path	
  length	
  and	
  other	
  constraints	
  in	
  
GnuTLS,	
  OpenSSL	
  and	
  Windows	
  
• API	
  problem:	
  cerGficate	
  accept	
  callback	
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CA/B  Requirements  Adherence


•  Individual	
  cerGficate	
  inspecGon	
  
•  Key	
  strong	
  enough	
  /	
  not	
  compromised?	
  
•  CerGficate	
  valid	
  for	
  intranet	
  names?	
  
•  Validity	
  period	
  within	
  limits?	
  
•  May	
  require	
  network	
  queries	
  (DNS,	
  WHOIS,	
  GeoIP…)	
  

• Many	
  constraints	
  apply	
  to	
  the	
  CA’s	
  issuance	
  profile	
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Profile  Reconstruc:on


• Run	
  clustering	
  algorithm	
  based	
  on	
  profile	
  features	
  
•  Yields	
  global	
  picture	
  of	
  CA	
  issuance	
  pracGces	
  
•  Easy	
  to	
  find	
  nearest	
  cluster	
  for	
  manual	
  inspecGon	
  
•  Easy	
  invesGgaGon	
  of	
  outliers	
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Template  Clustering  Features


High	
  Weight	
   Medium	
  Weight	
   Low	
  Weight	
  

Issuer	
  
X509	
  extensions	
  
Policy	
  idenGfiers	
  
(Extended)	
  key	
  usage	
  
Basic	
  constraints	
  
Authority	
  Info	
  Access	
  

Subject	
  fields	
  
CRL	
  distribuGon	
  points	
  
Signature	
  algorithm	
  
Public	
  key	
  algorithm	
  

Key	
  size	
  
Validity	
  period	
  
Issuance	
  date	
  
Serial	
  number	
  format	
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Clustering  Results


•  <	
  1500	
  clusters	
  out	
  of	
  1M	
  certs	
  issued	
  since	
  2012	
  
(only	
  30%	
  contain	
  more	
  than	
  5	
  cerGficates)	
  

• We	
  run	
  in-­‐depth	
  individual	
  evaluaGon	
  on	
  random	
  
samples	
  from	
  each	
  cluster	
  

•  Comparison	
  of	
  template	
  and	
  individual	
  violaGons	
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Limita:ons  of  CA/B  requirements

• Business-­‐minded	
  security	
  advances	
  
• ViolaGons	
  mostly	
  have	
  no	
  consequence	
  on	
  CAs	
  
• Don’t	
  cover	
  all	
  issues	
  of	
  idenGty	
  and	
  domain	
  
control	
  validaGon	
  (CDN,	
  expiraGon…)	
  
• Missing	
  some	
  simple	
  and	
  effecGve	
  requirements	
  
(e.g.	
  path	
  length=0	
  in	
  all	
  issuing	
  intermediates)	
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Feedback  from  CAs

• Contacted	
  by	
  3	
  different	
  CAs,	
  including	
  2	
  of	
  the	
  
most	
  compliant	
  ones	
  
• NoGfied	
  two	
  CAs	
  of	
  serious	
  template	
  errors.	
  
Affected	
  cerGficates	
  have	
  been	
  revoked.	
  
• One	
  CA	
  complained	
  that	
  we	
  applied	
  requirements	
  
on	
  the	
  full	
  chain	
  instead	
  of	
  the	
  leaf	
  only	
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Conclusions

• Most	
  worrying	
  compliance	
  problems	
  are	
  now	
  at	
  
the	
  periphery	
  of	
  CA	
  graph	
  
• Difficult	
  to	
  influence	
  CA	
  behavior	
  except	
  through	
  
root	
  program	
  managers	
  
•  Important	
  next	
  step:	
  enforce	
  strong	
  cerGficate	
  
policies	
  in	
  all	
  browsers,	
  including	
  baseline	
  
requirements	
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Ques:ons
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hep://research.microso?.com/en-­‐us/projects/toGent/	
  



End-­‐User  Policy  Enforcement


Browser	
  
Policy	
  Enforcement	
  Tool	
  

	
  
Custom	
  Policies	
  
Data	
  Sources	
  

Website	
  CerGficate	
  

User	
  NoGficaGon	
  

Clustering	
  Results	
  
	
  
DNS	
  
WHOIS	
  
DANE	
  
	
  
PerspecGves	
  
Convergence	
  
Transparency	
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