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Abstract—We present the design and experimental evalua-

tion of Simultaneous TRansmission with Orthogonally Blinded

Eavesdroppers (STROBE). STROBE is a cross-layer approach

that exploits the multi-stream capabilities of existing technologies

such as 802.11n and the upcoming 802.11ac standard where multi-

antenna APs can construct simultaneous data streams using Zero-

Forcing Beamforming (ZFBF). Instead of using this technique for

simultaneous data stream generation, STROBE utilizes ZFBF by

allowing an AP to use one stream to communicate with an intended

user and the remaining streams to orthogonally “blind” (actively

interfere with) any potential eavesdropper thereby preventing

eavesdroppers from decoding nearby transmissions. Through

extensive experimental evaluation, we show that STROBE con-

sistently outperforms Omnidirectional, Single-User Beamforming

(SUBF), and directional antenna based transmission methods

by keeping the transmitted signal at the intended receiver and

shielded from eavesdroppers. In an indoor Wireless LAN envi-

ronment, STROBE consistently serves an intended user with an

SINR 15 dB greater than an eavesdropper.I. INTRODUCTION

The broadcast nature of wireless communication necessitates

the development and use of robust security protocols to thwart

eavesdroppers from intercepting transmissions directed toward

an intended user. While encryption mitigates this vulnerability,

even industry standard encryption methods such as WEP and

WPA could be compromised [1] and readily available software

packages enable malicious users to defeat secure networks.

One method of enhancing the security of wireless transmis-

sions is to prevent the eavesdropper from receiving or decoding

the transmitted signal. A candidate solution is a directional

transmission scheme that focuses signal energy toward an

intended receiver using a directional antenna, switched-beam,

or a single-target adaptive beamforming transmission. However,

in practice, such techniques that depend on the predictable

behavior of transmitted beam patterns or that are agnostic to the

entire eavesdropper environment fail to prevent eavesdropping

as confirmed by our own experiments and also in [2].

To address this problem, we design a new, multi-antenna,

802.11-compatible scheme that adaptively sends a beam toward

an intended user while “blinding” (actively interfering with) po-

tential eavesdroppers, STROBE (Simultaneous TRansmission

with Orthogonally Blinded Eavesdroppers). STROBE lever-

ages the potential of a Zero-Forcing Beamforming (ZFBF)

transmitter to send a signal toward an intended user while

simultaneously transmitting “orthogonally blinding” streams

(defined in
§ II-B) everywhere else.

ZFBF is a precoding method that enables a multi-antenna

access point (AP) to create multiple simultaneous spatial

streams [3]. Recent wireless standards such as 802.11n or the

This research is sponsored in part by HP Labs’ Innovation Research Program

and by NSF Grants CNS-1012831 and CNS-1126478.

upcoming 802.11ac1 employ physical layers (PHYs) that can

implement ZFBF to construct multiple parallel transmission

streams to a single user (11n) or simultaneously to multiple

users (11ac). Because such existing technologies are already

able to create multiple parallel streams, STROBE can be easily

implemented in these systems with minor AP modification and

no client modification. STROBE is orthogonal to WEP or WPA

encryption methods and can be deployed jointly to further

enhance wireless security.This paper has the following main contributions: First, we

design and implement STROBE in an FPGA-based software

defined radio platform. Moreover, for comparative evaluation,

we implement (i) Omnidirectional, (ii) Single-User Beamform-

ing (SUBF), (iii) Directional Antenna, and (iv) Cooperating

Eavesdropper (CE) schemes. CE is an unrealistic scheme in

which eavesdroppers “cooperate” by providing their channel

information to the transmitter. While, in practice, eavesdroppers

would never aid the transmitter (rendering this method wholly

unrealistic in practice), CE provides a best case benchmark for

“blinding” eavesdroppers via ZFBF.
Second, we evaluate STROBE’s performance against the

aforementioned schemes in a baseline WLAN scenario. Our

testbed experiments show that STROBE better controls leaked

signal energy by actively thwarting eavesdroppers by trans-

mitting simultaneous interference streams, severely diminishing

their ability to eavesdrop. Additionally, we show that even when

compared against the (unrealistic) Cooperating Eavesdropper

scheme, STROBE realizes a greater signal energy difference

between the intended user and the eavesdropper. This is ac-

complished even though the unfeasible CE scheme is aware of

eavesdropper channel information.
Third, we show that despite the use of beamforming in our

system design, eavesdropper proximity or orientation relative to

the intended user has a negligible effect on STROBE’s ability

to serve an intended user while blinding potential eavesdrop-

pers. STROBE exploits multi-path effects by harnessing signal

reflections to reach the intended user. In fact, at a relative

eavesdropper proximity of a quarter wavelength (3.25 cm) from

the intended user, STROBE still serves the intended user with

at least a 10 dB stronger signal than the eavesdropper.

Fourth, we explore STROBE’s dependence on multi-path

reflections by performing experiments in an open, outdoor

environment. Because the environment contains no physical

obstacles to cause reflections, STROBE must use the direct,

line-of-sight (LOS) path to serve the intended user. We find a

marked detrimental effect on STROBE’s efficacy as eavesdrop-

pers can easily overhear signal energy at close-by locations, i.e.,

1See standards.ieee.org and mentor.ieee.org for 802.11n and 802.11ac.
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