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Motivation
Application
Transport C ¢ h
ryptograpny
Network computational security
Data Link powerful attack models
Physical Physical Layer Security

aims at information-theoretical security
no computational restrictions on eavesdropper
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Motivation

STROBE: Orthogonal Blinding

= Published at INFOCOM 2012
» Practical Orthogonal Blinding implementation
= Eavesdropper limited to one antenna
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From Shannon to Wyner
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- Secrecy measured as information leakage to Eve
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How to reduce information leakage?
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The channel to Eve should
introduce additional noise
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Orthogonal Blinding
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Orthogonal Blinding
Practical Implementation

Data

multi-antenna node
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multiple single-antenna nodes
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Known Plaintext Attack

System Model
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Known Plaintext Attack

System Model

Adaptive

multi-antenna node ngle-antenna node

Filter Update Calculation :
(LMS or NLMS with step-size ") — Evaluation

multi-antenna
OR

multiple cooperating
single-antenna nodes

......

Practical Known-Plaintext Attacks against Physical Layer Security in Wireless MIMO Systems 12
Matthias Schulz , Adrian Loch, Matthias Hollick B NDSS 2014



Known Plaintext Attack
Noise to Data Ratio
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NDR NDR NDR
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Known Plaintext Attack

Noise introduced by Wireless Channel
Noise to Data Ratio (NDR)
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Evaluation

Testbed

-
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Evaluation
EveOs Filter Convergence (measurement)
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Symbol Error Rate converges Number of training symbols
for certain number of training symbols
Noise to Data Ratio (NDR) =4
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Evaluation

Convergence performance (measurement)
Noise to Data Ratio (NDR)
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Evaluation
Many eavesdropper antennas (simulation)
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Conclusion

» Successful secrecy reduction
= Adaptive filtering used for known-plaintext attacks
= Simulation and experimental evaluation

If you ever propose a physical layer security scheme
- = > consider multi-antenna eavesdroppers €& € <
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