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Abstract

This paper describesautomaticprotocol genera-
tion (APG for short), a novel mechanismto gen-
eratesecurityprotocolsautomatically. With APG,
theprotocoldesignerinputsthespecificationof the
desiredsecuritypropertiesandthesystemrequire-
ments. Thesystemrequirementsincludea metric
function which specifiesthe cost or overheadof
protocolprimitives,which definesanorderingover
protocolswith respectto themetricfunction.Based
on this ordering, APGexplorestheprotocol space
andoutputsthecorrectprotocolwhich hasminimal
costwith respectto themetric function,aswell as
satisfiesthesecuritypropertiesandsystemrequire-
ments.

TheAPGapproach hasseveral advantagesover
thecurrentprotocoldesignprocess.It is fully auto-
matic,andhence, moreefficientthana manualpro-
cess.Theprotocolsgeneratedby APGoffer higher
confidence, becausethey areverifiedbya powerful
protocol analyzer. Anothersignificantadvantage
is that, becauseAPG search through the protocol
spacein theorderof increasingcostwith respectto
the metric function,APG generatescorrect proto-
colswith minimalcostwhich ideallysuit thesystem
requirements.Furthermore, APG is flexible in the
sensethatit canhandledifferentsecurityproperties
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anddifferentsystemrequirements.
To gain experiencewith APG, we conduct a

case study on the automatic generation of two-
party, mutual authenticationprotocols. In one
experiment,APG generates authenticationproto-
cols that are simpler than the standard protocols
documentedin the literature (i.e., ISO standards
[Int93]). In another experiment, the automatic
protocol generation generates different protocols
with minimalcostfor varying requirements,hence
demonstrating its capability to producehigh qual-
ity protocols.

1 Intr oduction

The exponentialgrowth of the Internetand elec-
tronic commercebrings not only prosperity, but
also vulnerability. Numerousattacksposea real
challengeto different aspectsof security mecha-
nisms. Among thesesecuritymechanisms,secu-
rity protocolsplayanessentialrole. They usecryp-
tographicprimitivesasbuilding blocksto achieve
securitygoalssuchasauthentication,confidential-
ity, and integrity. New applicationsand systems
eagerlydemandsecurityprotocolssuitableto their
systemrequirements.Unfortunately, designingse-
curity protocolsis a delicatetask and experience
shows that securityprotocolsarenotoriouslyhard
to getright [BAN89, Low96]. This naturallyraises
the questionwhetherthe currentsecurityprotocol
designprocessis satisfactory. If theansweris no,
how canwe improve it?

Thecurrentprocessof finding a solutionis usu-



ally ad-hocand involves little formalism, and al-
mostno mechanicalassistance.Sucha designpro-
cessis notsatisfactoryfor thefollowing reasons:

� Error-prone. Securityprotocolsare intricate
andattackersarepowerful.

– If the designerhas limited experience,
it is likely that the securityprotocol is
flawed. Evidenceshows thatevenwhen
securityprotocolsaredesignedwith care
andexaminedintensely(even over time
of years),they canstill befundamentally
flawed.

– Due to the lack of formalism and me-
chanicalassistance,manually designed
protocols often suffer from the fact
thatthey containundocumentedassump-
tions. Sincethe implementationmight
not respecttheseassumptionstheresult-
ing protocolsmight beinsecure/flawed.

– Without proofs, theseprotocolscannot
give any guaranteeon satisfyingthede-
siredsecurityproperties,andhencede-
gradethelevel of confidence.

� Non-optimal. Suchdesignedprotocolsmay
containunnecessaryoperations. Simply be-
causethedesignercannotsearcha largenum-
berof candidates,shemaynotfind theoptimal
protocol for the given systemrequirements.
Moreover, conservative designersmight put
unnecessaryoperationsjust to playsafe.

� Inefficient andExpensive. Thecurrentdesign
processis oftenslow. It canbea seriousbot-
tleneckof theprojectandseverelydelayprod-
uct development. If the protocol is flawed,
highcostsmight incur, dueto forcedredesign,
updateplans,or liability claims.

In thispaper, wepresentautomaticprotocolgen-
eration, APG for short, a mechanismwhich ad-
dressestheseshortcomings.With automaticproto-
col generation,the protocoldesignerspecifiesthe
desiredsecurityproperties,suchasauthentication
and secrecy, and systemrequirements,i.e., sym-
metric or asymmetricencryption/decryption, low

bandwidth. A protocol generator then generates
candidatesecurityprotocolswhich satisfythesys-
tem requirements. In the final step, a protocol
screeneranalyzesthecandidateprotocols,discards
theflawedprotocols,andoutputsthecorrectproto-
colsthatsatisfythedesiredsecurityproperties.

Ourapproachprovidesseveraladvantages:

� Automatic. The protocol designerspecifies
thesecuritypropertiesandthesystemrequire-
ments. The remainingprocessis fully auto-
matic.

� High Confidence. Sincethe input specifica-
tions are written in a well-definedspecifica-
tion languageandtheautomaticprotocolgen-
erationis fully mechanical,thereareno hid-
denassumptions,in contrastto themanualde-
signprocess.Theprotocolscreenerhasapow-
erful enginewhichcanautomaticallygenerate
aproof if aprotocolis correct,or acounterex-
ampleotherwise.

� High Quality. The user-defined systemre-
quirementsincludesa metric function which
specifiesthe cost or overheadof a protocol.
APG tries to generatecorrectprotocolswith
minimal costwith respectto themetric func-
tion hencesuits the systemrequirementsthe
best.

� Flexible. Theapproachworksfor differentse-
curity properties,systemrequirements,andat-
tacker models.

The remainderof this paperis organizedasfol-
lows. We begin with an overview of the general
framework and requirementsof APG. Next, we
presenta casestudyof automaticgenerationof au-
thenticationprotocols.In our casestudy, we show
how we deal with the arising difficulties to make
APG feasible. Following the casestudy, we dis-
cusssomeof thelimitationsof APG,aswell asthe
insightsandresultsof thecasestudyandtheinter-
estingdirectionsfor further research.Finally, we
summarizethecontributionsof thispaper.



2 General Framework and Re-
quir ementsfor APG

In this section,we first give an overview of the
generalframework of APG. Then,we statethere-
quirementsof eachcomponentandgive morede-
tails aboutour designandimplementationof these
components.

2.1 Overview

At a high level, APG is, as Figure 1 shows, a
pipelinecomposedof anautomaticprotocolgener-
atorandanautomaticprotocolscreener. In general,
theprocessof APG hasfour stages.First, thepro-
tocol designerspecifiesthe desiredsecurityprop-
ertiesandsystemrequirementsas input. Second,
the protocol generatorsearchesthrough the pro-
tocol spaceandgeneratescandidateprotocolsthat
satisfythesystemrequirements.Third, theprotocol
screeneranalyzesthecandidateprotocols.Finally,
the flawed protocolsarediscardedandthe correct
onesthatsatisfythedesiredsecuritypropertiesare
output.
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Figure1: APGoverview

2.2 Input Specification

Our specification languagedefines the security
properties,including authentication,secrecy and
other propertiesrelated to electronic commerce.
The systemrequirementsarespecifiedasa metric
functionandaspecificationof theinitial setup.The
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Figure2: APGdataflow

initial systemconfigurationdefineswhich crypto-
graphic primitives are available to the principals
and what keys eachprincipal possesses.For ex-
ample,in a PKI environment,all protocolparties
know their own privatekey andthepublic keys of
the other principals,whereasin a symmetric-key
environmenttheprincipalshavesharedsecretkeys.
Hybrid systemsarealsopossible.

The metric function correspondsto the cost or
overheadof the protocol. An examplefor metric
designis to make themetriccorrespondto thetime
overheadof the protocol. In a systemsuchas a
smart-card,encryptioncanbefastwhile theband-
width betweenthecardandthecardreadermaybe
low, in which casethe metric function specifiesa
low costfor encryption,whereasthecostof send-
ing andreceiving messagesis high.

The metric function is requiredto be monoton-
ically increasingas the protocolcomplexity is in-
creasing.This requirementis necessaryduringthe
protocolgenerationphase,whereall theprotocols
up to a maximumcostthresholdaregenerated.

The metric function definesan orderingamong
theprotocolsgenerated.Thescreeneranalyzesthe
protocolsin the order of increasingcost,1 hence
the first correctprotocolhasa minimal cost-value
with respectto themetric function. Given a spec-
ification of securitypropertiesandsystemrequire-
ments,wesaythataprotocolis optimalif it hasthe
lowestcost-value with respectto the metric func-
tion amongprotocolsthatsatisfythesecurityprop-
ertiesandthesystemrequirements.

2.3 Notation

Weusethefollowing notationto describeprotocols
in thispaper.

LNMPO
aretheprincipals

QSR
is anoncegeneratedby

L
TUR

denotes
L

’s public key

TWVYXR denotes
L

’s privatekey

1All protocolsaresortedafterthegenerationstep,sincethe
generationmightnotgeneratethemin strictly increasingorder



TZR\[
denotes the secret (symmetric) key

which is sharedbetween
L

and
O

]_^a`_bdc
is theencryptionof messagê withO

’s public key

2.4 Protocol Representation

A protocoldefinesasequenceof actionsof thepar-
ticipatingparties.Theactionsincludesendingand
receiving messages.Messagesaredefinedby the
following grammar. Thegrammarcanbeeasilyex-
tendedif needed.

^fe_g_g_hijelkmkon Lqp�rtsvu�wyx{zN|}w�~t�_��p e{�
xt��rt|}w h p e | h p e{�

Lqp�rtsvu�w kmkon
Principalname

x
Nonce

x T e �
zN|}w�~��_��p e{��kmkon���^�e�gtg�hije M

Key �T e � kmkon
PublicKey

x
PrivateKeyx

SymmetricKey��rt|}w h p e | h p e{��kmkon�^�e�gtg�hije�� u g p
^�e�gtg_h�ije�� u g p kmkon�^�e�gtg�hije

x ^fe_g_g_hije M ^fe_g_g_hije�� u g p

Eachmessagecanbe representedasa treewith
the atomic messagesas leaves and operationsas
intermediatenodes. Figure 3 shows an example
for the message:

LNMPO�M ] LSMPO ` b c
. We definethe

depthof a messageasthe depthof the treerepre-
sentingthatmessage.For example,in Figure3 the
depthof themessagetreeis 4.

2.5 The Protocol Generator

Thepurposeof theprotocolgeneratoris to generate
candidateprotocolsthat satisfy the specifiedsys-
temrequirements.Intuitively, theprotocolspaceis
infinite. Hence,we needa way to limit thenumber
of candidateprotocolsgeneratedwhile notomitting
any potentialoptimalprotocols.

Our primary method to solve this problem is
to useiterative deepening, a standardsearchtech-
nique [RN95]. In each iteration, we set a cost
thresholdof protocols.We thensearchthroughthe
protocolspaceto generateall the protocolsbelow

Concat

A B Encr

Concat Kb

A B

Figure3: Exampleof a messagetreefor the mes-
sage:

LSMPO�M ] LNMPO ` b c

the given cost threshold. After sorting the proto-
cols,theprotocolscreenerteststhemin theorderof
increasingcost.If oneprotocolsatisfiesthedesired
properties,it is minimal with respectto the cost
metric and the generationprocesscanstop. Oth-
erwise,we increasethecostthresholdandgenerate
moreprotocols.

It is intuitiveandourexperimentsconfirmedthat
thenumberof protocolsgeneratedis exponentialin
the valueof the cost threshold. Hence,the proto-
col generatorcaneasilygeneratemillions of pro-
tocols. Sinceelaborateprotocolverification takes
on the order of 1 secondper protocol, it would
be impracticalfor theprotocolscreenerto analyze
all of theseprotocols. To make APG practicalwe
useefficient reductiontechniquesandheuristicsto
prune invalid candidateprotocolsearly to reduce
the numberof candidateprotocolspassedto the
protocolscreener. Most of thegeneratedprotocols
containseveresecurityflawswhichcanbedetected
with a simpleandmoreefficient verificationalgo-
rithm. Eachsecuritypropertythat is supportedby
the systemis thereforeaccompaniedby a pruning
algorithm(whichefficiently discardsmostseverely
flawed protocols)and a verification condition for
the screener. We give moredetail aboutthe prun-
ing algorithmsin thecasestudyin Section3.



2.6 The Protocol Screener

Theautomaticprotocolscreenerneedsto besound
andefficient. Givenacandidateprotocol,theproto-
col screenerhasto beableto examinetheprotocol
andtell whetherit is corrector not. The protocol
screeneris soundif whenit claimsthata protocol
satisfiescertainsecurityproperties,it is truethatthe
protocolreally doessatisfytheseproperties.Since
theprotocolgeneratorgeneratesthousandsof can-
didateprotocols,theprotocolscreenerneedsto be
highly efficientto find theoptimalprotocolin area-
sonableamountof time.

There are several existing tools for semi-
automaticand automaticprotocol analysis,such
as the NRL Analyzer [Mea94], the Interrogator
Model [Mil95], FDR [Low96], Mur � [MMS97],
and Brutus [CJM98]. Athena is a recently
introduced checker for security protocol analy-
sis[Son99]. Comparingto otherexistingautomatic
tools, Athenahasthe following two main advan-
tages:

� Athenahastheability to analyzeprotocolexe-
cutionswith any arbitraryconfiguration.Most
of otherexistingautomatictoolscanonly rea-
son about finite state space,which implies
thatthey canonly analyzeprotocolexecutions
with certainconfigurations,suchas two ini-
tiatorsandtwo responders.In contrast,when
Athenaterminates,it provides a proof that a
protocolsatisfiesits specifiedpropertyunder
any arbitraryprotocolconfiguration,or it gen-
eratesa counterexample if the propertydoes
nothold.

� Athena exploits many statespacereduction
techniqueswhich result in a highly reduced
statespace.

For thesereasons,we chooseto useAthenaas
the protocolscreener. During this project,Athena
hasverifiedtensof thousandsof protocolsandhas
establisheditself as a highly efficient and robust
tool for automaticprotocolanalysis.

Thefollowing is abrief overview of how Athena
works. Athenausesan extensionof the recently

proposedStrandSpaceModel [THG98] to repre-
sentprotocolexecution.Athenaincorporatesanew
logic that can expresssecurity propertiesinclud-
ing authentication,secrecy and propertiesrelated
to electroniccommerce.An automaticprocedure
enablesAthenato evaluatewell-formed formulae
in this logic. For a well-formed formula, if the
evaluationprocedureterminates,it will generatea
counterexampleif the formula is false,or provide
a proof if the formula is true. Evenwhenthepro-
ceduredoesnot terminatewhenwe allow any arbi-
trary configurationsof theprotocolexecution,(for
example,any numberof initiatorsandresponders),
terminationcouldbeforcedby boundingthenum-
ber of concurrentprotocol runs and the length of
messages,as is done in most existing automatic
tools.

Athenaalso exploits several statespacereduc-
tion techniques. Powered with techniquessuch
as backward searchand symbolic representation,
Athenanaturally avoids the statespaceexplosion
problemcommonlycausedby asynchronouscom-
position and symmetryredundancy. Athenaalso
hastheadvantagethat it caneasilyincorporatere-
sultsfrom theoremproving throughunreachability
theorems.By usingtheunreachabilitytheorems,it
canprunethe statespaceat an early stage,hence,
furtherreducethestatespaceexploredandincrease
the likely-hoodof termination. Thesetechniques
dramaticallyreducethestatespacethatneedsto be
explored.

3 CaseStudy: Automatic Genera-
tion of Authentication Protocols

In orderto gainpreliminaryexperiencewith APG,
we perform a casestudy with automaticgener-
ation of two-party mutual authenticationproto-
cols. Authenticationprotocolsareamongthemost
widely usedand intenselystudiedsecurityproto-
cols.Theircomplexity is suitablefor aninitial case
study, andthey areknown to be notoriouslydiffi-
cult to designcorrectlyandhenceagoodchallenge
[BAN89, Low96].

We use the agreementproperties proposed



by Gavin Lowe for authenticationprotocols as
the formal definition of the authenticationprop-
erty [Low97]. A protocolguaranteesa participantO

agreementfor a certainbinding �� if eachtime
a principal

O
completesa run of theprotocolasa

responderusing �� , supposedlywith
L

, thenthereis
auniquerunof theprotocolwith theprincipal

L
as

initiator using �� , supposedlywith
O

.
In this section,we first discussthe assumptions

we make in the casestudy. Then,we explain the
difficulties we encounteredin the casestudy and
describeour enhancementtechniquesto overcome
thedifficulties. Finally, we summarizetheexperi-
mentresultsandourfindings.

3.1 Assumptions

We initially analyzedhow many first messages
the initiator

L
can send, with a given depth

of the messagetree. Subsequently, we refer
to the two protocol principals as the initiatorL

and the responder
O

. Initially the initiator
knows the following atomicmessagecomponents:LSMPOZM T R M T VYXR M T [ M Q R

. With a messagedepth
of 4 the initiator cangenerateaboutonethousand
messages;and with a depthof 6, it can generate
about8 million messages.If atwo-partymutualau-
thenticationprotocolusesthreerounds,considering
1000possiblemessagesin eachroundwould leave
us with ����� protocols. A protocolscreenerwhich
analyzes20 protocolspersecond,would take over
1 year.

After theinitial estimate,wedecideto makecer-
tain assumptionsto keeptheprotocolspacesmall.
Wedonotintendtoprovethattheseassumptionsdo
not eliminatethe potentialoptimal protocol. But
we believe theseassumptionsare intuitively rea-
sonable. We list all the assumptionswe make in
thecasestudyasthefollowing:

� Messagecomponentsare typed. This allows
any participantto distinguisha noncefrom a
principalname,for example.

� In any concatenatedmessage,thereareno re-
dundantmessagecomponents,i.e.,

Q R M Q R
.

� No initial keys aresentin a message,sinceit
doesnotmakesenseto sendaprivatekey, and
we assumeevery principalknows all thepub-
lic keys. Sessionkeys generatedduring the
protocol run do not fall into this category of
authenticationprotocols.

� We assumethat the initiator’s nameneedsto
be in the first messagein a understandable
format to the responder, so that the respon-
derknows who to reply to. (This assumption
might not benecessarywhentheinitiator and
the responderhave a link betweenthemthat
is only usedto communicatebetweenthetwo
parties,althoughthis caseis not very general
sowedo not considerit here.)

� We do not considerpermutationsof themes-
sagecomponentsof aconcatenatedmessage.

Thelastpointreducestheprotocolspacetremen-
dously. Unfortunately, this optimizationmight re-
sult in missinga correctprotocol. This casecan
occur if the generatedprotocol is vulnerableto a
specificreplay attack,wherea messageof roundu

canbe replayedfor anothermessageof round �
(
u��n � ). In our currentimplementationof APG,

the protocol is rejectedandno permutationof the
messagecomponentsis considered.In the future,
however, wecoulddetectthiscaseandtry to repair
theprotocolthrougha messagereordering.

3.2 Adding the Pruning Algorithm to the
ProtocolGenerator

As we mentionedbefore,a näıve approachgener-
atesa largenumberof uninterestingcandidatepro-
tocols.In Table1 we show thatthenäıve approach
generatestensof thousandsof candidateprotocols
in therealexperiments.Generatinga largenumber
of flawedcandidateprotocolsrisks to renderAPG
impractical,sincethe runningtime of theprotocol
screenerwould be prohibitive. To deal with this
problem,we definea pruning algorithm for each
securityproperty, which efficiently prunesthema-
jority of the flawed protocols. This pruningalgo-
rithm can either operateon the messagelevel or



on the protocol level. A secrecy property, for in-
stance,canbeverifiedon themessagelevel, since
the secretvalue cannotbe disclosedpublically in
any message. In the caseof the authentication
property, however, thepruningalgorithmworkson
the protocol level, sinceit is difficult to definea
message-level pruning algorithm which doesnot
violate completeness(i.e. preserves correctproto-
cols).Toquicklydiscardflawedauthenticationpro-
tocols,weuseanintrudermodulewhichchecksfor
impersonationand simple replay attacks. As Ta-
ble 1 shows, thesetwo mechanismsreduce98 per-
centof thecandidateprotocolsin realexperiments.

Impersonation attempt

We usetwo intrudersto attackeachprotocol. The
intruder  �¡ triesto impersonatetheinitiator

L
, and

the other intruder  {¢ attemptsto impersonatethe
responder

O
. Bothintrudershavethepublickeysof

all theprincipalsin theirinitial information.If sym-
metricencryptionis used,theintruderscertainlydo
not obtainany of thesecretkeys. Then,  �¡ tries to
startasessionwith

O
impersonatingas

L
. If  �¡ can

get
O

to finish his sessionbelieving it is talking toL
, thentheprotocolis simplybroken.Similarly we

cancheckwhether  ¢ canimpersonateas
O

to fin-
ish a sessionwith

L
. Thepurposefor this attackis

simply to checkwhethercorrectandnecessaryen-
cryptionsareused. It doesnot involve any replay
attackandmultiple protocolrun andhenceis very
efficient.

Preventing simple replay attacks

Now welook atasimplereplayattack.After apro-
tocol sessionof an initiator

L
anda responder

O
,

anintruder   storesall themessagessentin theses-
sion. Then,   tries to re-sendthe packets to

O
to

impersonateas
L

. If   cantrick
O

to finish its ses-
sion believing it is talking to

L
, thenthe protocol

is flawedandis discarded.Similarly,   canlaunch
thesimplereplayattackto

L
aswell. Thepurpose

for this attackis just to checkwhethernoncesare
usedin a correctway. Theintruderdoesnot try to
encryptor decryptmessagesor alter the received

messagesandhenceis veryefficient.

3.3 Testing and Impr oving the Protocol
Screener

There are two main challengesfor the protocol
screener. First, the protocol screenerneedsto be
sound. If the protocol screeneroutputsa flawed
protocol, the automaticprotocolgenerationis not
trustworthy. Second,theprotocolscreenerhastobe
efficient becausepotentiallytheprotocolgenerator
couldgeneratethousandsof candidateprotocols.

Hence,onepoint worth mentioningis that this
researchalsoserves a secondpurpose:a real test
for Athena. As far as shown in previous litera-
ture,mostof theautomatictoolsfor protocolanal-
ysis have only beentestedwith a handful testing
protocolsandthe testingprotocolsaremainly ex-
isting human-designedprotocols. The candidate
protocolsgeneratedby the protocol generatorare
purely machine-generatedfrom a large protocol
space,and hence,could potentially containmore
misbehavior anddifficult errors.Therefore,thisis a
goodtestfor thesoundnessof bothdesignandim-
plementationof Athena. During the experiments,
theprotocolgeneratorgeneratesthousandsof can-
didate protocols. Therefore,this is also a good
test for the performanceof Athena. As a sanity
check, we also manually analyzedthe protocols
which Athenaprovedcorrect.We werenot ableto
find errorsin theseprotocols.On average,Athena
verifiesaround5 protocolspersecond,basedon a
400MHz PentiumII Linux workstation.

3.4 Summary of the Experiment Results

Effectivenessof the ReductionTechniques

In this experiment,we usea simple, linear met-
ric function. Each operation has a unit-cost.
The cost value of a protocol is the sum of the
costs of all the protocol operationsand compo-
nents. We chooseUNIT ELEMENT COST

n �
(cost to send a nonce or a principal name),
and NEW NONCE COST

n � (cost to
generate a new nonce). For symmetric-key
protocols SYM ENCRYPTION COST

n £



(cost to encrypt a messagewith a symmet-
ric key), and for asymmetric-key protocols
ASYM ENCRYPTION COST

n £
(cost to

encryptamessagewith anasymmetrickey).

Table1 shows thestatisticsfor theprotocolgen-
eration.Thecostthresholdis 10for symmetric-key
authenticationprotocolsand14for asymmetric-key
protocols.Thecolumnlabeled“Generated”shows
how many protocolswere initially generatedwith
thecorrespondingcostthresholdwithout applying
the intruder reduction. The table depictsthe ef-
fectivenessof theimpersonatorandreplayattacks.
The column marked “I.A.” shows the numberof
protocolsthatareeliminatedby the impersonation
attack. Similarly, the “R.A.” column depictsthe
numberof protocolsthat arevulnerableto the re-
play attack. The combinationof the two attacks
is quite efficient (shown in the “Combined” col-
umn) and leavesabout2% of candidateprotocols
for thesymmetriccaseand0.2%for theasymmet-
ric case(shown in the “Candidate”column). The
runningtime for the protocolgenerationis on the
order of 1 secondfor every 2000 protocolsgen-
eratedwhich includesthe pruning algorithm(this
numberis basedon our Java implementation,exe-
cutedby theJVM of theSunJDK 1.1.7,runningon
a400MHz PentiumII Linux workstation).

Our Findings of the Protocols

Continuingthe experimentfrom the previous sub-
section,Athenaanalyzedthe remainingcandidate
protocolsandoutput2 correctsymmetric-key pro-
tocols,which have the minimum cost10. Among
the110asymmetric-key protocols,only 1 is correct
andhasthe minimal cost14. The threeprotocols
arelistedbelow:

� Symmetric-key mutual authenticationproto-
cols.

¤¦¥#§�¨�§j©�§«ª k L¬®O k Q R MPL
Oa¬®L k«] QSR M Q¯[ MPL ` b±° c
L¬®O k Q [

¤²¥�§�¨�§j©�§«ª k L³¬´O k Q¯R MPL
Oµ¬´L k¶] Q¯R M Q·[ MPO ` b±° c
L³¬´O k Q·[

The standardsymmetrickey mutual authen-
tication protocol using random numbersis
documentedin ISO/IEC 9798[Int93] as ISO
Symmetric-Key Three-Pass Mutual Authenti-
cationProtocol:

¤²¥�§�¨�§j©�§«ª k L³¬´O k Q¯R MPL
Oµ¬´L k¶] Q¯R M Q·[ MPO ` b±° c
L³¬´O k¶] Q R M Q [ `_b ° c

Our automatically-generated protocols are
clearlysimplerthantheonelistedasISOstan-
dardwith respectof servingthesamepurpose
asmutualauthenticationprotocol.

� Asymmetric-key mutualauthenticationproto-
cols.

¤²¥#§�¨¸§j©�§«ª k L¬®O k«] Q¯R MPL ` b c
Oa¬®L k«] Q R M Q [ MPO `_b °
L¬®O k Q·[

This protocolhappensto be the sameas the
fixed version of Needham-Schroederproto-
col [Low96], exceptfor that the last message
is not encrypted. This is becausewe do not
have the secrecy requirementin the security
propertyspecification.

Although intuitive, anotherinterestingresult from
the statisticsis that the numberof correctproto-
colscomparingto theprotocolsthathave thesame
cost is very low. For example,in this casestudy,
theratioof generatedprotocolsto correctprotocols
is around ��� Vº¹ . This ratio decreaseswhenwe in-
creasethecostthreshold.

Optimal Protocols

In this experiment,we experimentwith two ex-
tremecasesof the metric function to seehow we
canbenefitfrom theautomaticprotocolgeneration
to generateoptimalprotocols.



Type Max Cost Generated I.A. R.A. Combined Candidates Correct

Symmetric 10 19856 12098 18770 19449 407 2
Asymmetric 14 46518 46378 40687 46408 110 1

Table1: ExperimentStatisticsfor protocolgeneration.I.A. standsfor impersonationattackandR.A. for
replayattack

In the first case, we consider a smart-card,
which hasa built-in cryptographicacceleratorand
hence,canperformfastencryption/decryption op-
erations. But the smart-cardhas a slow link to
the card reader. In this case,we set the cost of
encryptionmuch lower than the bandwidthcost
(UNIT ELEMENT COST in the specification).
With this metric function,we find onesymmetric-
key authenticationprotocolwith minimumcost:

¤²¥#§�¨¸§j©�§«ª k L»¬®O k¶] Q¯R MPL ` b±° c
Oµ¬´L k¶] Q¯R M Q·[ ` b±° c
L»¬®O k Q [

In the secondcase,we considera slow machine
with afastlink, wherethecryptographicoperations
are the bottleneck. In this case,we set the band-
width costmuchlower thantheencryptioncostin
the metric function. Hence,we get the following
two optimalsymmetric-key protocols.

¤²¥�§�¨�§j©�§«ª k L»¬´O k Q¯R MPL
O¼¬´L k«] Q¯R M Q¯[ MPL ` b±° c
L»¬´O k Q·[

¤¦¥#§�¨¸§½©�§«ª k L³¬®O k Q¯R MPL
Oa¬®L k¶] Q¯R M Q·[ MPO ` b±° c
L³¬®O k Q·[

It is interestingto noticethat the two protocolsin
thefirst caseuseonemoreencryptionthanthetwo
protocolsin the secondcase,while the messages
areshorter. We canseea clearbenefitfrom auto-
maticprotocolgeneration,sincetheprotocolsgen-
eratedsuit thesystemrequirementsideally.

For theasymmetric-key protocol,in both cases,
the automaticprotocol generationfinds the same

protocolastheoptimalprotocol.Theresultingpro-
tocol is the sameas the asymmetric-key protocol
listedin theprevioussubsection.

4 Discussionand Futur e Work

The approachof automatic protocol generation
soundsattractive, but it is initially unclearwhether
it is feasibleto generatemeaningfuland correct
protocolsautomatically. Onegoal of this research
is to try to answer this question. During the
casestudy, we were able to generatecorrectau-
thenticationprotocolsautomaticallyand someof
themweredocumentedbeforeandarecurrentlyin
use.Theautomaticprotocolgenerationprocessfor
authenticationprotocolsis efficient, usually only
takesmatterof secondsof runningtime. This illus-
tratesthat theapproachof automaticprotocolgen-
erationis feasible.

The casestudyis a proof of conceptandshows
thatautomaticprotocolgenerationcanaccomplish
simple tasks,but it sayslittle aboutwhetherthis
approachwill scaleup to more complicatedpro-
tocols. Sincethe protocol spacegrows exponen-
tially with the numberof partiesand the number
of messages,we expect that the numberof candi-
dateprotocols,generatedby theprotocolgenerator
in morecomplicatedcases,canbeordersof magni-
tudeslarger thanthenumbersthatappearedin the
experiments.It is an interestingresearchdirection
to explore more powerful reductiontechniquesto
make thisapproachscale.

Thecasestudymainly coverstheauthentication
securityproperty. Therearemany otherinteresting
securitypropertiesincluding propertiesrelatedto
electroniccommerce,suchasatomicity. We need
to extendoursystemto handletheseproperties.For
example,new reductiontechniquesareneededfor



theprotocolgenerator. Athenaterminatedandsuc-
cessfullyanalyzedall thecandidateprotocolsgen-
eratedin the casestudy for authenticationproto-
cols. But for protocolsrequiringotherproperties,
we mightneedto addnew unreachabilitytheorems
to enhanceAthena.

Currently, in the protocol analysis,we assume
perfect encryption. The perfect-encryptionas-
sumptionstatesthat a ciphertext can only be de-
cryptedif thedecryptionkey is present,andsimi-
larly, a ciphertext canonly be producedif the en-
cryption key is present. Researchershave been
exploring protocols which are resistant against
strongerattacks,suchas dictionary attacks. It is
also interestingto try to strengthenthe attacker
modelin thecurrentapproachto producestronger
protocols.

5 Conclusion

Themainpointsof thepaperarethefollowing:

� We presentthe novel approachof automatic
generationof security protocols. With a
user-definedspecificationof securityproper-
tiesandthesystemrequirements,includinga
systemmetric function, APG generatesmin-
imal protocolsthat satisfythe specifiedsecu-
rity propertiesandsystemrequirements,min-
imal with respectto themetric function. This
approachisasignificantimprovementoverthe
currentprotocoldesignprocess,becauseit is
more reliable, efficient, and producesproto-
cols that suit the given systemrequirements
ideally.

� We perform a casestudy on the automatic
generationof two-party mutual authentica-
tion protocols for proof of conceptand to
gain experiencewith APG. During the case
study, APG automaticallygeneratesprotocols
thataresimplerthanthedocumentedstandard
ones. In two examplesfrom the real world,
APG is alsoableto generatedifferentoptimal
protocolswith respectto varyingmetric func-
tions,andhence,demonstrateits benefit.
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