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Abstract

This paper describesautomatic protocol gener-

tion (APG for short), a novel mehanismto gen-
erate securityprotocolsautomatically With APG,
the protocoldesignelinputsthe specificatiorof the
desied securitypropertiesand the systenrequire-

ments. The systenrequiementsinclude a metric
function which specifiesthe cost or overheadof

protocol primitives,which definesan orderingover

protocolswith respecto themetricfunction.Based
on this ordering APG exploresthe protocol space
andoutputsthecorrectprotocolwhich hasminimal

costwith respecto the metricfunction,aswell as
satisfieghesecuritypropertiesand systenrequire-

ments.

TheAPG appoadc hassereral advantgesover
thecurrentprotocoldesignprocesslt is fully auto-
matic,andhence more eficientthana manualpro-
cess.Theprotocolsgeneatedby APG offer higher
confidencebecausdhey are verifiedby a powerful
protocol analyzer Anothersignificantadvantage
is that, becauseAPG seach through the protocol
spacen theorder of increasingcostwith respecto
the metric function, APG geneatescorrect proto-
colswith minimalcostwhich ideally suitthesystem
requirments.Furthermoe, APGis flexible in the
sensdhatit canhandledifferentsecurityproperties
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anddifferentsystenrequirements.

To gain experiencewith APG, we conducta
case study on the automatic genegtion of two-
party, mutual authenticationprotocols. In one
experiment,APG geneates authenticationproto-
cols that are simpler than the standad protocols
documentedn the literature (i.e., ISO standads
[Int93]). In another experiment, the automatic
protocol geneation geneates different protocols
with minimal costfor varying requirementshence
demonstating its capability to producehigh qual-
ity protocols.

1 Intr oduction

The exponentialgrowth of the Internetand elec-
tronic commercebrings not only prosperity but
also vulnerability Numerousattacksposea real
challengeto different aspectsof security mecha-
nisms. Among thesesecurity mechanismssecu-
rity protocolsplay anessentiafole. They usecryp-
tographicprimitives as building blocksto achieve
securitygoalssuchasauthenticationconfidential-
ity, and integrity. New applicationsand systems
eagerlydemandsecurityprotocolssuitableto their
systemrequirementsUnfortunately designingse-
curity protocolsis a delicatetask and experience
shaws that securityprotocolsare notoriouslyhard
to getright [BAN89, Low96]. This naturallyraises
the questionwhetherthe currentsecurity protocol
designprocesds satishctory If the answeris no,
how canwe improve it?

The currentprocessf finding a solutionis usu-



ally ad-hocandinvolves little formalism, and al-
mostno mechanicabssistanceSucha designpro-
cesss notsatisactoryfor thefollowing reasons:

e Errorprone. Securityprotocolsare intricate
andattaclersarepowerful.

— If the designerhaslimited experience,
it is likely that the security protocol is
flawed. Evidenceshaws thatevenwhen
securityprotocolsaredesignedvith care
andexaminedintensely(even over time
of years)they canstill befundamentally
flawed.

— Due to the lack of formalism and me-
chanicalassistancemanually designed
protocols often suffer from the fact
thatthey containundocumentedssump-
tions. Sincethe implementationmight
not respectheseassumptiongheresult-
ing protocolsmight beinsecure/flaved.

— Without proofs, theseprotocolscannot
give ary guaranteen satisfyingthe de-
sired security properties,and hencede-
gradethelevel of confidence.

e Non-optimal. Suchdesignedprotocolsmay
containunnecessaryperations. Simply be-
causethedesignercannotsearchalarge num-
berof candidatesshemaynotfind theoptimal

protocol for the given systemrequirements.

Moreover, conserative designersmight put
unnecessargperationgustto play safe.

e |nefficientandExpensve. The currentdesign
processs oftenslow. It canbe a seriousbot-
tleneckof the projectandseverelydelayprod-
uct development. If the protocolis flawed,
high costsmightincur, dueto forcedredesign,
updateplans,or liability claims.

In this paperwe presentiutomaticprotocolgen-
eration, APG for short, a mechanismwhich ad-
dressesheseshortcomingsWith automaticproto-
col generationthe protocol designerspecifiesthe
desiredsecurity properties,suchas authentication
and secreg, and systemrequirementsj.e., sym-
metric or asymmetricencryption/decryon, low

bandwidth. A protocol geneator then generates
candidatesecurityprotocolswhich satisfythe sys-

tem requirements. In the final step, a protocol

screeneranalyzeshe candidaterotocols discards
theflawed protocols andoutputsthe correctproto-

colsthatsatisfythe desiredsecurityproperties.

Ourapproactprovidesseveraladvantages:

e Automatic. The protocol designerspecifies
thesecuritypropertiesandthesystenrequire-
ments. The remainingprocessis fully auto-
matic.

e High Confidence. Sincethe input specifica-
tions are written in a well-definedspecifica-
tion languageandthe automaticprotocolgen-
erationis fully mechanicalthereareno hid-
denassumptionsn contrasto themanualde-
signprocessTheprotocolscreenehasapow-
erful enginewhich canautomaticallygenerate
aproofif aprotocolis correct,or acounters-
ampleotherwise.

e High Quality The userdefined systemre-
quirementsincludesa metric function which
specifiesthe cost or overheadof a protocol.
APG tries to generatecorrectprotocolswith
minimal costwith respecto the metric func-
tion hencesuits the systemrequirementghe
best.

¢ Flexible. Theapproactworksfor differentse-
curity propertiessystenrequirementsandat-
tacker models.

The remainderof this paperis organizedasfol-
lows. We begin with an overvien of the general
framavork and requirementsof APG. Next, we
presenta casestudyof automaticgeneratiorof au-
thenticationprotocols. In our casestudy we shav
how we dealwith the arising difficulties to make
APG feasible. Following the casestudy we dis-
cusssomeof thelimitationsof APG, aswell asthe
insightsandresultsof the casestudyandtheinter
estingdirectionsfor further research.Finally, we
summarizehe contritutionsof this paper



2 General Framework and Re-
quirementsfor APG

In this section,we first give an overvien of the
generalframeavork of APG. Then,we statethe re-
guirementsof eachcomponentand give morede-
tails aboutour designandimplementatiorof these
components.

2.1 Overview

At a high level, APG is, as Figure 1 shaws, a
pipelinecomposedf anautomatigrotocolgener
atorandanautomatigrotocolscreenerin general,
the procesf APG hasfour stages First, the pro-
tocol designerspecifiesthe desiredsecurity prop-
ertiesand systemrequirementsasinput. Second,
the protocol generatorsearcheghrough the pro-
tocol spaceandgenerategandidateprotocolsthat
satisfythesystenrequirementsThird, theprotocol
screeneanalyzeghe candidateprotocols. Finally,
the flawed protocolsare discardedandthe correct
onesthatsatisfythe desiredsecuritypropertiesare

output.
Protocol Protocol
Generator Screener

Figurel: APG overview
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2.2 Input Specification

Our specificationlanguagedefines the security
properties,including authentication,secreg and
other propertiesrelatedto electroniccommerce.
The systemrequirementsare specifiedasa metric
functionanda specificatiorof theinitial setup.The
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Figure2: APG dataflow

initial systemconfigurationdefineswhich crypto-
graphic primitives are available to the principals
and what keys eachprincipal possessesFor ex-

ample,in a PKI ervironment,all protocol parties
know their own privatekey andthe public keys of

the other principals, whereasin a symmetric-ley

environmentthe principalshave sharedsecrekeys.

Hybrid systemsarealsopossible.

The metric function correspondgo the costor
overheadof the protocol. An examplefor metric
designis to make the metriccorrespondo thetime
overheadof the protocol. In a systemsuchasa
smart-cardgncryptioncanbe fastwhile the band-
width betweerthe cardandthe cardreademaybe
low, in which casethe metric function specifiesa
low costfor encryption,whereaghe costof send-
ing andreceving messages high.

The metric functionis requiredto be monoton-
ically increasingasthe protocol compleity is in-
creasing.This requirementis necessaryluringthe
protocolgeneratiorphase whereall the protocols
up to amaximumcostthresholdaregenerated.

The metric function definesan orderingamong
the protocolsgeneratedThe screeneanalyzeshe
protocolsin the order of increasingcost! hence
the first correctprotocolhasa minimal cost-\alue
with respecto the metric function. Given a spec-
ification of securitypropertiesandsystemrequire-
mentswe saythata protocolis optimalif it hasthe
lowest cost-walue with respectto the metric func-
tion amongprotocolsthatsatisfythe securityprop-
ertiesandthe systenrequirements.

2.3 Notation

We usethefollowing notationto describegorotocols
in this paper

A, B aretheprincipals
N4 isanoncegeneratedyy A
K 4 denotesA’s public key

K ;' denotesA’s privatekey

LAl protocolsaresortedafterthegeneratiorstep sincethe
generatiommightnotgeneratéhemin strictly increasingorder



Ksp denotesthe secret (symmetric) key
whichis sharedbetweend andB

{M} K, is theencryptionof messagé/ with
B’spublickey

2.4 Protocol Representation

A protocoldefinesasequencef actionsof the par
ticipating parties. The actionsincludesendingand
receving messagesMessagesre definedby the
following grammar Thegrammaranbeeasilyex-
tendedf needed.

Message ::= Atomic | Encrypted
| Concatenated
Atomic ::= Principalname| Nonce| Key
Encrypted ::= (Message, Key)
Key ::= PublicKey | Privatekey
| Symmetriclgy
Concatenated ::= Message List
Message List ::= Message
| Message, Message List

Eachmessageanbe represente@sa tree with
the atomic messagess leaves and operationsas
intermediatenodes. Figure 3 shavs an example
for the messageA, B, {A, B} k,. We definethe
depthof a messagasthe depthof the treerepre-
sentingthat messagekor example,in Figure3 the
depthof themessagéreeis 4.

2.5 The Protocol Generator

Thepurposeof the protocolgeneratois to generate
candidateprotocolsthat satisfy the specifiedsys-
temrequirementsintuitively, the protocolspacds
infinite. Hence we needaway to limit the number
of candidateorotocolsgeneratedvhile notomitting
ary potentialoptimalprotocols.

Our primary methodto solwe this problem is
to useiterative deepeninga standardsearchtech-
nique [RN95]. In eachiteration, we set a cost
thresholdof protocols.We thensearchthroughthe
protocolspaceto generateall the protocolsbelow

Figure 3: Exampleof a messagéreefor the mes-
sage:A, B,{A,B}k,

the given costthreshold. After sortingthe proto-
cols,theprotocolscreeneteststhemin theorderof
increasingcost. If oneprotocolsatisfieghedesired
properties,it is minimal with respectto the cost
metric and the generationprocesscan stop. Oth-
erwise,we increasdhe costthresholdandgenerate
moreprotocols.

It is intuitive andour experimentonfirmedthat
thenumberof protocolsgenerateds exponentialin
the value of the costthreshold. Hence,the proto-
col generatorcan easily generatemillions of pro-
tocols. Sinceelaborateprotocol verification takes
on the order of 1 secondper protocol, it would
beimpracticalfor the protocolscreeneto analyze
all of theseprotocols. To make APG practicalwe
useefficient reductiontechniquesandheuristicsto
pruneinvalid candidateprotocolsearly to reduce
the numberof candidateprotocolspassedio the
protocolscreenerMost of the generategbrotocols
containseveresecurityflaws which canbedetected
with a simpleandmore efficient verificationalgo-
rithm. Eachsecuritypropertythatis supportecby
the systemis thereforeaccompaniedby a pruning
algorithm(which efficiently discardamostseverely
flawed protocols)and a verification condition for
the screener We give more detail aboutthe prun-
ing algorithmsin the casestudyin Section3.



2.6 The Protocol Screener

Theautomaticprotocolscreeneneedgo be sound
andefficient. Givenacandidatgrotocol,theproto-
col screenehasto be ableto examinethe protocol
andtell whetherit is corrector not. The protocol
screeneis soundif whenit claimsthata protocol
satisfiesertainsecuritypropertiesit istruethatthe
protocolreally doessatisfytheseproperties.Since
the protocolgeneratogenerateshousand®f can-
didateprotocols,the protocolscreeneneeddo be
highly efficientto find the optimalprotocolin area-
sonableamountof time.

There are several existing tools for semi-
automaticand automatic protocol analysis, such
as the NRL Analyzer [Mea94, the Interrogator
Model [Mil95], FDR [Low96], Mury [MMS97],
and Brutus [CIM98. Athena is a recently
introduced checler for security protocol analy-
sis[Son99. Comparingto otherexisting automatic
tools, Athenahasthe following two main advan-
tages:

¢ Athenahastheability to analyzeprotocolexe-
cutionswith ary arbitraryconfiguration. Most
of otherexisting automatidoolscanonly rea-
son about finite state space,which implies
thatthey canonly analyzeprotocolexecutions
with certainconfigurations,suchas two ini-
tiatorsandtwo respondersin contrastwhen
Athenaterminatesijt providesa proof thata
protocol satisfiesits specifiedpropertyunder
ary arbitraryprotocolconfigurationor it gen-
eratesa countergampleif the propertydoes
not hold.

e Athenaexploits mary state spacereduction
techniqueswhich resultin a highly reduced
statespace.

For thesereasonswe chooseto use Athenaas
the protocol screener During this project, Athena
hasverified tensof thousand®f protocolsandhas
establishedtself as a highly efficient and robust
tool for automatigorotocolanalysis.

Thefollowing is abrief overvien of how Athena
works. Athenausesan extensionof the recently

proposedStrandSpaceModel [THG98] to repre-
sentprotocolexecution.Athenaincorporates nev
logic that can expresssecurity propertiesinclud-
ing authenticationsecreg and propertiesrelated
to electroniccommerce. An automaticprocedure
enablesAthenato evaluatewell-formed formulae
in this logic. For a well-formed formula, if the
evaluationprocedurgerminatesjt will generatea
counter@ampleif the formulais false,or provide
aproof if theformulais true. Evenwhenthe pro-
ceduredoesnotterminatewhenwe allow ary arbi-
trary configurationsof the protocolexecution,(for
example,ary numberof initiatorsandresponders),
terminationcould be forcedby boundingthe num-
ber of concurrentprotocol runs and the length of
messagesas is donein most existing automatic
tools.

Athenaalso exploits several statespacereduc-
tion techniques. Powered with techniquessuch
as backward searchand symbolic representation,
Athenanaturally avoids the statespaceexplosion
problemcommonlycausedy asynchronousom-
position and symmetryredundang Athenaalso
hasthe advantagethatit caneasilyincorporatere-
sultsfrom theoremproving throughunreachability
theorems By usingthe unreachabilitytheoremsit
canprunethe statespaceat an early stage hence,
furtherreducethestatespaceexploredandincrease
the likely-hood of termination. Thesetechniques
dramaticallyreducethe statespacehatneedgo be
explored.

3 CaseStudy: Automatic Genera-
tion of Authentication Protocols

In orderto gainpreliminaryexperiencewith APG,
we perform a casestudy with automaticgener
ation of two-party mutual authenticationproto-
cols. Authenticationprotocolsareamongthe most
widely usedand intenselystudiedsecurity proto-
cols. Theircomplity is suitablefor aninitial case
study andthey areknown to be notoriouslydiffi-
cultto designcorrectlyandhencea goodchallenge
[BAN89, Low96].

We use the agreementproperties proposed



by Gavin Lowe for authenticationprotocols as
the formal definition of the authenticationprop-
erty [Low97]. A protocolguarantees participant
B agreementfor a certainbinding Z if eachtime
a principal B completesa run of the protocolasa
respondeusing, supposedlyvith A, thenthereis
auniquerunof the protocolwith theprincipal A as
initiator usingZ, supposediwith B.

In this section,we first discussthe assumptions
we malke in the casestudy Then,we explain the
difficulties we encounteredn the casestudy and
describeour enhancemerntechniquegto overcome
the difficulties. Finally, we summarizehe experi-
mentresultsandour findings.

3.1 Assumptions

We initially analyzedhow mary first messages
the initiator A can send, with a given depth
of the messagetree. Subsequently we refer
to the two protocol principals as the initiator
A and the responderB. Initially the initiator
knows the following atomicmessageomponents:
A,B,Ka, K, Kp,Na. With a messagedepth
of 4 the initiator cangenerateaboutone thousand
messagesand with a depthof 6, it cangenerate
about8 million messagedf atwo-partymutualau-
thenticatiorprotocoluseghreeroundsconsidering
1000possiblemessagem eachroundwould leave
us with 10° protocols. A protocolscreenemwhich
analyze<20 protocolsper secondwould take over
lyear

After theinitial estimateye decideto male cer
tain assumption$o keepthe protocolspacesmall.
Wedonotintendto prove thattheseassumptiongo
not eliminate the potential optimal protocol. But
we believe theseassumptionsare intuitively rea-
sonable. We list all the assumptionsve male in
the casestudyasthefollowing:

e Messagecomponentsaretyped. This allows
ary participantto distinguisha noncefrom a
principalname for example.

e In ary concatenatethessagetherearenore-
dundantmessageomponents,e., N4, N4.

e No initial keys aresentin a messagesinceit
doesnot make sensdo senda privatekey, and
we assumeevery principalknows all the pub-
lic keys. Sessionkeys generatedduring the
protocol run do not fall into this cateyory of
authenticatiorprotocols.

¢ We assumehat the initiator’'s nameneedsto
be in the first messagdn a understandable
format to the responderso that the respon-
derknows who to reply to. (This assumption
might not be necessaryhenthe initiator and
the respondehave a link betweenthemthat
is only usedto communicatéetweenhetwo
parties,althoughthis caseis not very general
sowe do not considerit here.)

¢ We do not considerpermutationf the mes-
sagecomponent®f a concatenatethessage.

Thelastpointreducesheprotocolspacdremen-
dously Unfortunately this optimizationmight re-
sult in missinga correctprotocol. This casecan
occurif the generatedorotocolis vulnerableto a
specificreplay attack, wherea messageof round
1 canbe replayedfor anothermessagef round j
(z # 7). In our currentimplementationof APG,
the protocolis rejectedand no permutationof the
messageomponentss considered.In the future,
however, we coulddetectthis caseandtry to repair
the protocolthrougha messageeordering.

3.2 Adding the Pruning Algorithm to the
Protocol Generator

As we mentionedbefore,a ndve approachgener
atesa large numberof uninterestingcandidateoro-
tocols.In Tablel we shav thatthe nave approach
generatesensof thousand®f candidateprotocols
in therealexperiments Generatingalarge number
of flawed candidateprotocolsrisksto renderAPG
impractical,sincethe runningtime of the protocol
screenemwould be prohibitive. To deal with this
problem,we definea pruning algorithm for each
securityproperty which efficiently prunesthe ma-
jority of the flawed protocols. This pruningalgo-
rithm can either operateon the messagdevel or



on the protocollevel. A secreg property for in-
stancecanbe verified on the messagédevel, since
the secretvalue cannotbe disclosedpublically in
ary message. In the caseof the authentication
property however, the pruningalgorithmworkson
the protocol level, sinceit is difficult to definea
message-iel pruning algorithm which doesnot
violate completenes§i.e. preseres correctproto-
cols). To quickly discardflawedauthenticatiompro-
tocols,we useanintrudermodulewhich checkgor
impersonationand simple replay attacks. As Ta-
ble 1 shaws, thesetwo mechanismseduced8 per
centof the candidategprotocolsin realexperiments.

Impersonation attempt

We usetwo intrudersto attackeachprotocol. The
intruderI; triesto impersonateheinitiator A, and
the otherintruder I attemptsto impersonatehe
respondeBB. Bothintrudershave thepublickeys of
all theprincipalsin theirinitial information.If sym-
metricencryptionis used theintruderscertainlydo
not obtainary of the secretkeys. Then, I triesto
startasessiorwith B impersonatin@sA. If I; can
get B to finish his sessiorbelieving it is talking to
A, thentheprotocolis simply broken. Similarly we
cancheckwhetherlz canimpersonatasB to fin-
ish asessiorwith A. Thepurposefor this attackis
simply to checkwhethercorrectandnecessargn-
cryptionsareused. It doesnot involve ary replay
attackandmultiple protocolrun andhenceis very
efficient.

Preventing simplereplay attacks

Now welook atasimplereplayattack.After apro-
tocol sessiorof aninitiator A anda respondei,
anintruder! storesall themessagesentin theses-
sion. Then, I triesto re-sendthe pacletsto B to
impersonat@sA. If I cantrick B to finishits ses-
sion believing it is talking to A, thenthe protocol
is flawed andis discarded.Similarly, I canlaunch
thesimplereplayattackto A aswell. The purpose
for this attackis just to checkwhethernoncesare
usedin a correctway. Theintruderdoesnottry to
encryptor decryptmessagesr alter the receved

messageandhences very efficient.

3.3 Testing and Improving the Protocol
Screener

There are two main challengesfor the protocol
screener First, the protocol screenemneedsto be
sound. If the protocol screenemutputsa flawed
protocol, the automaticprotocol generations not
trustworthy. Secondtheprotocolscreenehasto be
efficient becauseotentiallythe protocolgenerator
couldgeneratehousandsf candidaterotocols.

Hence,one point worth mentioningis that this
researchalsosenes a secondpurpose:a real test
for Athena. As far as shavn in previous litera-
ture, mostof the automatictools for protocolanal-
ysis have only beentestedwith a handfultesting
protocolsandthe testing protocolsare mainly ex-
isting human-designegbrotocols. The candidate
protocolsgenerateddy the protocol generatorare
purely machine-generateffom a large protocol
space,and hence,could potentially containmore
misbehaior anddifficult errors.Thereforethisis a
goodtestfor the soundnessf both designandim-
plementationof Athena. During the experiments,
the protocolgeneratogenerateshousand®f can-
didate protocols. Therefore,this is also a good
testfor the performanceof Athena. As a sanity
check, we also manually analyzedthe protocols
which Athenaproved correct.We werenot ableto
find errorsin theseprotocols. On average Athena
verifiesaround5 protocolsper secondbasedon a
400MHz Pentiumll Linux workstation.

3.4 Summary of the Experiment Results
Effectivenessof the Reduction Techniques

In this experiment,we use a simple, linear met-
ric function. Each operation has a unit-cost.
The cost value of a protocol is the sum of the
costsof all the protocol operationsand compo-
nents. We chooseUNIT_ELEMENT _COST= 1
(cost to send a nonce or a principal name),
and NEW_NONCE_COST = 1 (cost to
generatea new nonce). For symmetric-ley
protocols SYM_ENCRYPTION COST = 3



(cost to encrypt a messagewith a symmet-
ric key), and for asymmetric-ky protocols
ASYM_ENCRYPTION_COST = 3 (cost to
encrypta messagevith anasymmetridkey).

Tablel shaws the statisticsfor the protocolgen-
eration.Thecostthresholds 10for symmetric-ley
authenticatiomprotocolsand14for asymmetric-ky
protocols.The columnlabeled‘Generated’shavs
how mary protocolswereinitially generatedvith
the correspondingostthresholdwithout applying
the intruder reduction. The table depictsthe ef-
fectivenes=f theimpersonatoandreplayattacks.
The column marked “I.A.” shavs the numberof
protocolsthatareeliminatedby theimpersonation
attack. Similarly, the “R.A.” column depictsthe
numberof protocolsthat are vulnerableto the re-
play attack. The combinationof the two attacks
is quite efficient (shavn in the “Combined” col-
umn) and leaves about2% of candidateprotocols
for the symmetriccaseand0.2%for theasymmet-
ric case(shawvn in the “Candidate”column). The
runningtime for the protocolgenerationis on the
order of 1 secondfor every 2000 protocolsgen-
eratedwhich includesthe pruning algorithm (this
numberis basedon our Java implementationgxe-
cutedby theJVM of theSunJDK 1.1.7,runningon
a400MHz Pentiumll Linux workstation).

Our Findings of the Protocols

Continuingthe experimentfrom the previous sub-

section,Athenaanalyzedthe remainingcandidate
protocolsandoutput2 correctsymmetric-ley pro-

tocols, which have the minimum cost10. Among

thell0asymmetric-ky protocolsonly 1is correct
andhasthe minimal cost14. The threeprotocols
arelistedbelow:

e Symmetric-lkey mutual authenticationproto-

cols.
Protocol : A— B:Nyg A
B = A: {NA,NB,A}KAB
A— B: NB

Protocol : A— B:NyA
B—)A:{NA,NB,B}KAB

A—)B:NB

The standardsymmetrickey mutual authen-
tication protocol using random numbersis
documentedn ISO/IEC 9798[Int93] asISO
Symmetric-&y Three-Rss Mutual Authenti-
cationProtocot

A—)B:NA,A
B%A:{NA,NB;B}KAB
A—)B:{NA,NB}KAB

Protocol :

Our automatically-generate protocols are
clearlysimplerthantheonelistedasISO stan-
dardwith respecbf servingthe samepurpose
asmutualauthenticatiorprotocol.

¢ Asymmetric-lkey mutualauthenticatiorproto-
cols.

Protocol : A — B:{Ny, A}k,

B—)A:{NA,NB,B}KA
A—)B:NB

This protocol happendo be the sameasthe

fixed version of Needham-Schroedgsroto-

col [Low96], exceptfor thatthe lastmessage
is not encrypted. This is becausave do not

have the secreg requirementin the security

propertyspecification.

Although intuitive, anotherinterestingresultfrom

the statisticsis that the numberof correct proto-
colscomparingto the protocolsthathave the same
costis very low. For example,in this casestudy

theratio of generategbrotocolsto correctprotocols
is around10~*. This ratio decreasewhenwe in-

creasehe costthreshold.

Optimal Protocols

In this experiment, we experimentwith two ex-
treme casesof the metric function to seehow we
canbenefitfrom the automaticprotocolgeneration
to generateptimal protocols.



| Type | Max Cost | Generated I.A. | R.A. | Combined| Candidates| Correct|
Symmetric 10 19856 12098 | 18770 19449 407 2
Asymmetric 14 46518 | 46378 | 40687 46408 110 1

Table 1. ExperimentStatisticsfor protocolgeneration.l.A. standsfor impersonatiorattackandR.A. for

replayattack

In the first case, we considera smart-card,
which hasa built-in cryptographicacceleratoand
hence,canperformfastencryption/decryptin op-
erations. But the smart-cardhas a slow link to
the card reader In this case,we setthe cost of
encryption much lower than the bandwidth cost
(UNIT_ELEMENT_COST in the specification).
With this metric function, we find onesymmetric-
key authenticatiorprotocolwith minimumcost:

Protocol : A— B:{Nag, A}k,
B — A:{Na,NB}K,p

A—)B:NB

In the secondcase,we considera slow machine
with afastlink, wherethe cryptographioperations
arethe bottleneck. In this case,we setthe band-
width costmuchlower thanthe encryptioncostin
the metric function. Hence,we get the following
two optimal symmetric-ley protocols.

A—)B:NA,A
B—)A:{NA,NB,A}KAB
A—)B:NB

Protocol :

Protocol : A— B:NyA

B—)A:{NA,NB,B}KAB
A—)B:NB

It is interestingto noticethat the two protocolsin
thefirst caseuseonemoreencryptionthanthe two
protocolsin the secondcase,while the messages
areshorter We canseea clearbenefitfrom auto-
matic protocolgenerationsincethe protocolsgen-
eratedsuitthe systenrequirementsdeally.

For the asymmetric-ky protocol,in both cases,
the automaticprotocol generationfinds the same

protocolastheoptimalprotocol. Theresultingpro-
tocol is the sameas the asymmetric-ky protocol
listedin the previous subsection.

4 Discussionand Future Work

The approachof automatic protocol generation
soundsattractve, but it is initially unclearwhether
it is feasibleto generatemeaningfuland correct
protocolsautomatically Onegoal of this research
is to try to answerthis question. During the
casestudy we were able to generatecorrectau-
thenticationprotocolsautomaticallyand some of
themweredocumentedbeforeandarecurrentlyin
use.Theautomaticgprotocolgeneratiomprocesdor
authenticationprotocolsis efficient, usually only
takesmatterof second®f runningtime. Thisillus-
tratesthatthe approactof automaticprotocolgen-
erationis feasible.

The casestudyis a proof of conceptand shavs
thatautomaticprotocolgeneratiorcanaccomplish
simple tasks, but it sayslittle aboutwhetherthis
approachwill scaleup to more complicatedpro-
tocols. Sincethe protocol spacegrons exponen-
tially with the numberof partiesand the number
of messagesye expectthatthe numberof candi-
dateprotocols,generatedby the protocolgenerator
in morecomplicateccasescanbeordersof magni-
tudeslarger thanthe numbersthat appearedn the
experiments.lt is aninterestingresearchdirection
to explore more powerful reductiontechniquego
make this approactscale.

The casestudymainly coversthe authentication
securityproperty Therearemary otherinteresting
security propertiesincluding propertiesrelatedto
electroniccommerce suchasatomicity We need
to extendour systento handletheseproperties For
example,new reductiontechniquesare neededor



the protocolgeneratarAthenaterminatedandsuc-
cessfullyanalyzedall the candidatgorotocolsgen-
eratedin the casestudy for authenticatiorproto-
cols. But for protocolsrequiring other properties,
we might needto addnew unreachabilittheorems
to enhanceéithena.

Currently in the protocol analysis,we assume
perfect encryption The perfect-encryptionas-
sumptionstatesthat a ciphertet canonly be de-
cryptedif the decryptionkey is presentand simi-
larly, a ciphertext canonly be producedif the en-
cryption key is present. Researcherbiave been
exploring protocols which are resistantagainst
strongerattacks,suchas dictionary attacks. It is
also interestingto try to strengthenthe attacler
modelin the currentapproacho producestronger
protocols.

5 Conclusion
Themainpointsof the paperarethefollowing:

e We presentthe novel approachof automatic
generationof security protocols. With a
userdefinedspecificationof security proper
ties andthe systemrequirementsincluding a
systemmetric function, APG generatesnin-
imal protocolsthat satisfythe specifiedsecu-
rity propertiesandsystemrequirementsmin-
imal with respecto the metricfunction. This
approachs asignificantimprovementoverthe
currentprotocoldesignprocesspecauset is
more reliable, efficient, and producesproto-
cols that suit the given systemrequirements
ideally.

e We perform a casestudy on the automatic
generationof two-party mutual authentica-
tion protocols for proof of conceptand to
gain experiencewith APG. During the case
study APG automaticallygenerategrotocols
thataresimplerthanthedocumentedtandard
ones. In two examplesfrom the real world,
APG s alsoableto generatalifferentoptimal
protocolswith respecto varyingmetricfunc-
tions,andhence demonstratés benefit.
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