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Abstract

We presentanintrusion-detectioniool aimedat protect-
ing webserves, andjustify why suc a tool is needed We
describeseveral interestingfeatuies,suc asthe ability to
run in real time andto keeptradk of suspicioushosts.The
designis flexible and the signatues usedto detectmali-
ciousbehaviorare not limited to simple pattern matcing
of dangerouscgi scripts. Thetool includesmedanismso
reducethe numberof falsealarms. We concludewith a dis-
cussionof the informationgainedfrom deployingthe tool
at varioussites.

1 Intr oduction

Intrusion-detectiosystemsim atdetectingattacksagainst
computesystemandnetworks,or againsinformationsys-
temsin general. It is difficult to provide provably secure
informationsystemsandto maintainthemin a securestate
for their lifetime and durationof utilization. Sometimes,
legagy or operationatonstraintsio not evenallow thecre-
ation of sucha fully securesystem. Therefore,intrusion-
detectionsystemshave the task of monitoring the usage
of suchsystemso detectthe apparitionof insecurestates.
They detectactive misuseandattemptseitherby legitimate
usersof the informationsystemsor by externalparties,to
aluseones’s privilegesor exploit securityvulnerabilities.

As web senerscanbe regardedasthe electronicfront
door of a compayy, they arethe mostprominenttarget of
attacks.Simply put, thereareseveralwaysto breakinto a
web sener host[14]. They canbe summarizedn attacks
thattarget

o theoperatingsystemandservicestherthantheweb
sener. In this paper we assumehat the other ser
vicesareadequatelyrotectedpr thatthe monitored
computersenesonly asawebsener;

¢ thewebsenerandweaknesses installedprograms
executednthesener, wherewe concentratenscripts
usingcgi, the commongatevay interface.
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In view of the multitude of vulnerabilitiesassociated
with thewebsener, we will presentanintrusion-detection
tool focusingon this serviceonly. Thistool hasseveralin-
terestingfeaturesthat will be introducedin the following
sections. In Section2 we presenta well-known vulnera-
ble cgi programto shov how easily someof the attacks
canbedeployed,andthenwe look at otherprogramsavail-
ableon the market. In Section3 we presentthe require-
mentsimposedon our work, followed by Section4 where
we describethe designconcepts.In Section5, we discuss
whatwe have learnedfrom deploying thetool atreal sites.
This discussiorconcernsow thetool hasworkedwith re-
gardto implementationissuesaswell aswith regardto the
conceptgpresentedn Section4. We alsoincludea discus-
sionof the attackpatterngdiscovered.Section6 pointsout
wherethe tool will benefitthe mostfrom improvements,
andSection7 concludeghearticle.

Note that this tool is not a substitutefor carefulweb
sener administration. Of course,vulnerablecgi scripts
shouldbe removedfrom the sener, and permissiongight-
enedon sensitve files. If theseprecautionsarenot taken,
penetratiorwill occurandthistool will notpreventit. Nev-
erthelessthis tool providesthe web sener administrator
with a wealthof informationon the interestits site gener
atesandallowedusto obsenethebehaior of attaclerson
severalwebseners.

2 Background
2.1 Example: the test-cgiprogram

Themaingoalof ourtoolis to detectattackattemptsagainst
cgi programsnstalledatthesener. Thisis of particularin-
terestconsideringhata numberof web-serer vulnerabili-
tiesarerelatedto the default, out-of-the-boxinstallationof
thesener. Let ustake oneexampleof this kind of vulner
ability [9]. TheNCSA andApachewebsenerscomewith
a programcalledt est - cgi . It is usedto checkwhether
thewebseneris correctlysetupfor runningcgi programs.
Oncethe sener is up, a careful administratorshouldre-
move the program,but the scriptis oftenleft on the com-
puter[6].
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Thet est - cgi programlists afew variablesin theen-
vironmentpassedo it. As it wasoriginally designedo be
usedonly by the systemadministratorno checkof thein-
putis made. To run the program,one simply typesin the
locationfield of the browser?!

http://vul nerabl e. host. site/cgi-hbin/
t est - cgi / Ext endedPat h?QueryStr

The programthenlists thevalueof the querystringaswell

asthevalueof the extendedpath,amongotherthings. The
problemariseswhen a userentersa wildcard (*) asthe
value of the query string. The script then actually prints
the contentf thecgi - bi n directory? If amalicioususer
seeghecontentf thisdirectory hemight obtaininforma-
tion aboutthe presencef othervulnerableprogramsandis

ableto launchdirectedattacksagainsthem.

Although this is a well-known vulnerability and later
versionof the programhave beenpatchedmary attaclers
will still checkwhetherthe earlierversionof the program
is presentand useit to gain additionalinformation about
the system.This mayleadto a future break-in.By running
the monitor on the host, the probefor t est - cgi will be
detectedandthe systemadministratomvould be warnedof
the existenceof thevulnerableprogram.The sener canbe
taken off-line beforea moreseriousattackis receved.

2.2 Relatedwork

Therearemary programsavailableto protectasystenmfrom

intrusions but few toolsexist thatspecializen theanalysis
of web sener log files. A representatie, yet not exhaus-
tive, list of toolsrelatedto our approacHollows. For more
information,we refertheinterestedeadetto [4].

2.2.1 Host-basedintrusion-detection tools:

WWWstat [5] is mainly a programto collect statisticsof
thewebsenerusage.Thisprogramdoesnotperformintru-
siondetectionperse,but its outputcanbe usedfor manual
intrusion-detectiompurposesy checkingfor abnormalus-
agestatistics.

Autobuse[15] is a frameawork for analyzinglog files from
firewall logsandweb sener logs. It parsedog entriesfor
known attacksand reportsthem by several mechanisms,
suchasemail.

Logscanner[16] is a framework for analyzinglog files in
whichfunctionscanbeincorporatedIt automaticallycon-
tactsaresponsiblgersonf necessarandit feedsthelogs
into functionsdevelopedby the user The developmentof
thesefunctionsis consideredequivalentto developingthe
signaturepresentedn Subsectiort.2.2.

1The ExtendedPath andthe Query String aretwo argumentsthatcan
be providedto theinvoked cgi script.

2More accuratelyput, it shovs the contentsof the directorywherethe
file is located.

Swatch[7] analyzedJNIX sysloglog filesin asimilarway
asourtool, by groupingsimilarentriesto automaterocess-
ing.

CyberCop server [10] is acommerciaintrusion-detection
tool formerly known as WebStaller. This tool includes
functionalitiesfor monitoringactivity onawebsenerbased
on a policy definedby the sener’s operatoy but doesnot
provide log file analysis.

After evaluatingthetools,we identifiedseveralmissing
featuress Someof thesetools have someknowledgere-
latedto web sener attacks but othersdo not even support
theencodingschemdor hexadecimakharacterslefinedin
HTTP (as specifiedin [1]), which meansan attacler can
easilyavoid detection. The languageavailableto express
thesignaturess limited andrestrictedto patternmatching.
Therearemethoddo filter outfalsealarms suchascancel-
ing all eventsfrom certaindomains but it would be useful
to be ableto definefilters basedon otherproperties. Au-
tobuseallows the specificationof a definedthresholdper
host, which allows reportsto be suppressedintil a given
hosthasperformedseveral attacks but thereis no distinc-
tion of the severity of recevedevents.

2.2.2 Network-basedintrusion-detectiontools: Network-
basedntrusiondetectiorsystemsletectintrusionsby sniff-
ing pacletsfrom the network andapplyinga setof signa-
tures. Examplesof this family of tools include Network
Flight Recordef13], Bro[11], RealSecurB] or NetRanger
[3]. Theseare general-purposéntrusion-detectiortools
andcanlook for mary additional,not web-serer-related,
vulnerabilities.However, for web-relatedattacksthey have
thefollowing shortcomings:

e Smallnumberof signatues.Owingto thewire-speed
operatiormandatonyfor a sniffer, the numberof sig-
naturescannotbe large andthe operationson these
signaturecannotbe comple. In mostcasesthese
toolsarelimited to simplestringmatching.

e DependencentheimplementatioroftheHTTP pro-
tocol. Thesniffer mustcorrectlyimplementheHTTP
protocolto extractthe paclet payloadandapply the
signature Becausef efficiency constraintslessfre-
quentusageof the protocol,suchas% encoding,is
notalwaysimplementedevenif it is technicallyfea-
sible). Moreover, differentwebsenersmayinterpret
the HTTP protocolin differentways, andthis inter-
pretationmayhave animpacton the vulnerability. A
sniffer cannotcontainall the possibleinterpretations
of theprotocol.

SNot all programslack all of the functionality describecbelaw, but
noneof themhadeverything. Note thatthe main objective of thesetools
may not beto detectweb sener attacks.
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e Dependencen standad network ports. In mary
sniffers,the standardvebport (80) is hard-codedor
thewebattacksignaturesThus,awebsener listen-
ing on ports8080or 8888 would not be monitored.
Eventhoughit is feasibleto monitormary ports,the
costof doingsois often prohibitive.

e Ladk of sessionundestanding Thesignaturds often
comparedo theincomingrequest.The sniffer does
not keeprecordingthe sessiorto evaluatethe status
codeandthe numberof bytestransfered Again, this
is technicallyfeasible but expensie,andnotdonein
practice.

e Encryption.ThesdoolscannotmonitorSSL-encrypted

or IPSEC-encryptedessions.

e Evasiveaction. Thereare a numberof techniques
to evadedetection[12] by carefulcrafting of the IP
paclets.

o Swithedervironment.Thesesniffersdo notperform
adequatelyin switchedenvironments. In this case,
thesniffer needgo belocalto eachmachine andthe
cost of duplicatingthe interpretationof IP paclets
(OS+ sniffer) is prohibitive. In addition,webseners
heavily useoptimizationtechniquessuchasdirect
filesystemacces$rom the TCP/IPstack,thatmaybe
incompatiblewith properoperationof a sniffer.

Given their versatileapproach thesetools presentan
alternatie to our monitor, andassuchhave a few websig-
natures.They do detectthe mostsimple cgi-script-typeat-
tacks,but arenotcapableof performingtherangeof checks
our monitorprovides.

2.2.3 Decoymethods: Recentlyinterestin honeypots,a.k.a.

the decqy approachhasbeenincreasing.A decq in this
caseis a script that hasthe samenameas a vulnerable
script, but simply logstherequest.This approactprovides
a similar level of warningasthe network-basedntrusion-
detectiorntoolsdo, i.e. notificationthatsomesimplecgi at-
tackhasbeenattempted.

This approachs limited by the numberof vulnerable
scriptstheseneroperatoiis willing to installandmaintain.
Furthermoremoresubtleattacks suchas% encoding di-
rectorytricks, or repeatedequestsdo not showv up in the
operatorslog.

Finally, thereis the problemof decidingwhat sucha
script shouldreturnto the user In our opinion, the best
responséo a maliciousrequesis ‘ * 404 docunent not
found’ * . Giving anotheranswefsuchasawarningmes-
sage,may exposethe site to further scrutiry, up to denial-
of-serviceattacks,in retaliation. For automatedscansthe
site may be placedon a list of vulnerablesitestradedby

haclers,andassuchbe the subjectof attackswhich, even
if unsuccessfubonsumenetwork bandwidthandsenerre-
sources.

In summarythis approachalthoughtheoreticallysim-
ilar to our monitor, would in practiceallow only limited
coverage,andwould not offer the mostadvancedcorrela-
tion capabilitiesof ourtool.

2.2.4 Summary: Overall, we foundaneedfor atool writ-
ten explicitly to detectattacksagainstthe web sener. As
stated,the sener is becomingubiquitousin the computer
infrastructureandthusit is importantto have sufficient su-
pervision. In Section3 we presentthe main conceptswve
considemparticularlyimportantfor suchatool.

As a side effect, this tool, being usedspecificallyfor
detectingweb sener attacks,will not be ableto detectat-
tacksagainsitherservicesor againsthe operatingsystem
supportingthe sener.

3 Specificationof our approach

After having evaluatedthe programspresentedn Section
2.2,we hadaclearnotionof thedesiredfeaturesnamely

e Track hostsexhibiting maliciousbehavior We as-
sumethattheirintentionsaremaliciousandthatthey
might repeatsuchefforts. By studyingthe behaior
of suspicioushosts,we may deducenew signatures
to addto thedatabase- a procesghat, if automated,
givesthe monitorthe ability to learnnew attacksby
itself, thusremoving oneof themajor disadwantages
of theknowledge-basedpproactof having to update
adatabasavith thelatestexploits.

¢ Flexibleattad signatues.  Thesignaturescheme
shouldallow novice usergo putin simplesignatures
assoonasanattackis published. Theschemeshould
alsobe powerful enoughto craft comple signatures
that allow removal of falsealarms. The signatures
shouldallow detectionof more than maliciouscgi
scripts.

e Modular design. A modulardesignhas mary ad-
vantages. First, it allows better verification of the
code,which is importantfor a securitytool. It also
allows distribution of the processingn several ma-
chineseasily For example,we could imaginethat
in a setupwith multiple web seners, such as the
NaganoOlympics, the first modulesare distributed
on all seners, andthe suspICIiOouUs, TRUSTED and
DECISION modules(seeSection4.2) are sharedon
a central,dedicatednachine.lt alsoallows removal
of oneor severalmodulesn ernvironmentswherethe
alertsthey generat@arenot of interestio theoperator

3of14



Easyto use Installationandremoval mustbesimple,
to lowerthe burdenonthewebsener operator Easy
signaturansertionor removal alsocontributesto that
goal.

Real-timeand batch. We of coursewant the ability
to monitor the web sener in real time and receve
alarmsimmediatelywhen an anomalyis obsened.
However, thereis also a wealth of web sener log
files archived by administratorsandwe alsowantto
beableto procesghese.

Fast We ervision the useof this tool at very large
sitesto processhugeamountsof data,both current
andhistorical. Performancés thereforeanimportant
issue.

Filters for false-alarmremaoval. In somecasesit is
not wise to have very restrictve signatures. Take
the exampleof the fi nger program. A finger re-
questto the web sener canbe an attemptedattack.
However, security-relatedsites can have a descrip-
tion of the finger daemonvulnerability (for exam-
plein file / vul ns/ net/finger.htm ). By keep-
ing the more generalsignatureactive andremoving
only instancesf the exact URL, the attacksigna-
ture is more generic,but the operatordoesnot see
requestgo the normalfile. The sameis true for at-
tackinghosts.We wantto monitorhoststhatareper
formingauthorizedscansput donotwantto havethe
alarmsreported.

e Combinationofalarms An URL cancontainseveral
invalid bits, suchas requestinga vulnerablescript
anda sensitve file, or requestinga vulnerablescript
with asuccessfustatuscode. Themonitorshouldbe
ableto memgeseveralsignaturesnto amorecomplex
one.

In principle, the attackswe areinterestedn canbedi-
videdinto four areasdependingn the hacler’s intention:

1. Penetration of the system

¢ \Vulnerablecgi programs They might be exploitable
by metacharactersr buffer overflow attacks.

e Guessingpasswods For example,considetthe case
of a resourceprotectedby a passwverd, but a user
keepdfailing to accesst.

e Guessingnstalledcgi programs A usertriesto ac-
cess/ cgi - bi n/ progl, /cgi - bin/prog2,/cgi-
bi n/ pr og3 etc.,severalthousandimes.Thisclearly
is an attackto find out whetherthe site hasary vul-
nerablecgi programsnstalled.

2. Denial of sewice

¢ Repeatedccessem noneistingresourcege.g.bro-
kenlinks).

o Repeatediccessetd resourceshat causesener er-
rors (e.g.protectediles).

The reasona hostfails to accessa documentseveral
thousandtimes may vary. Even if it is not a hostile at-
tack,anadministratomvould lik e to know aboutit because
eachrequestconsumesener resources.If it is a broken
link, it shouldbe correctedandif it is a poorly configured
robot,the sitein questionshouldbeinformed. This casels
lesscritical thanthe similar onesdescribedabove,in which
thereis morethansenerresourcest stale.

3. Legal but undesirable activity

e Singular/outlandistuseof the HTTP protocol Cer
tain behaiior maybe allowedin the HTTP protocol,
butit mayalsobeveryundesirabl@ndits useshould
be questionedlIn particular HTTP specifieshe en-
codingof ary characteasanhexadecimalalue.The
only practicaluseof this featurefor “normal” char
actersis to evadean intrusion-detectiorsystemand
thereforeour monitorlooksfor this.

e Accesgo sensitivadocuments ~ Somedocuments
shouldnot be accessedhroughthe web sener be-
causeheir contentis confidential. Examplesarelist-
ingsof thecgi - bi n directory, configurationfiles of
the web sener, and passverd files. However, peo-
ple canstill attemptto requesthesedocumentsthus
shaving apotentiallymaliciousintent. Also, themon-
itor allows oneto verify thatthesedocumentsread-
equatelyprotectedoy the operatingsystem(i.e. are-
questhasa 403 or 404 statuscode). A vulnerability
hasbeenpublished[2] that allowed accesgo pro-
tectedfiles usingshortfile namesdnsteadof longfile
names.The monitorwill detecta successfutequest
andthereforereportthe securitybreach.

4. Security policy violations

Therearetwo sidesto the policy violationissue.Com-
paniesmay have two policies, one for accessingnternal
documentsthe otherfor accessingxternalwebsites.

In the first case,the monitor runson the internalweb
seners, and could verify e.g.thatthe internalweb sener
shouldonly be reachedby hostsin the internal network.
Thesehostsmustcomply with a certainnamecorvention
(suchasi bm com).

In the secondcase,the monitor analyzesfirewall or
proxy logs, andverifiesthat employeesdo not accesdor-
biddenexternalsites(e.g.competitors’sites).
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4  Conceptualdesigndescription

4.1 Monitor input channel

To protectthe www sener, we needto be ableto follow
whatkind of inputis sentto it. As we concentraten pro-
gramsexecutedon the sener side,thelog files canbeused
to seewhathappensThisapproacthasseveraladvantages:

e Bestsource of opemtion: The log file containsthe
exact requestthat the web sener recevves, whereas
anothemethod(network sniffer, wrapper)hasto de-
composehe pacletsandinterpretthe results,which
is both time-consumingand errorprone(e.g.in the
caseof a discrepang betweenthe interpretationof
the URL/requesby themonitorandthewebsener).

e Serverportability: Apartfrom acustomformat,most
commercialweb seners also supportthe de facto
standarctalledthe Commoni_ogfile Format(CLF).

¢ Platform portability: Becauset merelyreadsa file,
the monitor is very portablebetweendifferentplat-
forms. Web senersrun on almostary platform in
existence,and thereforeportability is an important
issue.

However, it also hasdrawbacks. Anything happening
in softwarelayersbelow the web sener is not seenby the
monitor. Furthermorethe sener hasalreadysentthe re-
sponsewhichmightpreventcertainkindsof reactionssuch
asshuttingdown theconnection.

Themonitorcanquiteeasilybecustomizedo usemore
informationthanis availablein the CLF format,especially
because¢he Extended.og Format(ECLF) is very similar.
However, we decidedhotto build thefirst prototype(imple-
mentedn Perl)usingthis format,asmostof thelog files at
our disposawerewritten accordingto the CLF formatand
providedtheadditionalpiecesof informationpresentn the
ECLFformatusingseparatdiles.

We choosenot to make the monitoran apachemodule
for the moment. Making it anapachemoduleinsteadof a
log outputprocessingool would provide neithera perfor
mancegain nor easeof use. This would only be interest-
ing whencountermeasureseapplied,i.e. to stoptheweb
sener from answeringthe requestmmediately(proactive
monitoring).

4.2 The building blocks of the monitor

The structureof the programis representeéh Figurel. It
is composedaf severalbuilding blocks,which performvar
ious checkson the logs. The layeredarchitecturemakes
it easyto changethe functionality of a certainblock and
extendthe scopeof the program.

Whenthe programrecevesa new requestjt createsa
datastructurethat encapsulatethe log entry. Eachmod-
ule performscertaintestsandaddsmorefieldsto this data
structure which is pipelinedthroughall blocks. Eachsub-
sequenblock will be ableto useinformationstoredin the
objectby apreviousmodule.Thatis, eachblock merelyag-
glomeratesnoreinformationto the objectpassinghrough.
By usingthis design,new modulescan easily be created
andinsertedinto the flow without major modifications.In
thefollowing, we will briefly highlight the mostimportant
conceptof theexisting modules.

Therationalefor thebuilding block segmentatioris the
following. Thelog entry s first parsedand syntaxerrors
arereportedthenthe URL is parsedandencodedcharac-
tersareanalyzed At the outputof the PARSER module the
log entry hasbeenbrokenup into its constituentsandfor-
matanomalieseported. The PATTERN moduleappliessig-
naturematchingandexits on thefirst match,signalingthat
the requestis malicious. If the requests malicious,addi-
tionalsignaturecombination§COMBINATION module)and
consequencREFINED module)areprocessed necessary
Then,the suspicious modulehandlesupdatingandaging
of the suspiciousosts,andthe TRUSTED moduleremoves
all undesiredalerts.Finally, the bECcisioN modulehandles
outside-vorld interaction,suchaswarningthe operatoror
applyingcountermeasures.

4.2.1 Parser Module: The Parser Moduleensureghata

valid requesthasbeenwritten by the web sener. It reads
therequestindbreakst apartaccordingo thefieldsof the

CLF logs (host,date,requeststatus,etc). It thendecodes
ary charactersentin their hexadecimalform (using the

%dd syntax)in the HTTP requesf1]. Table 1 shows the

resultaftera typical log entry hasbeenparsed.As canbe

seen,the datastoredalso includesthe processingf this

module,suchasall hexadecimakncodings.

If any of thesestepsfails, analertis issuedbut the re-
questis still passedn to subsequentnodules. However,
analysisis limited to the datathat could be parsed. This
canresultin reducedor lessaccurateanalysisbecauseer
tainmodulesrequirecertainfieldsto functionproperly. For
example,if thereis no hostidentification(missingfield in
the log entry), the Suspicious-HostModule will not take
thislog entryinto account.

4.2.2 Pattern Module: The PatternModuleusesthe val-
uesstoredby the Parser Moduleto look for its attacksig-
naturesandit storesary findingsin the object. Thesesig-
natureshave four features.They can

e consistof any regular expressionallowing a novice
to simply write the offendingnameof the cgi script
andan expertto useadvancedfeatureso limit false
alarms;
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Figurel: Layoutof themonitorwith all building blocks.

Tablel: Resultingdatastructureafterthe Parser Module hasfinished. The actualparsedog entry
canbefoundin the attribute accessLog. All of the attributesare searchablén later modules. At
this stage,two abnormaleventshave beenreported(shovn underthe horizontalline), and other
moduleswill addnew entriesto this list.

Attrib ute Name

Value

reqgld 924182493_1

accessLog hacker . par adi se. bad - - [30/Apr/1999: 22: 25: 50 +0200]
"CET /% 7cqgi - bi n/ ph%66?cat ¥%20passwd. t xt" 400 -

host hacker . par adi se. bad

rfc931 -

user -

date 30/ Apr/1999: 22: 25: 50 +0200

reqStr GET /% 7cgi - bi n/ ph%®6?cat ¥%20passwd. t xt

status 400

bytes -

method GET

url | % 7cgi - bi n/ phf

query cat passwd.t xt

version 0.9

decodedUrl f

decodedQuery [ sp]

suspiciousHeEncoding || f

invalidHexEncoding %7
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e matchaspecificpartof theinformationprocessedty
the Pattern Module e.g. any encodedhexadecimal
charactefoundin therequestto simplify the signa-
turesandreducefalsealarms;

e be specifiedasbeinga signal of an attack,or their
presenceanbe definedasbeingmandatoryfor nor-
mal requests.For example, usualattacksignatures
describemalicious behaiior and a matchindicates
suchanattempt.On the contrary signaturesnforc-
ing a policy suchasallowed IP numbersshouldal-
waysmatch. Thelack of themsignifiesanabnormal
event;

¢ belongto classegyroupingsimilar signatureswhich
increasespeed.To save time, the programdoesnot
scanfor all vulnerabilitiesif it finds someattacks,
but restrictsits searchto one matchper class Sig-
naturesof similar severity shouldthus be put into
the samegroup. In practice,this meanghatit takes
slightly longerto processvalid requestghan nefar
ious onesbecausdor valid requestsall regular ex-
pressiondave to bematched.

For example,the requestshavn in Table1 would trig-
gerseveralalarmsdependingn thecurrentlyavailableat-
tacksignaturesThe attemptto run the vulnerableprogram
phf would be highlighted,aswell asthe statuscode400
(bad request). The presencef the presumablysensi-
tive file passwd. t xt could alsobe expressedn a signa-
ture.

The module ensureghat the overheadintroducedby
regular expressionss keptto a minimum, in particularby
compiling all expressiononceat the beginning of execu-
tion.

4.2.3 Combination Module: The CombinationModule
allows themeiging of severalsignaturesassomeconjunc-
tional conditionsare more dangeroughan their separate
piecesvould suggestNew alertscanbecreatedy Boolean
logic of alreadyfound suspiciousbehaior, therebyallow-
ing signaturespanningseveral attributesof the CLF logs.
An elementaryexampleis

alert for vulnerable script A

alert for access of password file —
generate new serious alert

4.2.4 RefinedModule: Therelevanceof someattacksig-
naturess contingenbnthepresencef otherpatternsThis
module allows the creationof attack signatureghat will
only be usedif a previous signaturehasbeenfound. This
new signaturecanbe appliedto eitherthe samefield asthe
prior signatureor a new field.

Considetthefollowing scenariovherethesamdog en-
try containsavulnerablescriptanda successfustatuscode.

As a majority of all requestswill be handledsuccessfully
by the sener, the monitor will wasteresourcesf it con-
tinuouslylooks for successfustatuscodes.Thereforethis
combinedattacksignatureshouldbe phrasedasfollows:

if vul nerable script =
| ook for successful status code

4.2.5 Suspicious-HostsModule: The Suspicious-Hosts
Modulecheckswhetherthe requesbriginatedfrom a host
previously marked asmalicious,thusenablingthe monitor
to keeptrack of attackinghosts. By studyingthe new re-
guestsandcomparingthemto the databasef the monitor,
new attacksignaturesanbe deduced.This alleviatesthe
needof knowing the latestvulnerabilities,becauseghese
will be shavn to the monitor by the attaclers. This is a
manualprocessn thecurrentimplementationput couldbe
automatedn the future, at leastpartially pendingreview
andcreationof the appropriateegularexpression.

As therequestshownn in Tablel triggersseveral attack
signaturesthe monitorwill save thehostnamein aninter-
nal list. Any otherrequestriginatingfrom this hostwill
thenbereported.

4.2.6 Trusted Module: Eventhoughcarefully written at-
tack signaturedimit the numberof falsealarms,it is im-
possibleto cancelthemall by modifying the parametersf
the Parser Module For example,a URL containinganat-
tackmight be consideredsinnocuousf it originatesfrom
the systemadministrators computer

The TrustedModuleremovesalertswritten by the pre-
vious modulesif it finds a matchfor a trustedsignatue.
Variouslevels of trustcanbe assignedo the signaturego
reflectwhat they are allowed to cancel. A signatureen-
compassinghe nameof the systemadministrators com-
putercanbe given permissionto cancelall alerts,because
this computeris usedto probethe network. The pathof a
Linux distribution including the file passwd cangive rise
to a signatureallowed to cancelthe alert of only this file
beingaccessed.

4.2.7 DecisionModule: The DecisionModule analyzes
the resultingobjectand decideswhetherit shouldbe sent
to the managementonsole(file) basedon the amountof
maliciousactiity thesuspiciousosthaspreviously gener
ated.Thegoalis to prioritize alarmsby definingathreshold
for reporting. A singleinstanceof a vulnerablecgi script
requesshouldbe reportedmmediately whereageporting
accessefo noneisting documentds doneonly whenthe
numberof requestds associatedvith a likely denial-of-
serviceattempt.

Eachclass(asdescribedn Subsectiont.2.2)hasthree
valuesassociatewvith it: sourcehost-basethresholdsource
domain-basedhreshold,andvalidity time. Whenthe tool
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finds maliciousbehaior, this modulewill storeinforma-
tion regardingthis event, sortedfirst by thefull hostname,
andthen by the classof the signaturethat was matched.
If the internalthresholdof eitherthe fully qualified host
name (wwv. i bm com) or part of the domain (i bm com)

exceedgthe thresholdfor thattype of alarm,the abnormal
eventwill be reportedto the console(file). By consider

ing boththedomainandexplicit hosts thetool canaccount
for attacksgeneratedrom a university-like ervironmentor

serviceproviders, whereusersdo not have the samehost
namesatevery session.

Thethird parameteregulateshow muchimportancehe
tool placesonrecentequestgomparedo olderones.Each
saved stateages,andif enoughvalid requestsarereceved
aftera suspiciougequestthe monitorwill placeverylittle
valueon the latter This allows usersto have somefailed
accesset documentgbrokenlinks), aslong asthey also
male valid requests.

4.2.8 Print Module: The Print Module prints receved
objectsjf ary. Dependingontheargumentgo theprogram,
it will print the resultingoutputto the syslogfacility (real-
time use)or theconsole(runningin batchmode).

5 Lessondearned

5.1 Sitesusedfor monitor evaluation

Theprogramhasbeenusedwith severalsetsof log files. In
particular we have madeweeklyrunsagainsthefollowing
websites:

¢ Two medium-sized@dommerciabitesthesmallerwith
approx.7,000 hits a week, the larger with approx.
58,000 hits. The diagramin Figure 2 displaysthe
resultsfor thesmallersite;

e Variouslog files from a university, wherethe size
variedfor differentweb seners,but the two largest
had20, 000 — 30, 000 hits perweek.

We alsoexperimentedvith thelogssavedfrom the 1998
Olympic Gamesn Naganasite,whichhasbeenrecordedn
the Guinnes®Book of World Recordsashaving hadalmost
650 x 10° requestgduring its 16 daysof operation. The
top requestrate was 110, 414 requestgper minute, which
is whatthe medium-sizedener above experiencediuring
two weeksof operation.We limited the teststo oneday of
the Olympic Gamelogs, which containedsome37 million
requests.

The resultsof the log file analysesare summarizedn
Table2. The first columncontainsa site identifier rather
thanthe actualhostname? Column 2 specifiesthe type

40wing to confidentialityconcernsthe actualnameshave beenomit-
ted.

of ervironment. Column 3 describeshe numberof log

entriesanalyzedduring the supervisiontime, and Column
4 shaws the time period spanned. The most interesting
columnis the fifth, which containsthe numberof attacks
found by the monitor. Column6 hastwo partsreflecting
thenumberof hoststhemonitorconsidereduspiciousThe
first partshows the resultwhena signaturefor statuscode
404 (document not found) isincluded,asopposedo

the secondpart, wherethis signaturevasomittedfrom the
database.

The sitesdescribedn the table were deliberatelycho-
senfrom environmentswith differentcharacteristicso let
themonitorexperiencevarioustypesof data.As the super
vision lastedwell over a year, thelog files containperiods
of vacationaswell asnormalsemesteactiity.

The table containsonly explicit attacks,suchas ac-
cessedo vulnerablecgi scripts or requestsfor sensitve
files. Thus,all denial-of-serviceattacks,passvord guess-
ing attempts,etc., were excluded. This is not to saythat
theseare not importantto monitor, but we have excluded
themfrom the table becauseheir interpretations subjec-
tive. For example atoneof theuniversitysites,ahostmade
morethan40, 000 unsuccessfulocumentccessesAs this
hostalsotried to accesghefile r obot s. t xt , we suspect
this setof requestsvasdrivenby arobot.

In the remainderof this section,we will presentspe-
cific findings. The diagramsare basedon the traffic atthe
smallercommercialsite (log 1), covering 69 daysof con-
tinuousmonitoring. During these69 days,the sitereceved
80, 030 valid requestspf which 71 wereattacks(< 0.1%).
We chosethis site andtime periodbecauset is consistent
with thefindingsatall sites,andtheresultscanbepresented
concisely

5.2 Attack findings

Figure 2 shaws thetraffic recevedat the sitelog 1 during
thefirst 69 days. Weelendsappearasthe low-traffic spots
in thecurve. Numbersabore thebarindicatethe numberof
attacksdetectedor this day; if any. The attacksfound by
the monitor are shawvn separatelyin Figure 3, whereeach
barrepresentshe numberof attackson eachday.

Most attacksare limited to probesfor the most obvi-
ous and mostfrequentcgi script vulnerabilities,i.e. phf ,
test-cgi, andhandl er . A probeoccursaboutonceev-
ery week, even thoughthesevulnerabilitiesare quite old
andwell known. Thesethreeattacksare usually sentin
exactly the orderabove, andwithin secondf eachother
(seeTable 3). This is very similar to the footprint left by
the nscan scannera well-known and widely distributed
hacler tool) duringour closedlab trials. This scanneilso
targetslower-level services,including exploiting vulnera-
bilities foundin st at d andX.
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As the malicious traffic is far smaller than the
normal traffic, all days have been marked with
a number, signifying the alarms raised by the
monitor on that particular day.

B Normal Traffic
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(since superl\)/ias)ilsn started)
Figure2: All traffic atacommerciakiteis shovn.
Table2: Log files usedto testthe monitor.
ID Type Entries Time Attacks No. of susp.hosts
(in days) with 404 || w/out404
logl || commercial 104,057 104 82 1,553 48
Nagano
log 2 Olympics || 37,140,578 1 8 44,584 900
log3 || commercial|| 3,118,769 455 97 17,435 7,772
internal
log4 || commercial|| 6,203,818 420 11 1,903 1,423
log5 || university 433,515 481 7 2,104 426
log6 || university 879,327 249 10 5,255 516
log 7 university 15,477 320 18 201 27
log 8 university 234,636 58 0 1,768 300
log9 university 36,668 459 5 290 254
Total: 48,166,950 2,547 238 75,093 11,666
(~7 years)
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Figure3: Attack patternasdetectedy the monitor.

Table 3: Time betweenselectedfor threevulnerablepro-
grams;phf , t est - cgi , andhandl er.

phf test-cgi || handler
19:55:13 t+2s t+3s
18:02:49 t+6s +7s
00:54:23|| t+ls t+2s
17:36:29 ts t+1s
21:31:43 t+1s t+2s
10:54:06 t+1s t+1s
11:26:36 t+6s t+12s
03:53:27|| t+2s t+3s

Otherintrusion-detectiotoolsranonthe samenetwork
segment,but the numberof alertsthey producedlid notal-
low usto verify thenscan hypothesidy highlightingother
scansfrom the sameorigin. We are currentlyworking on
correlatingalarmsfrom variousintrusion-detectioisensors

5The README file in the scannepackagespecificallymentionsthird-
world countriesasthetargetfor phf, becausesystemadministratorsnay
have moreseriousconcernghanthis vulnerability

to realizeexactly this functionality automatically As phf ,
t est - cgi , andhandl er areold, well-known vulnerabili-
ties® systemadministratorsnay not regardthe scanasse-
riousif they do not considerthe othertargets.

In rarecasesa seriesof vulnerablescriptsis tried (see
day 1 andday 62) by an automaticscannertargeting the
HTTP sener. Thedeterminatiorof thefactthatthe scanis
automaticcomesfrom the speedat which the requestsare
sent. Theattackinghostalwaystried at leastoneof the at-
tack scriptsincludedin the signaturefile. Therefore,even
if themonitorwill misssomeattacksijt veryseldommisses
theactualhosttrying the attacks.

In one case(seeFigure 3, day 62), we succeededn
identifying the programusedto performthe scans. The
hacler hadextendedthe scannerbut the corewasstill the
same.Oneof theseattacksactuallyled the systemadmin-
istratorto probethe sener to verify its security(ascanbe
seenonday63).
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Theattacksstudiedoriginatedirom mary differentcoun-
tries. Fromonesite, whereour supervisiononly lasted10
weeks,we detectedl16 seriousattaclers, 8 from the US
and8 from othercountries(Norway, Sweden Brazil, Ro-
mania,Switzerland ltaly, Australia,and Chile). The find-
ingsshown arecorvincing argumentghatthewebseneris
attacled regularly andthat adequatesupervisionsoftware
shouldbeemployed.

5.3 Evaluation of featuresto reducefalsealarms

We found it necessaryo have a flexible schemeto can-
cel falsealarms. When deplgying the monitor at a new
site, someinnocentrequestsriggeredsignaturesBy using
the additionalinformation available (nameof systemad-
ministrators computer explicit evaluationof installedcgi
scripts,etc)it waspossibleo empiricallycreaterustedsig-
naturedo cancelthefalsealarms.

By carefully creatingthesesignaturesthe performance
of the monitorwasimproved. Unfortunately thesesigna-
turesarespecificto particularsites,andnot portable.

5.4 Evaluation of the suspicious-hostsoncept

The main disadwantageof a knowledge-base@pproachis
thatit only detectsexploits directedat known vulnerabili-
ties. The effort of keepingan updateddatabasés nontriv-
ial. Thus,oneof themostimportantfacetsn evaluatingour
tool wasto seewhetherit is possibleto learnaboutnew at-
tacksby trackingsuspiciousosts.After onehosthasmade
one(unsuccessfulprobe,it is likely to continue.

The monitor caughtall hostsattackingthe supervised
sitethatusedatleastoneknown attack. They wereaddedo
the Suspicious-HostModule andall subsequentequests
werereported.

By analyzingalertsreportedby the monitor containing
only a suspicioushost entry but no attack signature,we
could determinemanually whetherthe correspondinge-
guestwasanattack,in which casewe retrofita signatureto
it. This processvasmadeeasielby thefactthatmostmali-
cioushostdaunchonly oneattacksequencegndthennever
returnto the site. This sequencevassentduringavery lo-
calizedtime period,andall therequestsvereof amalicious
nature(i.e.they werenotmixedor hiddenin normaltraffic).

Thus,theoverheadf looking attheserequestpaidoff.
Oneattackdiscovered,j j , wasfirst consideredsatypoin
theclientsoftware. Subsequentsearclshavedthatit had
originally beenreportedn Decembef 996.

5.5 Evaluation of the decision-modulefunctionality

To allow detectionof a wider rangeof attacksthe monitor
must save information about previous requestdrom sus-

picious hosts. For example, this allows certaintypes of
denial-of-servicattacksto bediscovered.

Whenrunningthe monitor on the smallercommercial
site (log 1), we have the following figuresfor the first 69
days:

e Outof 7,049 distincthostnames333 wereconsid-
eredsuspiciousand17 (0.24%) reportedto the con-
soleby the DecisionModule

e Out of 80,030 valid requests96% of the requests
wereconsidereaormal,3.9% assuspiciousandonly
0.09% werereported(71).

Only ahandfulof requestsrereportedandalarge ma-
jority of hostsonly make successfulpormalrequestsHence
the monitor can pursuesuspiciousactivity without using
too mary resourceson the sener. Theseresultsare ob-
tainedafteradaptinghetrustedsignatureso thesite. There
is alsoonly a very small numberof documentsat the site
pointing to noneistent pages(i.e. broken links resulting
in a 404 statuscode). If therearemary brokenlinks, the
monitor hasto keeptrack of mary more suspicioushosts
becauseachbrokenlink accessanbe the beginning of a
denial-of-servicattack.

The signatureconcerningthe statuscode404 (doc-
ument not found) is the mostexpensve onein terms
of numberof matchesand, hence,informationsaved. As
canbe seenin Table 2, column 6, the differencesamong
hoststracked by the monitor canbe significant,sometimes
asmuchasoneorderof magnitudewith this particularsig-
naturepresentomparedo whenit is omitted.

The currentimplementatiorof the tool doesnot effec-
tively handleall matchef this signature.Therefore de-
pendingon the useof the monitorandthe memoryrequire-
mentsthesignaturefor 404 (docunment not found)
might have to be turnedoff andpossibledenial-of-service
attacksfoundthroughothermeans.

5.6 Evaluation of the reporting facility

Thereportingfacility is anhtml reportgeneratorvhich of-
fers visualizationof the datausing ary web browser A
samplescreens shovn in Figure4.

Therearethreescreerareas.Thetop areachooseghe
view displayedn themiddlearea,n ourcasehehostview.
Therearefour views available:

o the simple view, which shavs a shortlist of hosts
with the attacksthey have launched;

¢ the hostview which presentghe sameinformation
in a more detailedfashion,allowing the operatorto
view themoduleswhich have generatedhealarms;
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¢ thewarningview, which shavslists of hostsfor each
warningclass;

¢ andthe URL view, which shavs all warningsper
URL.

The bottomareadisplaysthe completealarminforma-
tion for thealarmselectedn themiddlearea.

Figure 4 showvs two hostsand the relatedattacksthat
have beendetected.For the top host,the monitor reports
se/eralattemptsagainstvt i * scriptsanddirectories.The
attack coming from the secondhostis an attemptto re-
trievethe/ et c/ passwd file (pattern(suspiciousCgiyarn-
ing) usingthephf vulnerablecgi script(pattern(cgiwarn-
ing). The differencebetweenthe suspiciousCgclassand
the cgi classis the position of the matchingpatternin the
requestJRL. / et ¢/ passwd matcheson the agumentgo
thecgi script,whereaphf matchesonthecgi scriptitself.

The beginning of a clusterof cgi requestsuchasthe
onesdescribedn Section5.1is shawvn in Figure5 Thisis
the beginning of morethan60 requestgor vulnerablecgi
vulnerabilitiesexisting on differentplatforms.

Thisreportvisualizationtool hasbeenin usefor acou-
ple of monthswithin IBM, to allow remoteuserso inspect
monitor reportson log files thathave beensentto us.

5.7 Performanceevaluation

Measuremenof the monitor performancéandicatesan av-
eragetime to processalog entrybetweer and6é msonan
RS/600043P model140200 MHz. Similar analysison an
Intel Pentiumll 266 MHz runningLinux corroborateshese
figures. Thelongerthe programruns,the more statisticsit
hasto keeptrackof, includingthosefrom suspiciousosts.
We obtainedhe6 msfigurewhile measuringheexecution
speedbnthe Nagandogsanalysiswhich ranon aslightly
slower computer Thisis anacceptabl@erformancealegra-
dation.

The memoryrequiremenis moredifficult to measure.

We examinedthe amountof memoryrequiredby the Perl
interpreterfor the analyzedogs above containing80, 030
requestsand found that the Perlinterpreterusedabout?
MB for the coreimageof the Perlprocess.

We are currently running the monitor in real time on
several internal apacheweb seners running on worksta-
tions,usedfor intrusion-detectiomesearctandtesting.All
monitorsreportto a centralconsolevia syslog. Irrespec-
tive of the operatingsystem(Linux, AIX, Solaris)andage
of themachine pperationwith or withoutthemonitordoes

not lower the responsdime obsenedfrom the client side.
Thesetestshave beenperformedon a local network only,
andthusnetwork delayis insignificantin theresponséime.
Onlesspowerful machineservicingtherequests theprac-
tical performancéottleneck.

6 Areasof usageand futur e work

The main useof the monitoris to watchfor attacksin real
time. It mayalsoberunin batchmodeon archivedlog files
if it isimpossibleto deploy it atthe actualsite.

It isalsopossibleo deplgy thetool attheproxy or atthe
firewall of acompaly. By settingup the network properly,
all outboundtraffic will passthis point and consequently
be analyzed.Thus,thetool canenforcecompaly policies,
becausdhe signaturescreatedcan detectundesirableand
maliciousbehaior equallywell. This canbe usedto re-
strict surfingto www siteswith dubiouscontentsaswell
as making sureemployeesdo not leave credit card num-
bersandpasswerdsin log files. Attacksoriginatingfrom
within the compaly and directedtowardsthe outsidewill
bedetectedaswell.

As specified,the monitor concentrate®n cgi scripts
andit will not detectattacksagainstthe web sener itself
nor againsthe operatingsystem.

After having analyzedthe real datapresentedn Sec-
tion 5.1,we have identifiedthefollowing possiblamprove-
ments:

e The Suspicious-Host#1odule would profit from a
smallbuffer of thelastrequestanalyzed.This buffer
canbesearchedf anattackis detected Attacksthat
have no matchingsignatureandare being sentby a
previously unknavn hostmaybe missed.In thecur
rentversion,the analysisof the logs musttherefore
be rerun. Typically, attackinghostshad very time-
localizedrequests.This shouldfacilitate the imple-
mentationof this buffer.

e The Print Module shouldbe ableto summarizethe
sametype of warningsinto only one messagenly
sothataccesseto brokenlinks areprintedonceand
notonemessag@er attemptedaccess.

e By letting the module checkfor requestghat have
only beenprintedbecausasuspiciouostwasfound,
it candirectly list possiblenew attacks.The current
versioninvolvessearchindor theseentriesmanually
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