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Abstract

The distinguishingfeatue of a metasystenis middle-
ware that facilitates viewing a collection of large, dis-
tributed, hetengeneousesoucesas a singlevirtual ma-
chine whee ead userof themetasysteris identifiedby a
uniqguemetasystem-el identity The physicalresouces
of the metasystentan exist in multiple administative
domains,ead with different local securityrequirements
and authenticationmedanisms(e.g., Kerbeos, public-
key). The problemthis paper addresseds how to map
the metasystemsalel identity to an appropriate account
on ead local physicalmadine for the purposesof pro-
cesscreation, sud that the accesscontwol and authen-
tication policies of eadh local madine are not violated.
This mappingmustensue the integrity of the local ma-
chines,mustensue the integrity of the metasysteraser’s
data, and mustnot unnecessarilypurdeneitherthe meta-
systemuses, the metasysteraystemadministator, or the
local madine systemadministators. Specificexamples
are drawnfromexperiencegainedduring thedeployment
of the Legion metasystemFor example Legion configu-
rationsfor local siteswith differentaccesscontol med-
anismssud asstandad UNIX medanismsand Kerbeios
are compaed. Throughanalysisof theseconfiguiations,
theinherentsecuritytrade-ofsin eat designare derived.
Theseaesultshavepracticalimportanceo currentandfu-
ture metasysterasess andto sitesconsideringany future
inclusionof local resoucesin a global virtual computer

*This work was funded by DARPA contract N66001-96-C-8527,
DOE contract SandiaLD-9977, DOE contract Lawrence Livermore
B506727.andGrummancontractd720373-02.

1 Introduction

The emeging widespreadntroductionanduseof giga-
bit wide areaandlocal areanetworkshave the potentialto
transformthe way peoplecompute andmoreimportantly
thewaythey interactandcollaboratevith oneanother The
increasen bandwidthwill enablethe constructiorof wide
areavirtual computergalledmetasystemsr metacomput-
ers(seeFigurel). Thechallengan the constructiorof the
metasystentayeris to provide theillusion of a singlevir-
tualmachinefrom resourceshatmay consistof thousands
of heterogeneougrocessorsstoragesystemsdatabases,
legag/ codes,anduserobjects,all distributed over wide-
areanetworks spanningmultiple administratve domains.
Thephysicalmachineghata site choosedo participaten
a metasystenare generallystill available for useby the
site’s local users,soit is importantthat the metasystens
impacton local usersbeminimal.

A key challengeof the metasystenis to provide a se-
cureenvironmentfor bothresourceownersandusers.Se-
curity servicegprovidedby themetacomputesoftwarein-
frastructureare not unlike traditional servicesrequiredin
uniprocessobperatingsystems.Usersmustauthenticate
themselesto the “system”. Usersmustnot be allowedto
accessarbitraryresourcesLogging mechanismsnustbe
usedto hold usersaccountablandto trackintruders.

However, a solutionto the metacomputesecurityprob-
lemrequiressignificantadditionsovertheuniprocessose-
curity solution[5], particularlybecaus¢he machineghat
comprisethe metacomputemay not be administerecdby
a single policy-making entity. A single metasystentan
spanmultiple organizationsbut only if eachindividual or-
ganizationsrequirementsvith respecto resourceswned
by that organizationare satisfied. The metasystemmust
be madeto accommodatdocal policy, over which the
metasystendesignerdiave little or no influence. Thatis,
metasystenmtleveloperscannotmandateunderlyingsecu-
rity policy or mechanismthechallengés to adhereo and
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Figure 1. General Metasystem Architecture

supportlocal security policieswhile creatingan easy-to-
useandsecureervironmentfor endusers.

Thus, in a metacomputingervironment, the security
problemcanbedividedinto two mainconcerns:

1. Protectingthe metacomputes high-level resources,
servicesandusersfrom eachotherandfrom possi-
bly corruptedunderlyingresourcegwithin the meta-
systemlayerin Figurel)

2. Preservinghe securitypoliciesof the underlyingre-
sourceghatform thefoundationof themetacomputer
andminimizingtheirvulnerabilityto attackdrom the
metacomputelevel (theverticalarronsin Figurel)

For example, restricting who is able to configure a
metacomputewide schedulingservicewould fall in the
first categgory—itssolutionrequiresmetacomputespecific
definitionsof identity, authorization,and accessontrol.
Meanwhile, enforcing a policy that permits only those
metacomputeuserswho have local accountgo run jobs
on a given hostfalls in the secondcateyory, andit might
requirea meansto mapbetweemmetacomputeidentities
andlocal identities. Satisfyingthis secondconcernis vi-

tally important,becausehe typical physicalmachinethat
in part compriseshe metacomputeappearddentical to

other local machinesto the local users(its participation
in the metacomputeshouldbe completelyhiddento non-
metacomputeunsers).

In a metasystemarbitraryusersmustnot be allowedto
allocateresource®n arbitrary machines.In contrast,al-
lowingthisis analogouso alocalsysadmirgrantinganac-
countto ary personwithoutanevaluationof whattheper
sonmight do onthe machineif anaccountweregranted!
Sysadmingarelyallow thisin orderto protecttheintegrity
of thedataon their machinesandto ensurethatresources

will be availableto legitimateusers.Similarly, local sites
will chooseo participatein a metasystenbut contingent
on assurancethattheir local securitypolicieswill notbe
violated.

The specificrequiremenf a metasystenthat this pa-
peraddressess thatthe metasystenmustonly createpro-
cessesor usersthat have beenauthenticatedndare au-
thorizedto usethe particularunderlyingresources. For
example,a site’s securityrequirementgould rangefrom
notrestrictve (allowing ary metasystermserto createpro-
cessesgven if the particular metasystenuser doesnot
have an accounton the computersat the site) to very
restrictive (allowing only thoseuserswho have personal
accountson the machineson their site, and only after
Kerberosauthentication). Note that in all cases,only
userswho have authenticatedhemselesto the metasys-
temlayerareallowedto createprocessesA challengan
the metasystenis to efficiently selecthoseresourceshat
supporioneor moreof theusersauthenticatiorertificates
or credentialsand then securelypresentthe appropriate
certificatesor credentialsvith minimal (if ary) directin-
teractionwith theuser

To createaproces®n oneof the physicalmachineghat
comprisethe metasystemthe unique metasysteniden-
tity mustbe mappedo an appropriateaccounton the se-
lectedphysicalmachine.This mappingmustbe specificto
theauthenticatiomequirementsf thelocalmachinemust
only beperformedor thosephysicalmachinesiponwhich
the metasystenuseris allowedto createprocessesa lo-
cal systemmay only be accessibldy a subsedf all users
of the metasystem)and mustbe securelyconfiguredand
performed(a non-privilegeduseris not allowedto specify
this mapping).In addition,it is our belief thatthe success
of ametasystengreatlydepend®nits easeof useby end-
userssotheimpactonthemetasysternsemustbekeptto



aminimum. However, theremustbeabalancéetweerthe
users desireto only have to beinteractvely authenticated
oncefor the entire metasystenversusa systemadminis-
trator requiringa particularform of strongauthentication
thatis uniqueto her site. In otherwords, the userdoes
notwantto have to managegpotentiallydozensof SecurlD
cards,smartcards,and passwerds, while the systemad-
ministratorof a governmentsupercomputecertainlywill
not accepta one-size-fits-allpproachfor authentication
in the metasystenthat placesthe authenticatiorrequire-
mentsof a university computeron the samelevel as her
morestratejic resources.

The contrikution of this paperis thatit revealshow this
metacomputingproblemmanifeststself andis solved in
the context of Legion, which is a object-basednetasys-
tem projectdiscussedn Section2. It presentghe Legion
solutionto threesite-specificcequirementdo authentica-
tion andauthorizatiorfor thepurpose®f procesgreation.
In the first scenariothe site requiresstandardJNIX ac-
cesscontrol(similarto mostUNIX installationsat univer-
sities).In thenext two scenariosthesitesrequireKerberos
authenticatiorbut differ in their specificsecuritypolicies
regardingprocesscreationafter Kerberosauthentication.
The mechanisnby which to mapLegion identity to local
accountis discussedor eachscenario. The “level of se-
curity” ascomparedo easeof useof eachscenarids dis-
cussedn termsof the likelihoodandramificationsof the
compromiseof usercredentials. The importanceof this
work is thatit describeghesolutionto real-world security
problemsthat exist asa resultof userswho increasingly
createprogramsthat requiretransparentsecureaccesgo
multiple, distributed, heterogeneousesources.Sitesare
eagerto deploy the Legion metasystensoftware,but only
afterreceving assurancethattheir local securitypolicies
aresatisfied.Without solutionssuchasthesedescribedn
this paper Legion cannotbedeployedon alarge-scaléa-
sis.

The organizationof this paperis asfollows. Section2
presentghe Legion mechanismdor securitythat arein-
dependenbf ary underlying host system. This section
coversidentity, authenticationauthorizationandaccount-
ability. Section3 describesow processesarestartedand
controlled,andhow files arewritten, on a systemthatem-
ploys standardJNIX accessontrol. Section4 describes
two configurationsn which Legion integrateswith aKer
berizedhost. Section5 describegprojectsthatarerelated
to thiswork. Section6 containgheconclusions.

2 Security provided by L egion mechanisms

Legion[7, 8] is anobject-basedhetasystemwvith agoal
of supportingmillions of objectsspreadacrosghousands
of machines.Legion executesasmiddlevare—belav the

end-usenpplicationsutabovetheoperatingsystenythus,
theLegioninfrastructurdtself is not privilegedcode).Le-

gion providesprocessnanagementnterprocescommu-
nication, persistentstorage,a single unified file system,
andsecurityservicesLegion supportPVM, MPI, C, For-

tran,aparallelC++,Javzaandthe CORBA IDL. Legioncan
selectresourcedor useby applicationsand securelyco-

ordinatelarge-scaleapplicationexecution,eliminatingthe
needfor theend-useto explicitly log onto eachmachine,
FTPfiles, createprocesses;reatetemporaryfiles, etc. A

projectof Legion’s size and scopeis facedwith numer

oustechnicakhallengesall relatedo managinghepoten-
tially hugenumberof underlyingheterogeneousardware
andsoftwareplatforms.

In the Legion system hostobjectsrepresenprocessing
resourcesWhenal egionobjectis instantiatedit isaHost
Objectthatactuallycreatesa procesgo containthe newly
activatedobject. The Host Objectthuscontrolsaccesgo
its processingesourceandcanenforcelocal policies,e.qg.,
ensuringthat a userdoesnot consumemore processing
time thanallotted. Vault objectsin Legionrepresenstable
storageavailablewithin the systemfor containingObject
PersistenRepresentation@OPRs). Justas Host Objects
arethe manager®of active Legion objects,Vault Objects
are the managerf inert Legion objects. For example,
Vaultsarethe point of accesgontrolto storageresources,
andcanenforcepoliciessuchasfile systemallocations.

Thesecuritymodelfor Legion differssignificantlyfrom
that of corventionalsystems. A Legion “system”is re-
ally afederationof resource$rom multiple administratve
domains,eachwith its own separatelyevaluatedand en-
forcedsecuritypolicies.As such thereis no centralkernel
or trustedcodebasethat can monitor and control all in-
teractionsbetweenusersand resources.Nor is therethe
conceptof a superuser-no one personor entity controls
all of theresourcedn alegionsystem.

While thereis no singlesuperuserin practicethereare
a few privilegeduserswho control accesdo the corere-
sourcessuchasvaultsand hosts. Theseprivileged users
establishtrust relationshipshetweenthemseles, and use
thesetrust relationshipsuponwhich to control accesgo
their respectre resourcesFor example,assumehatthere
aretwo setsof resources;ontrolledby two separaterivi-
legedusersandthatthereareestablishedhon-overlapping
setsof usersof theseresources.One of theseprivileged
usersmay agreeto let the others setof usershave access
to herresourcesaslongasareciprocarelationshigs also
establishedlt is a subjectof futureresearctio determine
to what degreethis privilege canbe dispersecamongsta
largergroupof privilegedusergwith decreasingrivilege)
andstill remainanoperationametasystem.

The purposeof this sectionis to provide a discussion



of Legion securitymechanismshatis independenbf the
underlyingsecuritymechanismsnd policies of the host
systemsThematerialin thissectionis presentegrimarily
to establishthe contet for the remainingsections. For
moredetailsregardingthesemechanismssee[5].

2.1 ldentity

Identity is fundamentato higherlevel securityservices
suchasaccesgontrol. EveryLegionobjectis identifiedby
a unique,multi-field, location-independeritegion Object
Identifier, or LOID. Oneof the LOID fields containsse-
curity informationsuchasan X.509 certificate[3] or more
simplyjustanRSApublickey. The X.509certificatein the
LOID is notan X9.57 attribute certificate[16], but rather
an ID certificate(alsoreferredto asa public-key certifi-
cate[4]), andpairsa public key with a persons name,or-
ganizationjdentificationof the public key algorithm,and
otherinformation. A certificatemay be signedby a certi-
ficationauthority(CA) thatvouchedor the associatiorof
thekey with theidentifyinginformation.To coverthecase
wherearecipientdoesnt recognizethe CA, the CA's own
certificatecanbe chainedontothe certificate allowing the
CA's CA to be the basisof authority The users X.509
ID certificateis propagatedvith requestandmethodcalls
madedirectly or indirectly on behalfof the user Thein-
formationin the certificateis usedwhenmakingentriesto
accesdogs. While it is sufficient to useonly the LOID,
attimesit is easierto simply includethis informationdi-
rectlyin thelogs,withoutrequiringamappingfrom LOID
to useridentificationsuchasname organizationgtc.

In a distributed objectsystemsuchasLegion, the user
typically accessesesourcesndirectly, and objectsneed
to be ableto performactionson his behalf. Oneway in
whichto allow intermediateobjectsto requestserviceson
behalfof an originatingobjectis to give theintermediate
objectsa copy of the privatekey of the originatingobject,
thusproviding necessargauthenticatiorinformation. This
approachs clearlyinsecureasintermediatebjectscould
thenmaliciouslyoriginateoperation®n falsebehalfof the
originatingobject. An alternatve approachs to have in-
termediatebjectscall backto theuseror histrustedproxy
whenthey receive accessequestsn theusersname.This
stepputscontrol backin the users hands.Thereare ser-
eral dravbacksto this approachthough. First, the fine-
grain control afforded by authorizationcallbacksmay be
mostly illusory. It canbe very difficult to craft policies
for a userproxy (or eventhe real userhimself!) thatare
muchmorethan“grantall requests”—toenuchcontectual
andsemantiénformationis generallymissingfrom there-
quest.Beyondthis barrier, callbacksareexpensve anddo
notscalewell. In Legion, afterall, every objectrepresents
a resourceof sometype, anda callbackon every method

call would beacrippling performanchit.

The intermediatesolution betweentheseapproachess
to issuecredentials(also known as X509v3 certificates
with explicit authorization®r X9.57 attribute certificates)
to objects.A credentials alist of rightsgrantedby thecre-
dentials maker, presumabljthe user They canbe passed
throughcall chains.Whenanobjectrequestaresourceit
presentshecredentiato gainaccessTheresourcehecks
therightsin the credentiakndwho the maker is, anduses
thatinformationin decidingto grantaccessTherearetwo
maintypesof credentialsn Legion: delegatedcredentials
and beaker credentials. A delegatedcredentialspecifies
exactly who is grantedthe listed rights, whereassimple
possessiomf a bearercredentialgrantsthe rights listed
within it. A Legion credentiakpecifieghe periodthecre-
dentialis valid, who is allowedto usethe credential,and
the rights—whichmethodsmay be called on which spe-
cific objectsor classof objects. The credentialalsoin-
cludesthe identity of its maker, who digitally signsthe
completecredential.

2.2 Accesscontrol

EachLegion objectis responsibldor enforcingits own
accessontrolpolicy. Thegeneramodelfor accesgontrol
is thataccesss only availablethroughmethodcalls, and
thateachmethodcall recevedat anobjectpasseshrough
a Mayl layer beforebeingserviced(seeFigure2). Mayl
decidesvhetherto grantaccessccordingo whateverpol-
icy it implements.If accesss denied,the objectwill re-
spondwith an appropriatesecurity exception, which the
callercanhandlearny way it seedit.

Mayl canbe implementedn multiple ways. The triv-
ial Mayl layerjust allows all access.Most objects,how-
ever, usethe Legion-provided default Mayl implementa-
tion, which essentiallydefines,on a permethodbasis,an
allow list anda denylist. If aLOID is on bothlists,access
is denied.Theentriesin thelists arethe LOIDs of callers
that are grantedor deniedthe right to call the particular
method. Default allow anddery lists canbe specifiedto
covermethodghatdon't have their own entries.

By default, an objectis createdwith an ACL thatis a
function of the classof the objectand givesreadaccess
to the world andwrite accesdo the owner. For example,
all methodsthat involve “reading” are allowed to be ex-
ecutedby usersthat have authenticatedo the particular
Legion system.Theownerof the objectis freeto dynami-
cally modify ary allow list or any denylist for ary method
— including the methodthat is executedto modify these
lists! Usually, theselists are modifiedthroughthe useof
a GUI. Currently the useof a standardizeédccessontrol
languagesuchasGAA [13] is beinginvestigated.

Whena methodcall is receved, the credentialst car
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Figure 2. Legion Implementation of Access Control

riesarechecledby Mayl andcomparedigainstheaccess
controllists. For example,in the caseof a delggatedcre-

dential,the callermusthave includedproof of his identity

in the call sothatMayl canconfirmthatthe credentialap-

plies. Multiple credentialscanbe carriedin a call; check-

ing continueauntil oneprovidesaccess.

2.3 Communication between L egion objects

A methodcall from one Legion objectto anothercan
consistof multiple LegionmessagesBecausé.egionsup-
portsdataflav-basednethodinvocation,the variousargu-
mentsof a methodcall may flow into the taget as mes-
sagedrom several differentobjects.A messagérom one
Legion objectto anotherLegion objectmay be sentwith
no security in private mode or in protectedmode In
both privateandprotectednodes certainkey elementof
a messagée.g.,ary containedcredentialsire encrypted
with the public key of the recipientLegion object. In pri-
vatemodethe body of the messagés encryptedwhereas
in protectedmodeonly a MessageAuthenticationCode
(MAC) is generatedo provide anintegrity guaranteeTo
enablefastercomputationsprotectednodeis the default,
althoughthe usercan easily changethis. Unlessprivate
modeis alreadyon, protectednodeis selectechutomati-
cally if amessageontainscredentialsThemodeselected
for useby anoriginatingobjectis appliedfor all messages
indirectly generateésaresultof theoriginatingmessage.
For example,a usercanselectprivatemodewhencalling
an object. The calls that the object makes on behalf of
the userwill alsouseprivate mode,andso on down the
line. Currently encryptionis basedon the RSA toolkit
(RSAREF2.0).

In addition to protecting credentials,both protected
mode and private mode encrypta computationtag con-
tainedin every Legion messagea randomnumbertoken
thatis generatedor eachmethodcall. All the messages
thatmalke up agivenmethodcall containthe samecompu-
tationtag. Thetagis usedto assembléncomingmessages
from multiple objectsnto asinglemethodcall andto iden-
tify thereturnvaluefor a call madeearlier If anattacler
knows the computatiortagfor a methodcall, he canforge

completemessagesontainingargumentsor returnvalues,
evenwithoutholdingary credentialsThecomputatiorniag
is treatedasa sharedsecretandis nevertransmittedn the
clearunless'no security”modeis selected.

The securitylayer doesnot provide mutualauthentica-
tion. The sendercanbe assuredf the identity of the re-
cipient,becausenly thedesiredrecipientcanreadtheen-
cryptedpartsof themessageTherecipientusuallydoesnt
carewhotheactualsenders; its decisionsarebasedsolely
on the credentialsandthe X.509 ID certificate(s}that ar-
rivedin themessage.

3 Legion integration with standard UNIX
access control

Theprevioussectiondescribedbjectinteractionsatthe
logical level of the metasystenin Figure 1—specifically
how one Legion objectcanauthenticatavith anotherLe-
gion objectand exchangesecurecommunication. How-
ever, Legion objectsmust physically exist on a hostthat
is partof the metasystemThis sectiondescribediow the
metasystenidentity is mappedo a physicalaccountand
anobijectis instantiatecbn a hostthatrequiresonly stan-
dardUNIX accesgontrol.

Our generalstratgy for isolating Legion objectsfrom
oneanothelis to runthemin separat@accountonthehost
system.Theaccountghatcanbe usedfor this purposdall
into two categories:

e Forthosel egionuserswho happerto have accounts
on the system,objectscanrun on their normaluser
accounts.

e For otherusers,thereis a pool of genericaccounts
thatareassignedor Legionuse.

The genericaccountsusually have minimal permissions.
ThelocalHostObjectandVaultObjectalsohave theirown
accounts.

Theuseof genericaccountss appropriatdor thosesites
thatrequirethatone userbe isolatedfrom anotheron the
underlyinghostmachine(e.g., different UNIX accounts)



but do notrequirestrict, persistentmappingirom metasys-
temID to localaccountIn thesesituationsaccountability
is throughlogging Legion userX.5091D certificates.The
more “tightly controlled” metasystemsvill probablynot
make useof genericaccountsjf only becauseolicy of-
ten mandateghat no personcan make useof a resource
withoutfirst filing the appropriateaccountapplications.

Objectcreationrequestarrive attheHostObjectasnor-
mal methodinvocationsandcanthusbe controlledusing
the standard_egion accessontrol mechanisnfor meth-
ods. For eachrequest,the host checksthe credentials
againstheuserLOIDs andgroupsthatareallowedto cre-
ateobjectsonit. If everythingis acceptablef next selects
anaccountfor the new objectto runin; dependingon the
credentialsn the creationrequestandits local configu-
ration, it may choosea local useraccountor one of the
genericaccounts.The accountsare subjectto scheduling
andresourcecontrol just like CPU time, memoryusage,
and so on; an objects leaseon an account,especiallya
genericaccountjs usuallylimited.

All Legion objectsare associatedvith somepersistent
storagetypically in theform of adirectoryin thelocalfile
systemmanagedy the ObjectVault. Before startingan
actualprocesdor the new objectin the allocatedaccount,
thehostneedso changethe ownershipof the object’s di-
rectoryfrom thevault userid to the newly allocateduser
id. Thelocationof thedirectorythatwill containthe new
objects persistenstateis passedo the hostaspartof the
activation request(this location was obtainedthrougha
methodon the local vault performedby the objects cre-
ator, likely its class).Ownershipof this directorymustbe
changedothto protectthe object’s statefrom accesdy
otherobjects(whichwill rununderdifferentuserids),and
to make the stateaccessibl¢o the new object.

Finally, the hostneedsto spavn the actualprocesghat
will executethe object on the appropriateaccount. To
carryoutthis step,andto changeownershipof theobjects
persistenstate thehostrequiresaccesso someprivileged
operations.However, the hostdoesnot executewith root
permissions. Accessto theserequiredprivileged opera-
tionsis encapsulateth a processcontiol daemon(PCD)
that executeson the host, providing servicesto the Host
Objectin a controlledfashion.The PCDis a small,easily
vettedprogramthat runswith root permissionslt is con-
figuredonly to allow accessdy the hostaccount. Two of
its key functionsareto permitchangingdirectoryowner
shipandto createnew processesn a designate@ccount.
ThePCDlimits theaccountdor whichthis canbedoneto
asetconfiguredby thelocal systemadministratorThe set
includesthe genericLegion accountsand potentiallythe
account®f local Legion users.

A simplified exampleof this operationis shovn in Fig-

ure 3. In this example,Object12, which is executingon
Fred’s accounton somemachinein the metasystemand
hasaccesgo Freds Legion credentialsyantsto createan
objectonthehostElmetrvirginia.edu To dothis, Object12
asksthe Host Objectexecutingon Elmerto starta process
for thenew object.First,theHostObjectconfirmsthatOb-
ject12is actingon Freds behalfby looking atthe creden-
tials containedn therequest.Then,the Host Objectmaps
arequesby Fredto a genericaccountLegion-generic-J)
on Elmetrvirginia.eduthathasbeenestablishe@tthetime
that Legion wasinstalledon Elmetvirginia.edu Finally,
the Host Objectasksthe PCDto spavn a new processas
Legion-generic-1for the new object.

AsthePCDstartgheobjectrunning,thehostlogsanau-
dit trail usingthe X.509 1D certificatefor the userwhose
credentialaccompaniedhe request. The audit trail pro-
videsessentialnformationif thenew objectmisusedocal
resources.If the objecthasexceededts useof local re-
sourcesthe hostcanrequesthatthe PCDkill it directly.
Whenanobjectlosesor relinquishests useof anaccount,
the HostObjectusesthe PCDto changethe ownershipof
its persistenstatebackto the Vault Object. If the object
is reactvatedlateron a differentaccountpwnershipof the
statecanbechangedo theappropriatdocal userid. After
anaccounts reclaimedthe PCDterminatesall processes
runningonit andgenerallycleanst up.

Security Analysis. In acceptinghis approacha sysad-
min at a local site is trusting the Legion softwareto le-
gitimately map Legion identitiesto local accountdif the
PCDis configuredto mapto non-generidocal accounts).
If the Legion credentialdor a particularuserare stolen,
therisk to the systemis lesswhenconfiguredfor generic
accountghanwith non-generiaccountgby their nature,
whena useris finishedwith a genericaccountno persis-
tent stateremains).A negative aspeciof this approacthis
that a site mustinstall the PCD as privileged code, cre-
ating a potentialpoint of attackfor intruders. However,
this code hasbeenvettedby numerousexperts,increas-
ing the confidenceon the part of local site regardingthe
safetyof this code. Of course,if the Legion Host Object
accouni“Legion-Account”in Figure3) is cracked,thein-
trudercancreateprocesseandertheaccount®of ary local
Legionusers.

Overall. The PCD-basedmplementationis sufficient
for mary local systemadministrators. Legion authenti-
cationis usedto determinewho gainsaccesgo local re-
sources,and the resourcesnadeavailable are also con-
strainedto thoseusablefrom a limited set of accounts.
Detailedlogging provides accountability The safety of
credentialds a chief designgoalin the securityarchitec-
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Figure 3. Object Creation on a Standard UNIX Access Control Host

ture and mechanism®f Legion. An alternatve, simple
approachs to have all Legion objectsexecuteunderthe
“Legion-Account” account. In general,we have found
that sysadminglo not like this approachbecausef lim-
ited accountability—adar asthey see,only oneaccount
“doesanything” with regardto Legion. We (theLegionde-
signers)do notadwocatethis approachbecausé doesnot
provide the necessarysolation,asall files andprocesses
areownedby oneonerid (meaningthat oneLegion user
canuseUNIX mechanismso destry or subvert another
Legion useron the samehost).

4 Legion integration with a Kerberized host

Increasedsecurity concernshave causedmary sitesto
switch from standardUNIX accesscontrol to the use of
Kerberog11]. Kerberods atrustedthird-partyauthenti-
cation,in which usersandservicegegistertheir keys. In
this paper familiarity with the basic Kerberosprotocols
areassumed.Legion hasbeenintegratedwith a Kerber
ized host, andis discussedn this paper becausecertain
siteshave wantedto run Legion and mandatedhe useof
Kerberos.

It is importantto understandhatthe “K erberizedHost”
in this sectionrefersto a hostthatis executingthe MIT
sourcecodedistribution [9]. This paperdoesnot discuss
effortsto integrateKerberodirectly with public key cryp-
tography[14], becausehis paperfocuseson integration
with widely-deplyedKerberosystemsSimilarly, theuse
of Proxiableticketsin Kerberods not discussedbecause
their usageis not widely supported.While its supportis
not directly discussedmuchof the discussioris applica-
bleto AFS.

In this section,assumehat a simple Legion metacom-

puteris beingconstructed.Thereare only two machines
involved: Khost, which is the KerberizedHost machine,
andNK host, whichis amachinehatdoesnotrequireKer-
berosauthenticatior{insteadjt usesonly passwerd-based
authentication)Additionally, it is usefulto definethefol-
lowing entities:

L-creds credentialghat are necessaryo functionin the
Legion virtual computer;thesecredentialsreflecta
metasystenusersidentity

K-creds Kerberos credentials; obtained via Kerberos
kinit eitherexplicitly or implicitly

L-admin aparticularmetasystenuserwith someadmin-
istrative duties for the metasystem;Note that the
“L-admin” identity meansnothingdirectly on either
Khost or NKhost (it must be mappedonto an ac-
counton eachmachine);by definition, L-admin has
L-creds;in orderto authenticatdo the metasystem
layer, the L-adminusermusthave first authenticated
to the underlyingphysicalmachine:if L-adminfirst
loggedinto Khost, thenthe userassociatedvith L-
adminhasK-credsaswell.

Legion-Khost an accounton Khost that is usedsolely
for executingprocesseselatedto the metasystem;
“Legion-Khost” is not an identity recognizedat the
metasystentevel (“Legion-Khost”hasK-credsasso-
ciatedwith it but doesnotautomaticallyhave L-creds
associateavith it)

Alice-KL a personwho has an accounton Khost and
wishesto participatein Legion virtual machineex-
ecutingon Khost; hasK-creds; hasL-creds;hasan
accounibon NKhost



Bob-L a personwho has an “account” on the Legion
virtual machinebut no accounton Khost; has L-
creds;doesnot have K-creds; hasa UNIX account
onNKhost

4.1 Kerberosbackground: .k5loginand .k5users

In Kerberosthereis thecapabilityto allow oneprincipal
to grantaccesgo anothemrincipal (afterthe otherprinci-
pal hasauthenticated) The file .k5login allows one user
to unconditionallygrantanotheruserthe ability to spavn
processeasthefirst user For example,if “Bob/.k5login
contained”Jim”, userJim could “ksu Bob” and have a
runningshellwhereamew processesretaggedasbeing
ownedby Bob. Note thatin this case,Jim doesnot ac-
quireBob’s credentialsrather in this case Jim, executing
asUID Bob, hasa copy of the KerberoscredentialsJim
hadimmediatelyprior to executingksu. .k5usersis more
restrictve than .k5login; .k5users lets Bob allow Jim to
executeonly certainbinariesasBob, for instance'/bin/Is”.
Theentryin~Bob/.k5usersn this caseis “Jim /bin/ls”. In
this case,Jim cannotexecutea shell as Bob; Jim could
only “ksu Bob-e /bin/Is”.

4.2 Kerberossolution #1: k5login

A simplesolutionto allow ausersuchasAlice-KL with
an accounton Khost to accesghe metasystenis to add
“Legion-Khost"to her.k5login file. This approactallows
Legion-Khostto execute“binaryl” asAlice-KL by invok-
ing “ksu Alice-KL -e full-path-to-binary1”.For Alice-KL
to starta processon Khost, essentiallythe samestepsas
in Figure 3 aretaken. The differencein this situationis
thatthe PCD doesnot exist, asthe Host Objectcan cre-
ateprocessesdirectly asAlice-KL via invocationsof ksu.
In this configuration Legion mechanismsvill ensurethat
Bob-L will not be ableto startnen processe®n Khost.
However, Bob-L will be ableto useservices(processes)
of Alice-KL, but only if Alice-KL hasconfiguredLegion
authorizatiormechanismso let Bob-L.

Security Analysis. Theanalysisconsistof a numberof
cases:

If the Legion-Khost account iscompromised (i.e., an
attacler obtains Legion-Khost Kerberoscredential
cache, or breaksinto the Host Object and, for
example,causeghe Host Objectto executea binary
that allows the credentialcacheto be read), then
all Legion userson Khost, evenif they have never
usedLegion, have beencompromised.The attacler
cannotget their K-creds, but can startprocessesn
theiraccount$. Thereis a variationof this approach,

1Theattacler cangettheir K-credsif the useris loggedin.

beyond the scopeof this paper that uses.k5users
insteadof .k5login in orderto reducethe scopeof
attackif thelLegion-Khostis compromisedHowever,
this approachis substantiallymore complicatedto
implementandanalyze.

If Alice-KL'sK-credsarestolen (i.e.,eitherby someac-
tivity irrespectve of Legion, or if Alice-KL givesher
K-credsto a Legion “con-artist” object), then only
Alice-KL's accountis compromisedIn this casean
attacler canreplacdegitimateAlice-KL servicewith
corruptedservicethustricking Bob-L if Bob-L wants
to usethe service. However, the scopeof this attack
may include several machines as Kerberoscreden-
tials are typically valid at a potentially large set of
machines.

If Alice-KL'sL-credsarestolen Alice-KL’s accountis
compromisedecausehe Host Objectcanbe aslked
to startjobson heraccount.

If L-admin’sL-credsarestolen an attacler can effec-
tively shutdown the Host Object but not breakse-
curity. Note: adminhasno specialprivilegeswith re-
gardto theHostObject,beyondbeingableto change
the ACLsontheHostObject.

Overall. The factthatAlice-KL canstarta processon

the Khost without directly obtaining and presentingK-

credsis both positive andnegative: The useof the Legion

virtual machineby Alice-KL is easierand perhapamore
securebecauseshedoesnot needto directly acquireKer

beroscredentials A potentialproblemis thatthe Legion-

Khosthasunlimitedaccesso the Khostaccouniof Alice-

KL. For this reason,Alice-KL and/orthe sysadminsof

Khostmight requirethat Alice-KL geta separateéccount
on Khost for usewith the Legion virtual machine. For

mary installations,this approachis sufiicient, satisfying
the requiremenbf Kerberosauthenticatiorbeforeuseof

thephysicalresourcegtheauthenticatiorin this caseis by

the Legion-Khostprincipal). Securityis provided by the
Legion mechanism$asedon L-credsthat have timeouts,
recovery mechanismsand potentiallyvery specificscope
andprivilege. It is alsovery easyto implement.

4.3 Kerberossolution #2: KProxy object

In general,a problemof the k5login approachis that
a usermustgrantunlimited accesgo her accountby the
Legion-Khostprincipal. A secondproblemis thata user
suchasAlice-KL (or more preciselya personimpeison-
ating Alice-KL) doesnothave to authenticatéo the KDC
of the KhostKerberosrealmin orderto usethe physical



resourcesA secondapproacteliminatestheseproblems,
but at the costof simplicity.

The essentialcomponentof the designis a Legion
KProxyObjectfor eachuser ThisKProxy Objectsecurely
holdsthe Legion users KerberoxredentialsThe KProxy
Objectfor userFredexecutesunderFreds UID on a ma-
chineuponwhich Fredhasan account. Wheneer a Host
Objectanywherein the metasystemvantsto createanob-
ject on Freds behalfon its associategbhysicalmachine,
the Host Objectperformsa call backto the KProxy Ob-
jectfor Fredto obtainavalid ticketfor thatparticularhost.
Freds KProxy Objectwill only issueFredsKerberosre-
dentialsif Freds valid Legion credentialsare presented
in the request(more generally the accesscontrol mech-
anismsof Freds KProxy Objectcanbe configuredto is-
sueFreds Kerberoscredentialgo ary objectthatpresents
valid credential®n behalfof any userwith whomFredhas
previousestablishe@trustrelationship). TheHostObject
createghe new objectvia a call to ksu, without requiring
theuseof the.k5login file.

Note that all communicationof secretinformation is
either done via KerberosmechanismgDES) or Legion
mechanisméRSAREF).Cross-realnauthenticatios im-
mediatelyandtransparenthgupportedn thisdesign:kinit
only hasto be performedoncefor eachgroupof Kerberos
realmsthat supportcross-realmauthenticatiorwith each
other The Legion KProxy objectwill automaticallyob-
tain Ticket Granting Tickets (TGTs) for the otherrealms
basedntheexistenceof avalid TGT for agivenhost.

The stepsthat Alice-KL musttake in orderto create
her KProxy objectare shavn in Figure 4. First, Alice-
KL obtain her K-credsfrom machineNKhost (this can
also be performedon Khost, althoughit doesnt have to
be). By default, theseK-creds are tied to the IP ad-
dressof NKhost. On NKhost, Alice-KL thenexecutede-
gion_create kproxy, which askstheHostObjecton Khost
to createaninstanceof KProxy classon Khost. As partof
this (not shavn), Alice-KL interactswith the KDC to ob-
tain aticket thatis usablefrom Khost. TheseK-credsare
thenusedby the HostObjectin aninvocationof ksu to ac-
tually createthe KProxy objectthatwill hold Alice-KL's
K-creds.This KProxy objectwill executeonthis machine
underAlice-KL’s account. Note that neitherAlice-KL’s
.k5login nor .k5users containsan entry that directly al-
lows Legion-Khostto executethis ksu; insteadksu is in-
vokedwith anexplicit copy of Alice-KL's K-creds. Now,
arytime in the futurethatthe Host Objecton Khostwants
to createan objecton Alice-KL's behalf,it interactswith
this KProxy objectto obtaina valid ticket for usein the
ksu invocation.Additionally, ary HostObjectin therealm
will interactwith Alice-KL’s KProxy objectwhencreating
objects.

Why cant the Legion userobtain K-credsfor a par
ticular computationbefore startingthe computationthus
eliminating the needfor the KProxy object? Legion is
an object-basedystemin which the necessaryunction-
ality to startand coordinatelarge-scalecomputationmay
be spreadacrosshundredor thousand®f objects. When
a user originates computation,the user hasno idea on
what machinegprocessesiltimately will be startedeither
directly or indirectly on behalfof this userrequestFor ex-
ample theusermay attemptto “run discreet-simulation-1
1000times”. At this point, the userhasno idea(he may
not care)which machinesarethenselectedby scheduler
objects. Thus, whenthe useroriginatescomputationhe
cannotobtaintickets (which aretied to IP addressesfor
all of themachine®nwhichprocessewill bestarted.Our
approachusesa call backto the KProxy objectto getthe
appropriateicket for eachmachine.

A second,related note is that the user may not be
presen{i.e, loggedontoamachinein theKerberogealm)
whenthe Legion softwareattemptgo spavn processesn
his behalf. For example, assumethat the user startsa
long-runningactvity on one machine,andthenlogs off.
The Legion software might thenneedto spavn a process
on anothermachine(if, for example,the computationis
pipelined,where eachelementof the pipelineis a suffi-
ciently long computation). Again, we needa call back
to something(the KProxy objectin our approach)n or-
der to obtainthe necessaryicket. One approachmight
be to somehav geta ticket from the procesghat already
exists that is performingthe active part of the pipelined
computation(becausehe credentialcacheis presentor
this processand presumablyit containsa TGT). This is
essentiallythe approactof the KProxy object.

The key limitation thatthis approachovercomess that
aprocessanonly bestartedon KhostasuserAlice-KL if
Alice-KL haspreviously authenticatetierselfto the KDC
of theKerberogealm.In addition,atarny point, Alice-KL
cancontrolthe creationof processesnderheraccounty
eitherlimiting thelifetime of theticketheldby herKProxy
Object,or eliminateher KProxy objectcompletely How-
ever, it is still the casethatthe Legion usermusttrustthe
Legionsoftwareto creategprocesseenly thatsheintended.

Security Analysis. Theanalysisconsistof anumberof
cases:

If the Legion-K host account iscompromised If Alice-
KL useghesubrertedkhost,the HostObjectcanuse
her L-credsto obtainthe K-credsfrom the KProxy.
The K-credscan then be misusedby the Host Ob-
ject, for example,to spavn arbitraryprocessesinder
Alice-KL's userid (suchas“rm *"). Note thatun-
like the k5login approachwherea subvertedKhost
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Figure 4. Object Creation on Kerberos-Controlled Host

Legion accountcanimmediatelyabuseall local Le-

gion useraccountsthis approacHimits the attacler

to misusingthe accountsof userscurrently starting
objectson the Khost. This allows intrusiondetection
asanapproactfor limiting the damagecausedy an
attacler.

If AliceeKL'sK-credsarestolen If the K-creds are
stolenin someactvity irrespectve of the metasys-
tem, the same ramifications exist as the k5login
approach. If Alice-KL's K-creds are stolen by
attacking her KProxy object, the duration of the
compromisas limited by thedirector indirectscope
of the K-credsheld by the KProxy object,which can
be controlledby Alice-KL.

If AliceelKL'sL-credsarestolen Thesameramifications
asthek5login approach.

If admin’sL-credsarestolen The sameramificationsas
thek5login approach.

Overall. Thisapproachradesoff someadditionalcom-
plexity in termsof the systemsstructureand someextra
effort onthepartof userqwho periodicallyneedto upload
refreshedKerberoscredentialdo their respectie KProxy
object)for anaddedmeasuref attackcontainment.This
approachmeetsthe requirementhatthe useractiely au-
thenticatethroughthe Kerberosmechanisnbeforeusing
the local resourcequnlike Kerberosk5login approach).
Thisapproachncursaddedoverheadlueto the call-backs
to the KProxy object;however, thesecall-backsonly occur
atthetime of objectcreation,sotheimpactshouldnot be
significant.Notethat,asopposedo thekrlogin approach,
the durationand scopeof an attacler's compromisds in
generalimited by the K-credsbeingheld by the KProxy
objectswhich canbeeasilycontrolled.

5 Reated work

Thereare several projectsbeing conductedto support
inter-operability betweena particularsecurityinfrastruc-
ture and Kerberosfor examplesupportinga singlelogin
for NetWare and Kerberos[1]. This project hassimilar
goalsto Legion’s integration with Kerberos—inparticu-
lar, no changego Kerberosandno reductionin securityin
eithersecurityrealmdueto the singlelogin. A significant
differencebetweerthe Legion projectandtheseprojectsis
thatLegion attemptgo build securitymechanismghe can
be viewed as beingon top of underlyingsecuritymech-
anismsof hostsystemswhereagheseprojectsgenerally
attemptto supportsinglesign-onof co-existingrealms.In
a metasystemit cannotbe expectedthat every realmor
administratve domaindirectly acknavledgeand support
eachothersexistence.

Minsky andUngureanwaddressheneedof unifying het-
erogeneousecuritypoliciesin distributedsystemsy in-
troducinga formalismthatdescribevarioussecuritypoli-
cies[10Q]. A unifiedmechanisnis usedo enforcethesecu-
rity schemesThis work is importantfor the construction
and analysisof securitypoliciesin metasystemsn that
themetasystermechanisnmustsupportawide variety of
local policies. However, in metasystemshe approachs
thatthelocal sitescanhave whatever securitypolicy they
want, andit is very likely thatit will not be specifiedfor-
mally. Requiringevery local siteto specifytheir security
policiesin a singleformalismis difficult if notimpossible,
severelyimpedinga metasystens deployment.

Yialelis and Slomandescribea securityframework for
object-basedlistributed systemq17]. This projectis re-
latedto theworkin Legion,becausé attemptgo allow the
developmentof securedistributedapplicationson operat-
ing systemswith varyingdegreesof securitymechanisms
built in. While this work is similar to the Legion mech-
anismsdescribedn Section2, the work of Yialelis and
Slomanis CORBA-basedanddoesnotaddresshegeneral



metasystemeequirementssuchashardware heterogene-
ity andmultiple administratve domains.

Globus[6] is anothemetasystemesearctproject,and
assuchis addressingnary of the sameissuesasLegion.
In mary instancesgorvergentevolution hasled to simi-
lar solutionsto theseproblems.For example,Globus has
a small, easily-\erified modulecalledthe Gateleeperthat
runsasrootandis responsibléor remoteprocessnanage-
ment,in muchthe samemannerasthe PCD. The manner
in which Globusintegrateswith Kerberogs throughuseof
the GenericSecurityServicesAPl (GSS-API[15]). The
level of granularityof the GSS-APland the Legion ob-
ject modelarefundamentallydifferent: In GSS-API,two
applicationssuchas FTP and FTPD establisha security
context andthencommunicatdasedon the securitycon-
text. In Legion, objectsaresignificantlymorefine-grained
thanapplicationsuchasFTPandFTPD—theoverheado
establishcontexts establishingand deletingsecuritycon-
texts for eachpair of communicatingpbjectsis intuitively
too expensve, asthenumberof object-objectommunica-
tionsis potentiallyquitelargein thelife of acomputation.

CRISIS[2] is the securityarchitecturefor the WebOS
projectat UC Berkeley. TheWebOSprovidesmary of the
samehigh-level servicesaslLegion. WebQOSis fundamen-
tally differentthan Legion in that while WebOSfocuses
on system-lgel supportfor building and running wide-
areaapplications] egion’s goalsareto provide anobject-
basedprogrammingmodel suitablefor sucha wide-area
application. The principle goalsof CRISISaresimilar to
the goalsof the securityarchitecturan Legion: to usere-
dundang to reducethelik elihoodof systemcompromise,
cachewhenever possibleto improve performancesupport
fine-graineccontrolover delegatedrights, make extensive
useof logging, supportlocal autonomy andto make the
designassimpleaspossible A differencebetweerthetwo
systemss aresultof Legion’s supportfor autonomywhich
is not a focus of WebOS:Legion supportsdynamically-
configuredlocal security mechanismsand CRISIS sup-
ports uniform mechanismacrossall of the nodesof the
wide-areasystem(althoughpolicy within eachnodemay
be separatelylefined).

6 Conclusions

While a goal of a metasystentan be to provide an
abstractionof a single virtual machinefrom large, dis-
tributed, heterogeneousesourcesultimately a metasys-
temcomputatioris comprisedf actiities on physicalma-
chinesat differentsiteswith differentgoals. Theseactiv-
ities include processcreation,file creationand modifica-
tion, “native” IPC mechanisms;native” schedulersuch
asCodineandLoadLeveler, etc. This paperdescribedhe
issuesnvolvedin supportingthe notion of identity at the

level of the metasystemspecificallywith regardto pro-
ces<reation.It wasshovn how ametasystendentity can
be securelymappedto a physicalaccountboth for stan-
dardUNIX accesgontrolandfor Kerberos-basedccess
control. In thefuture,otherauthenticatiorsystemawill be
integratedwith currentLegion authenticatiorsupport. A
particularsystemthatis currentlybeingdevelopedis inte-
grationwith SSL/TLSvia OpenSSL12].

Onapracticallevel, theseapproacheareimportantbe-
causehey arein active useatvariouslocal siteswithin de-
ployedLegion networks. Many times,a singleconcurrent
computationcanconsistof mary processespreadacross
hoststhatrequiredifferentauthenticatiorandaccesson-
trol. Therefore,the securityimplicationsof eachare of
greatinterestto systemadministratorsand usersat such
sites. On a moregeneralevel, thesedesignademonstrate
thedegreeto whichtheLegionarchitectur&canaccommo-
dateandadaptto site-localrequirements.

The Legion systemis currently widely deployed, in-
corporating diverse resourcesat SupercomputingCen-
ters, Labs, and Universities. For more information
about the current status of the Legion system, see
http://legion.virginia.edu. The power of the ervironment
increasesvith the scaleandscopeof the system.We con-
tinue to actively integratenew sitesinto Legion. A nat-
ural part of the evolution requiresus to adaptthe Legion
securityarchitecturego new site-localpoliciesand mech-
anisms. The work presentechere describesour current
dominantsite configurations.In the future we expectto
seethis setexpandasLegion deploymentincreases.
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