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Abstract

We proposea hostarchitecture for secue IP multi-
cast. We identify the basic componentof the archi-
tectue, describetheir functionalitiesand how they in-
teract with oneanother Thefundamentatiesigntenets
of the proposedarchitecture are simplicity, modularity,

and compatibility with existing protocolsand systems.

More specificallywetry to re-useexisting IPSecmed-
anismsasfar aspossible and extendthemwhenneces-
sary. We alsodiscussour experienceswith implement-
ing the proposedarchitectuie on Linux.

1 Intr oduction

The Internettoday supportsa basicform of multi-
castservicewherea multicastgroupis identifiedby a
ClassD IP addres$H95]. A recever canjoin andleave
the group by sendingIGMP (InternetGroup Manage-
mentProtocol)[RFC1112 D91] messageso their lo-
cal routers. To senddatagramgo a multicastgroup,a
sendeneednotbeamemberof thegroup.It cansimply
addresghe datagramso the groupaddressilt is there-
sponsibilityof the multicastcapableroutersto commu-
nicatewith eachotherusingmulticastrouting protocols
anddeliverthedatagramso all receverswho aremem-
bersof thegroup. Themulticastgroupis anopengroup
andsenderslo notnecessarilknow theidentitiesof the
receversin the group. Likewise, receversdo not have
ary mechanismsvailableto authenticat¢heidentity of
thesender®r to verify theintegrity of thereceveddata.

Supportfor groupmembershigontrolandfor sender

anddataauthenticationis essentiafor mary multicast
applications. Maintaining confidentialityof the trans-
mitted datais alsorequiredby someapplications.Ex-
amplesrangefrom one-to-mawg scenariosuchasnews
and datafeeds(say quotesof stock prices),audioand
video broadcastspr file andsoftwareupdatesto more
interactive scenariosuchas electroniclectures,town-
hall meetingsand conferences.(See[Q98, CP99 for
suneys of multicastapplicationsandtheir securitycon-
cerns.)

A lot of work hasbeendonein designingsecue mul-
ticast protocols(seethe suney in [CP99). Recently
the InternetArchitectureBoard (IAB) haschartereda
working groupwithin the InternetResearciiaskForce
(IRTF)to studyanddevelopstandardizablprotocolsor
securemulticasfSMuG].

Existing work on securing group communication
concentrateson the task of group managementnd
accesscontrol (see, for instance,[HM97a, HM97b,
M97, STW98, WHA97, WGL98, HCD98 HCM98§,
BMS99). More specifically thefocusis ondistributing
and maintaininga group key thatis known to all legiti-
matemembersput remainsunknovn to non-members.
This groupkey is distributedby oneor moregroupcon-
trollers, accordingto somepre-specifiedolicy, andis
thenusedto encryptthe groupcommunicationLessat-
tentionis givento theinternaldesignof agroupmember

The focusof this paperis on the hostarchitectureof
amemberof a securanulticastgroup. Themembercan
beeitherasenderor arecever, or both. In therestof the
paperwe identify basiccomponent®f thearchitecture,
outlinetheirfunctionalitiesanddescribaheinteraction
amongthem.Thearchitectures basednthelPSecpro-

lof17



tocol suite[KA98] andre-usedPSeccomponentgsuch

asIKE andESP).We have extendedthe IPSecarchitec-

ture in several waysto accommodatéhe requirements
of securggroupcommunication.

Someof the main featuresof the proposedarchitec-
ture are: simplicity, modularityand compatibility with
existing systemsand protocols. We identify the key
component®f thearchitectureanddefinetheinterfaces
betweerthem.Thismodularapproactallowsthedevel-
opmentof alternatve implementation®f variouscom-
ponents. In addition, our architecturecan accommo-

dateknown proposaldor groupandkey management.

It is compatiblewith the securelP multicast frame-
work that is being developedby the SecureMulticast
working group (SMuG) of the InternetResearctrask
Force[SMu@. It is simpleto incorporatewithin IPSec-
compliantsystemswith eithersmall or no changego
theoperatingsystemkernels.

We areimplementingheproposearchitecturavithin
the Linux kernel using the FreeSwanPSecdistribu-
tion [FSWAN] asthe base.We describethis effort and
our experience.

A preliminaryversionof this architectureappearecs

an InternetDraft, draft-irtf-smug-sec-mcast-arch-00.txt

at the SecureMulticast UsersGroup IRTF. This paper
describedurtherinternaldetailsof the architectureand
experiencesvith implementingts components.

Organization Therestof thepapelis organizedasfol-
lows. Section2 reviews somesalientsecurityrequire-
mentsof multicastapplicationsanddescribesow our
work fits within the larger context of a comprehense
securemulticastsolution. Section3 presentour main
designtenets.Sectiongt, 5 and6 describethe architec-
ture. Section7 discussesompatibility issuesbetween
securemulticastandIPSecand Section8 describesx-
perimentsto validate the basicdesigndecisionto use
IPSecandresultsof preliminaryperformanceestsdone
aspartof anongoingimplementatiorof thearchitecture.
We concludewith someremarksn Section9.

2 Background

2.1 Security requirements of multicast com-
munication

We outline the salientsecurityrequirementof mul-
ticastcommunication.A more detaileddiscussiorap-
pearsin [CP99 CGt99].

e Group membershipcontrol and confidentiality
The goal is to ensurethat the group communica-
tion is accessibleonly to legitimate group mem-
bers. Groupmembershigontrolis usuallyimple-
mentedby having a groupkey sharedby all group

members.All groupcommunicatioris encrypted
via symmetricencryptionusingthis key. The ar
chitectureproposecderefollowsthis approach.

For mary applicationsgroupmemberships likely
to vary overtime. It is oftenrequiredthatmembers
leaving agrouploseaccesso futuregroupcommu-
nication,andthat membergoining a groupdo not
gainaccesgo groupcommunicatiorthatoccurred
beforethey joined.

Note thatin orderto implementaccesscontrol it
mustbe possibleto authenticateheidentity of po-
tential group members. This can be done using
public-key certificatef potentialmembersA de-
cisiononwhetherto acceprequestso join agroup
is usuallymadeaccordingto somepredefinegool-

icy.

e Group authentication This refersto the ability of
a groupmemberto verify thatthe receved group
communicatiororiginatedfrom asourcewithin the
group. Note that ary group membercanimper
sonatethe senderor maliciouslymodify the trans-
mitted data. To achiee this, we follow the usual
approachof implementinggroup dataauthentica-
tion usinga dedicateckey sharedamongall group
members.All the communicatedlatais authenti-
catedvia MessageAuthenticationCodes(MACs)
usingtheshareckey.

¢ Individual source and data authentication This
refersto the ability of group membersto verify
the authenticity of the data, and identity of the
senderof data, even if the other group members
are not trusted. This problemis inherentlydiffer-
ent from group authenticatiorand from authenti-
cation of point-to-poirt connectionssince single
MAC basedsolutions(suchasthoseusedin IPSec
[KBC97]) arenotapplicablehere.

Other security concerns,like non-repudiabilityand
anorymity, mayalsoberelevantto someapplications.

2.2 On the structure of secue multicast solu-
tions

In orderto placeour work in contet, we outline the
generaktructureof securemulticastsolutions.

Very roughly, a securemulticastsolutioninvolvesthe
following entities. In additionto the group members
(andwould-bemembers}hereare one or more group
controlentities. Theseconsistof the groupinitiator and
owner, andoneor morepolicy andkey seners. A solu-
tion canbe viewedasconsistingof two mainparts:
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e Group control: This part dealswith the task of
group managemenand accesscontrol, in partic-
ular, with distributing and updatingthe group key
and other datathat is relevant to securinggroup
communication. Typically this partincludesonly
communicatiorbetweerthe control entitiesof the
groupand potentialgroupmembergandpossibly
somecommunicatioramongthe controlentities).

e Datahandling This partdealswith the communi-
cateddataitself. This includesthe processingof
dataat the endhosts,datapacketrouting,andpos-
sibly en-routetransformationsTypically thegroup
controlentitiesdo not participatein this partat all.

This work handleshoth parts,from the point of view
of a group member It doesnot addresghe designof
the groupcontrol entities;it is compliantwith any such
design.

3 DesignTenets

We describethe main designprinciples set forth in
thiswork.

¢ Independencérom multicastrouting. The archi-
tecturedoesnot interferewith the routing mecha-
nism of datapackets.Datapacketanay be routed
via ary multicastor unicastrouting. For sakeof
simplicity and modularity of design, we recom-
mendthatthe key managemennechanisnassume
reliable communication. Yet, no specificmecha-
nismfor obtainingreliability is specified.Any re-
liable multicastor unicastmechanisn{e.g., TCP)
canbeused.

e MimicIPSecarchitectue: Asin IPSecweseparate
the modulesthathandledatafrom thosethat han-
dlekey managementunctionssuchasthegenera-
tion, distributionandupdateof cryptographidkeys
areencapsulateth akey managemenmnodule that
is placedin the“applicationlayer” of the commu-
nication,andoutsidetheOSkernel. Thisfacilitates
applicationspecificoperationssuchasmultiplex-
ing of datafor differentusersandcertificateverifi-
cation. Thedatahandlingpartlies mostlyin the IP
layer, usinglPSecmodules. Yet, we introducean
additionallevel of datahandling,in the interestof
sourceauthentication.

e Use existing components We use existing com-
ponentswherever possible. Specifically we use
IPSecs EncapsulatingecurityPayload(ESP)pro-
tocol for encryptingand authenticatinglata. The

ESP protocol [KA98] is usedfor exchangingen-

cryptedandauthenticatednulticastdata. If confi-

dentialityis notanissueor if additionalauthentica-
tion beyondwhatis provided by the ESPauthenti-
cationmechanismis required(suchasauthentica-
tion of thelP headerthenthe AH protocolcanalso

beused.

SincelPSecwasmostlydesignedor unicastthere
areafew issueghatarisewhenthe ESP/AHproto-
cols areusedfor multicastdata. We discusssome
of theseissuesin Section7. Multicast-specific
packetransformationsnaybeintroducedn thefu-
ture.

We alsorecommendisingInternetKey Exchange
protocol (IKE) asa componentwithin the multi-
castkey managementodule,for securingpoint—
to—point communicatiorbetweengroup members
andthecontrolentities.

¢ Minimize modificationsof the OSkernel The ar-
chitecturds structuredsothatthenew multicastse-
curity specificcomponentgarekeptin theapplica-
tion spaceandthe IPSeccomponentshatarecur
rently in the OS kernelcan be usedfor multicast
securitywithout modification. It is expectedthat
with time, someof the multicastspecificcompo-
nentsmay be movedto the kernelandIPSeccom-
ponentxalreadyin the kernelwould be modifiedto
bettersupportmulticast.

e Flexibility in the choice of cryptogaphic algo-
rithms By re—usingthe IPSecdesignfor data
transportwe retaintheflexibility of usingary data
encryptionandauthenticatioralgorithmwhich can
be supportedy IPSec.

The new componentsntroducedn this document,
namelythe MulticastInternetKey ExchangeMod-

ule (MIKE) andthe SourceAuthenticationMod-

ule (SAM) provide framewvorks which areflexible

enougho supporimostgroupkey managemerdnd
sourceauthenticatiorschemes.

4 SystemAr chitecture
4.1 Motivation

We presenta bird’s eye view of the architecturejts
componentsandthe dataflow. We begin by motivating
thedecisionto basehearchitecturenthelPSeadesign.

The IPSecarchitecture. In anutshell,the IPSecpro-
tocol suite consistsof the following components:The
InternetKey Exchange(IKE) protocolis anapplication
layer protocol for agreeingon a security association
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(SA) betweenthe communicatingpeers. Among other
datathe SAincludessharedsessiorkeysfor authentica-
tion andencryptionof data. The AuthenticationHeader
(AH) andEncapsulatingsecurityPayload(ESP)aretwo
protocolgor authenticatingindencryptingdatapackets,
usingtheinformationin the SA for therelevantsession.
Both AH andESParelP—layerprotocolsandoperateon
a packetby packetbasis. The communicatiorbetween
theapplication—layelKE andthelP—layerAH andESP
is donevia a securityassociatiordatabase

Why IPSec-baseddesign? In contrastto previous
designsof secure multicast host architectures(e.g.,
[CE*99]), that remainedexclusively in the application
layer of the communicationwe have basedour design
onthelPSecprotocolsuite.

Onemainreasorfor usinglPSecis thatit providesa
setof protocolsthatwill shortly be available on practi-
cally every security—consciousoston the Internet.We
seegreatbenefitin usingexisting protocolsfor secure
multicast,bothfrom the point of view of the systende-
signer(who doesnotneedo designsuchprotocolsfrom
scratch)and from the point of view of the user(who
doesnotneedto have duplicatecodeandcanhave auni-
fied standardsecuritymechanisnior unicastandmulti-
cast). Anotherreasonfor using IPSecis its enhanced
efficiengy in processinglata, beingan IP—layerproto-
col.

On the down side, using IPSecties the designto ex-
isting protocolsandforcesusto dealwith compatibility
problemswith existing implementationsWe elaborate
on suchproblemsin Section7. However, evenin light
of theseproblemswe regardthe IPSec—basedesignas
aviableandpreferableoption.

4.2 Architecture

4.2.1 Overview Wepresentahighleveloverview of
the architecture. As in IPSec,we partition the “con-
trol plane” functions(i.e., key managemenandpolicy
mechanisms)Yrom the “data—plane”transformations.
The*“control plane”functionsareplacedin the applica-
tion layer Themaincomponenhereis calledMulticast
InternetKey Excdhange(MIKE). This is a genericname
for thecomponenthatis responsibldéor communicating
with thegroupcontroller(s) bothonjoining andleaving
the group,andfor periodicupdatesof the group secu-
rity data(suchaskey updates).The MIKE component
generatesand updatesa multicastsecurityassociation
(MSA) database.This databaseontainsthe necessary
datafor memberdn the relevant group. In particular
for multi—userhoststhe GSA specifieswhich usersare
memberof thegroup.

In contrastwith IPSec,where the datatransforma-
tions are doneexclusively in the IP layer, we partition
the data—handlingnechanisminto two separatecom-
ponents. The first componentcalled Souce Authenti-
cation Module (SAM) sits in the applicationlayer and
dealswith transformation$or authenticatinghe source
and contentsof the data. (Recallthatthe AH or ESP
transformsdo not guaranteendividual sourceanddata
authenticatiorfor group communication.)One benefit
of placingSAM in the applicationlayeris avoiding the
needto modify the operating—systerkernel. In addi-
tion, transformsfor sourceauthenticatiormay benefit
form theability to procesghe datain largerframes be-
fore it is partitionedinto IP packetsby the senderand
aftertheframeshave beerre—assemblebly therecever.
(This additionaloption may be mostviable whenreli-
abletransmissions guaranteed.)

The secondstage for data processingis the ESP
transform at the IP layer Here data may be en-
crypted/decryptedsingthegroupkey. Possiblythedata
is alsoauthenticatedsingthegroupkey; thisguarantees
groupauthentication.

Both SAM and ESPtakethe informationneededor
handlingthe datafrom the MSA database(We remark
thatasimilar notionof securityassociatiorior multicast
is proposedn [HM99]. Thetwo notionsmayindeedbe
unified.)

4.2.2 Architectural Details We now describethe

architectureof a memberof a securemulticastgroup.
The membercould eitherbe a datarecipientor a data
senderor both. From the applications perspeciie, the

securemulticastframevork providesa simple API for

usingsecuranulticast. This API is logically partitioned
into the DataAPI which dealswith sendingandrecev-

ing multicastdatasecurelyandthe Control APl which

dealswith the processof joining andleaving a secure
multicastgroup and the associateciccesscontrol and
key updatefunctions. The block diagramof a secure
multicastframeavork on a hostis shovn in Figurel.

e MIKE — Multicast Internet Key Exchange This
moduleis responsibléor key managemerdandim-
plementsthe Control APl which permitsapplica-
tions to join and leave securemulticastgroups.
This moduleresidesin the applicationlayer, out-
side the OS kernel. It interactswith the MIKE
modulesof the group controller(s),and generates
and maintainsa Multicast Security Association
(MSA) thatcontains:

— Groupkeysfor encryption/decryptioandau-
thenticationof data (via the AH/ESP mod-
ules).
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Figure 1. Block diagram of secure multicast host architecture .

— Signing/\érificationkeys for sourceauthenti-
cationof databy the SAM module,described
below.

— Otherinformation regardingthe connection,
asin anlPSecSA.

— A list of applicationghataremembersf the
group(relevantfor multi—userhostsonly).

In orderto makea MIKE specificationcomplete,
the MIKE moduleswithin the group controller(s)
needto be specified. Seemore discussioron the
designof MIKE in section5.

An additional functionality of MIKE is periodic
updatesof the MSA, wheneer groupkeys or keys
usedby SAM arechanged.

IPSecmodules:AH/ESP

Thesearethe IPSecmodulesthatresidein the OS
kernelanddealwith encryption/decryptioandau-
thenticationof datapackets. Thesemodulespro-
vide encryption/decryptio and group authentica-
tion of incomingor outgoingmulticastdata. Data
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is encryptedwith the group key by the sender(s)
anddecryptedisingthesamekey by recevers.The
ESPheaderemainsasdefinedin the unicastcase;
the protocolheadeprecedinghe ESPheademill
containthevalue50in its Protocol(IPv4) or Next
Header(IPv6, Extension)field andits destination
IP addreswvill bethelP multicastgroupaddressa
classD addressThus,thepacketwill beforwarded
to all memberof the groupby routerssupporting
multicastdelivery. ESPcanbeusedin conjunction
with the ESP authenticatioroption. In principle,
ESPfor multicasttraffic canbeusedeitherin trans-
port or tunnel mode, althoughtransportmodeis
clearly moreappropriatén an environmentwhere
mostparticipatingmembersareendhosts.

For multicast data authenticationdifferent tech-
niguescan be useddependingon whethergroup
or individual senderauthentications desired.For
group authentication,the protocol designedfor
unicastlP security namelythe IP Authentication
HeaderAH) [KA98] and/ortheauthenticatiorop-
tion within ESParesufiicient. Al membershare



a common,symmetricauthenticatiorkey whichis
administeredy the group controllerandwhich is
usedto generatehe messageauthenticatiorcode
(MAC). The AH headeremainsasdefinedin the
unicastcasetheprotocolheadeprecedinghe ESP
headerwill containthe value 51 in its Protocol
(IPv4) or Next Header(IPv6, Extension)field and
its destinationlP addresswill be the IP multicast
groupaddressa classD addressThe SPIvalueis
selectedasfor ESR by the groupcontroller. (See
more discussionon the assignmenbf the SPI in
Section?.)

SAM- Source AuthenticationModule This mod-
ule is responsibldor the transformationghat en-
ableauthenticatinghe sourceof receved dataand
possiblyfor replayprotection.Scalablesourceau-
thenticatiormayinvolve operationghatspanmore
thana singlepacket,bothfor outgoingandincom-
ing data. SinceUDP framesare good candidates
for abasicunit for authenticationit seemgeason-
ableto placethis componentn a higherlayerin
the protocolstack,i.e., abose UDP It couldeither
be part of the kernelor keptin applicationspace.
If the kernelwereto be modified,thenthis module
shouldbe partof a “SecureMulticast UDP” layer
which could replaceUDP. This “SecureMulticast
UDP” layer could also implementthe mult—user
accesgontrol functionalitywhich we will discuss
laterin Section7.1. Apartfrom thedisadwantageof
requiringkernelmodificationsplacingSAM in the
kernelwill makeit inflexible in the choiceof au-
thenticatiorschemeandwill alsoresultin theker-
nel beingentrustedwith the users signaturekeys.
Ontheotherhand,if theSAM moduleis keptin the
applicationspacethen sourceauthenticationwill
notbetransparento applicationsaandexisting mul-
ticastapplicationswill needto be re—writtento in-
voke the relevant functionsof the SAM module.
But if a SAM moduleis well designedthenthis
burdenshouldbe comparabléo moving from reg-
ular socketgo SSLin thecaseof unicast,andsuch
achangeshouldbe equallyacceptabl¢o the appli-
cationdevelopercommunity Thereforet is adwvan-
tageoudo keepthe SAM modulein theuserspace
for now.

The internal structureof the SAM dependso a
large extent on the sourceauthenticatiormecha-
nism used. Several sourceauthenticatiormecha-
nismsexist, someare basedon public key signa-
tureswhich may be appliedon a group of pack-
ets via a variety of mechanismsand othersare
basedon symmetricauthenticatiorwith multiple

keys. (Seethe surwy of [CP99.) In particular
the sourceauthenticatiormechanisnproposedn
[M99], basedon a schemeof [WL98] or ascheme
describedn [R99] areoptionsfor realizingSAM.

An additionalpotentialfunctionality of SAM is to
provide replayprotectionfor data,in casethatthe
IPSECreplay protectionmechanismis turned off
becaus®f multiple sendeiproblems.

We shalldiscusghe SAM modulein greaterdetail
in Section6.

4.3 Dataand Control Flows

Typical operationof the systemis asfollows! The
memberinitiates a securemulticastsessionby invok-
ing the join operationin the Control API which is im-
plementecby MIKE. This enableshe memberto reg-
ister in the group as a senderor a recever or both.
Subsequently the memberis able to send and re-
ceive datagramssecurelyto the multicast group us-
ing the send/recefe functions of the Data API. All
groupkey managementjataencryption/decryptioand
group/sourceauthenticatiorfunctions are managedy
the securemulticastframevork and are transparento
the member If at somelater point in time the mem-
berdecidedo leave the securanulticastgroupthenthis
is doneby invoking the leave operationin the Control
API. This actioneventuallyresultsin theterminationof
the members ability to securelysend/receie messages
to thegroup.

We now outline the dataand control flows in more
detail.

e Contwol Flows

— Client Join: The applicationinvokes MIKE
to join a multicastgroup. At a minimum,
the applicationmustidentify the group that
it wishesto join and provide informationas
to the authenticatiorrequired(e.g., whether
or notsourceauthentications requiredandif
so,thesourcest will trust).

MIKE then performsthe processof regis-
tering with the group controller(s), setsup
a Multicast SecurityAssociation(MSA), in-
vokesa standardregistrationmechanisnfor
theunderlyinglP multicastgroupandenables
the ESP/AHand SAM modulesto startpro-
cessingdata. (In multi—userhostsit may be
that an MSA for this group already exists,

IHerewe assumehatthedatais sent/recaiedvia eitherreliableor
unreliablelP multicast. It is noted,however, thatthe securitymech-
anismdescribecherecanbe usedevenwhenthe datais beingrouted
via point—to—pointtonnectionssuchasTCP
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with anothempplicationlisteningto it. In this

casethe MSA is updatedo includethe join-

ing application.)

The registration processwill inevitably in-

clude communicationwith the group con-
troller(s)andthiscommunicatiorwill require
mechanismgor authenticatiorof the parties
aswell asconfidentialityof the information
exchanged.This communicationjts authen-
tication and encryption mechanismsshould
be dealtwith within the MIKE module.

At the end of the join processthe Multicast
Security Association(MSA) databaseeeds
to beupdated.Therelevantinformationfrom

the MSA is then pulled by the ESP/AHand
SAM modules.

— Key update Key updatesmessagesre in-
ternal MIKE messagesnd are not part of
the high—level architecture. Thesemessages
areauthenticatedndencryptedseparatelyas
specifiedin MIKE. A specialclassof key
updatemessagesonsistof memberexpul-
sion messages which the controllerexpels
the memberfrom the group. The expulsion
processs dependentn the specificsof the
Key ManagemenProtocol,but shouldresult
in the memberbeing cryptographicallyinca-
pableof sending/receing messageom the
securemulticastgroup. In this caseMIKE
module should treat an expulsion message
like amembeieare requestvithouttheneed
to contactthecontroller(s).

— Client Leave First MIKE is invokedto de—
register with the group controller(s). Next
the Multicast Security Associationdatabase
is modifiedto reflectthe fact that the client
leaves. (If thereareno moreapplicationghat
are listeningon the samegroupthenthe en-
try may be deletedor markedstale). Finally,
the host executesthe standardprocedurefor
leaving theunderlyinglP multicastgroup.

o DataFlows

— Sendingof data: If sourceauthenticationis
not neededthendatais transmitteddirectly
via UDP (or areliablemulticastayer)andthe
IPSecmodulein thelP layer, with thelP mul-
ticastgroupin thedestinatioraddress.

If sourceauthenticationis neededthen the
datais first transferredo the SAM. Therethe
datais processedbr sourceverification.(The

keys for performingtheseoperationsare ob-
tainedfrom the MSA.) Next, the datais di-

rectedto the AH/ESPtransformationsn the
kernel. Thesetransformationsare executed
with the groupkeys thatappeaiin the MSA.

Finally the datapacketsaresenton the chan-
nelin the standardvay.

— Receiptof data Incoming data packetsare
first processedy IPSecs AH/ESP transfor
mationsin the kernel. Therethe datais de-
cryptedand group authenticatioris verified.
Next, the data streamis processedy the
SAM and sourceidentity is authenticatedif
needed. Finally, the datais handedto the
calling application. (In a multi—userhostit
shouldalsobedecided pbasedninformation
in the MSA, whetherthe applicationis eligi-
bletorecevethecomunicatiorof therelevant

group.)

5 MIKE: DesignGuidelines

Although the designof MIKE deseres a separate
documentwe suggessomerequirementfor MIKE, de-
scribearchitecturabprinciplesthat will allow MIKE to
meettheserequirementand yet be flexible enoughto
accommodate variety of groupkey managemertech-
nigues. This providesan interfacefor pluggingin dif-
ferentgroupkey managemennodulesinto MIKE.

It is stressedhat the discussionbelon doesnot at-
temptto addressheinternaldesignof thegroupcontrol
entities. Instead|t is focusedon the requirementgrom
thepoint of view of agroupmember

5.1 Functionality of MIKE
We list salientrequirementgor the MIKE module.

1. MIKE should supportthe simple scenariowhere
thereis only a single group controller that com-
municatesvith all groupmembersMore comple
ervironmentswhereintermediatesenersfacilitate
thecommunicatiormayalsobe supported.

2. MIKE shouldsupportmaintainingasetof keys (for
symmetricencryptionand authentication)shared
amongall groupmembersin addition,MIKE will
help in forwardingthe public verification keys of
thegroupcontrollerandof sendersn thegroup,to
supportsourceauthenticatiorby group members.
(Note thattheseverificationkeys may be different
from the long—termcertificatesof theseparties.)
MIKE could obtain thesekeys directly from the
group controller(s)or from someotherrepository
usingaprotocolsuchasLDAP [LDAP].
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Figure 2. Block diagram of MIKE.

3. MIKE will beplacedin theapplicationlayerof the solutionsthatprovide securechannelge.g.,SSLor pro-

communicationandoutsidethe OSkernel. prietarycommunicatiorprotocols)canbe usedinstead.
4. MIKE shouldbe flexible enoughto accommodate 1. Point—to—pointcommunicationbetweena group
ary reasonablenulticastgroup key management memberandthecontroller(say for groupregistra-
solution. tion andde—rgjistration)will besecuredia astan-

dard IPSecconnectionestablishedby IKE. This
connectionwill provide confidentialityaswell as
authenticatiornof the information exchanged. In
particular the groupkeys andadditionalinforma-

5. MIKE shouldbeableto dealwith multi—userhosts.
In particular the MSA will containinformationon
which usersaremembersf eachsecuremulticast

group. tion will betransmittedasdatain the securecon-

An architecturablock diagramof MIKE is shawn in nection. The IPSecSA betweera groupmember

Figure2. andacontrollerwill beshort-lived,andwill gener
ally notlastthroughouthelifetime of themulticast
5.2 Somedesignguidelinesfor MIKE group.

This sectionsuggestssomedesignguidelinesfor a 2. Key updatemessagewiill be transmittedfrom the
group key managemenmodule to be plugged into groupcontr_ollerto the _membersusmgan abstrgct
MIKE. We stresssimplicity andre—useof existing pro- transportatiormechanismcalled”"Reliable Multi-
tocolsandstandardsuchas|PSecandIKE wherepos- castShim” (RMS). This abstractmechanisnpro-
sible. In particular we proposeusing IPSecto set—up videsreliablemulticast,in the senséhatary mes-
securechannelsfor all point—to—pont communication sagetransmittedvia the RMS is guaranteedo
betweerthe hostandthe controller(s).Of course pther reachall groupmembers.
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The RMS abstractiorcanthenbeimplementedria
ary available reliable multicastmechanism(such
asthosedevelopedin [RM]), or alternatively via
point—to—pontreliablecommunicatior{TCP).

3. Key updatemessagesentby the controller will
have a specialformat. In particular they will be
authenticatedising public—key signatureghat are
verifiable usinga public key thatis handedto the
membersat registrationtime. MIKE will imple-
mentits own signatureverificationmechanism.

The suggesteddesign guidelines for MIKE are
sketchedn Figure3.

5.3 An example

In the preceedingectionswe outlinedsomerequire-
mentsandguidelinesfor the MIKE modulewithoutex-
plicitly describinghow existing groupkey management
techniquesndimplementationsouldbe modifiedto fit
within the MIKE framawork in conformancevith these
requirementsand guidelines. In this sectionwe give
an exampleof one possiblemulticastkey management

Point-to-Point Flows Required
for Secure Multicast Key Management
(e.g., between a member and the controller)

design of MIKE.

modulewhich conformsto the MIKE requirements.
The example module is basedon a few modifica-
tionsto the multicastkey managemennodulein IBM’s
Toolkit for Securelnternet Multicast [CET99]. The
original toolkit employeda schemeby Wallner et al,
[WHA97] for groupkey managemers&ind SSL for uni-
castconnectiondetweernthe client’'s key management
moduleandthe groupcontroller In the examplemod-
ule, the SSL interactionsbetweerthe client’'s key man-
agemenmodule(MIKE) andthegroupcontrollerwould
be replacedby IPSec connections. In the original
toolkit, signedkey updatemessagesvere multicastby
the group controller over a reliable multicastchannel.
In the example,thesesignedmessagewould be trans-
portedover the “Reliable Multicast Shim”. Theseto-
getherwith otherminor changesvould be sufiicient to
makethetoolkit complywith the MIKE guidelines.

6 Interfacesof SAM

In this section,we briefly describethe interfacesof
SAM, to theapplicatiorandto thecommunicatiortayer.
We do not describeanimplementatiorof SAM; imple-
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mentationsmay vary widely and areto a large extent
independenof the overall architecture We believe that
theseinterfacesaregeneraknoughto accomodata va-
riety of mulitcastauthenticatiorschemesand applica-
tions, andthus could sene asa basisfor the standard-
ization. From Figurel, it is clearthatthe interfaceto
SAM consistsof a SAM DataAPI thatis presentedo
securemulticastapplicationsand a specificationof the
formatof datablockswhich aresentor receved by the
SAM layerto thecommunicatioayersbelow.

6.1 SAM Data Format

Dataflowing betweertheSAM moduleandtheunder
lying communicatiormodulesis organizedinto blocks
or frames.Thebasicideais thatonthesendingend,out-
going datasuppliedby the applicationis packagedo-
getherwith authenticatiordatainto oneor several SAM
frameswhich are passedo the communicationlayers
belon. Onthereceving end,SAM framesaredelivered
by the communicatioayersto the SAM modulewhich
verifiesthe authenticationnformationcontainedwithin
theSAM framesandprovidestheraw authenticatedata
backto thereceving applicationtogethemith theiden-
tity of thesource.

EachSAM frame consistsof several fields asshavn
in Figure4. Theseinclude the Sessionldentifier, the
Sourceldentifier, the Sequenc&lumber the DataPay-
load andthe Authenticatorfields. We now describethe
functionality of eachof thesefieldsin moredetail.

6.1.1 Sessionldentifier Field The Sessiondenti-
fier is a numericfield which uniquelyidentifiesthe se-
cure multicastsession. The purposeof this field is to
bind the Data Payload with a particular securemulti-
castsession.lt is expectedthat for someapplications,
senderganay usethe samelong term signaturekey for
signing packetsfor several differentmulticastsessions
andthis bindingis necessaryo prevent out—of—contgt
substitutionattacks.Our protoypecurrentlyimplements
this as 32—bit numericfield chosenby the group con-
troller, but a more robust structure (possibly includ-
ing a combinationof group controllerid anda group—
controller assignedsessionid) would be requiredfor
largerscaledeploymentndfor standardization.

6.1.2 Source ldentifier In scenarioswith multiple

sendersthe sourceidentifier field providesa succinct
way to identify the purportedsenderof the packet,so

thatthe authenticatiormechanisntorrespondingo the

purportedsenderis usedto verify the sourceof the

packet. In our prototypethis is currentlyimplemented
as a sourcelP—address/port—-numbauiple. Again, for

standardizatiopurposesthis needgo begeneralizedo

handleothertypesof Sourcddentifiers.

6.1.3 Frame Sequence Number The frame se-
guencenumberfield is a numericfield containingthe

sequenc@&umberof the SAM framewith respecto the

flow of SAM framessentoutby the sendefasidentified
by the sourceidentifier)for the currentsessior(asiden-
tified by the sessioridentifier). Eachsendemaintains
the sequencaumberfor its own own flow by picking a

startingsequenc@&umberfor its frameandthensubse-
guentlyincrementinghesequenceumberon eachsuc-
cessie outgoingframe. The SAM moduleon the re-

ceiver side canoptionally usethesesequenceaumbers
to implementreplay protectionand re—orderingof re-

ceived SAM frames(if requiredby the sourceauthenti-
cationscheme)y employingwell known sliding win-

dow basedechniques.

6.1.4 Data Payload Thisfield holdstheactualdata
payloadthatthesendeneedgo sendin anauthenticated
manner

6.1.5 Authentication Information Thisfield holds
the authenticationnformationwhich is requiredby the
recever to authenticatehe sourceand contentsof the
Data Payload, Sessionldentifier, Source Authentifier
and Frame SequenceNumber fields in SAM frames
within the flow from the sender To allow maximum
flexibility in the choiceof authenticatiorschemesthere
is no requirementthat the authenticationinformation
carriedwithin a SAM frame be either sufiicient to or

restrictedto authenticateéhe contentsof that frame, it

could even carry authenticatiorinformation relatedto

other frames. All thatis requiredis that SAM layer
shouldhave authenticatateéachof the requiredfields
within a SAM framebeforepassinghe DataPayloadto

theapplicationlayer Thereforejn casesvhereauthen-
tication information carriedwithin a SAM frame and
all previous framesis not sufficient to authenticatehe
frame,thendependingntheauthenticatioschemethe
SAM modulemay needto buffer this frametill the au-
thenticationnformationarrivesor droptheframeasthe
frameis no longerwithin the sequencaumbermwindow.

6.2 SAM Data API

The SAM Data API draws heaiily from Netscapes
SSL API [SSLRef]. This is becausén the network-
ing stack,the placemenbf SAM is quite similar to the
placementf SSL. The Netscapes APl wasselectedas
a model for the SAM Data API becauseof its clean
modulardesigrnthatabstractsway mostnetworkingand
memorymanagemerdetails.Usingasimilar designfor
SAM permitsusto createa SAM modulethatfocusses
only on its designatedask,i.e., sourceauthentication,
without having to handleextraneoudssuessuchasnet-
working, heapmanagemengtc. Anotherbenefitof this
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appraochs thatthesameSAM modulecanwork with a
variety of differentunderlyingtransportmechanisms.

At the core of the SAM DataAPI is the conceptof
a SAM contet, a datastructurewhich holdsall infor-
mationrevelantto sourceauthenticatior{including cur
rentstate)for a particularsecuremulticastsessionThe
SAM DataAPI providesAPIs for intializing andmain-
taining componentof the SAM context aswell asan
API for sendingandreceving authenticatedlatafrom
the securemulticastsessiondentifiedby the SAM con-
text. We now describethesetwo typesof APIsin more
detail.

6.2.1 SAM context componentmanagement For
modularity the SAM contet consistsof an 1/O con-
text, amemorycontet, a usercontet anda groupcon-
text. Thel/O contet dealswith the multicastdatainput
andoutputfunctions thememorycontect dealswith the
platform and/or applicationspecific memory manage-
mentfunctions,the usercontet dealswith information
specificto the applicationas a senderand/orrecever
within the multicastgroupandthe groupcontect deals
with informationrelatedto the entire group. We now
describeeachof thesecontets andtheirmanagemerih
greaterdetail.

e SAM I/O context The SAM library providespro-
totypesfor functionsto readandwrite datablocks
to the underlying communicationlayer These
functionsareread readfom andwrite. Theread
functionreadsdatafrom the communicatiorlayer
into a suppliedbuffer. The readflom function is
similar but in addition to receving datainto a
buffer, the readfiom call alsoprovidesa hint asto
the identity of the sender(e.g., IP-address/port—
numberof sender). The write function sendsa
buffer of datadown to the communicationayer.
SAM assumeshat pointersto the read andwrite
functions are blocking and internally SAM uses
only thesefunctionsfor communciationsTheac-
tual read, readflom and write functionsare pro-
videdbythe applicationandregisteredto the SAM
contt. This modularapproachallows the SAM
layerto beobliviousto thespecificeandinternalsof

the communicatiormechanisnbeingusedfor the
groupcommunicationAccordingly, theSAM con-
text managemen®PI providesa setof functions
to registerthe applicationsuppliedread, readflom
andwrite functionswith a SAM context.

e SAM memory context As with the I/O contet,
the SAM library provides prototypesfor standard
memorymangemenfunctionssuchas alloc, free
andrealloc and providesan API to register these
applicatiorsuppliedfunctionswith aSAM context.

e SAM user context The SAM user context data
structurecontainauserspecificinformationrelative
to the securemulticastgroup. This includesthe
useridentifier, the currentoutgoingsequencaum-
berandtheusersauthenticatioinformationwhich
includesahandleto the sourceauthenticatioralgo-
rithm andkey to be usedfor computingauthenti-
cationinformationfor outboundSAM frames.The
usercontext API alsoprovidesfor functionsto in-
tialize andmaintainthis information.lt is expected
that the MIKE modulewould invoke thesefunc-
tionsto managehisinformation.

e SAM group context This data structure holds
groupspecificinformationsuchasa sessiondenti-
fier andalist (or ahashtable)of registeredsenders
andtheir algorithms,replaywindows andkeys to
be usedto authenticat&SAM framesfrom eachof
theregisteredsendersAgain,the SAM groupcon-
text API provides for functionsto initialize and
maintainthis information. It is expectedthatthe
SAM groupcontet will be managedy MIKE ei-
thervia directcommunicatiorwith the Groupcon-
trollers or via somesortof LDAP [LDAP] access
to arepositoryof authenticatiorkeys.

6.2.2 SAM contextdata flow APl Oncethe SAM

contxt componentsreinitialized, a SAM contect can
be usedby an applicationto sendandreceve authenti-
cateddataon the correspondingnulticastsession.The
maindatacommunicatiorfunctionsavailableto the ap-
plicationare
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e samreadfrom: This functionis to be usedby ap-
plicationsto receve sourceauthenticatedatafrom
the securemulticastgroup. When provided with
a valid SAM contet, a databuffer and a source
identifierplaceholderthisfunctionreadsncoming
datafrom the securemulticastgroupidentified by
the SAM contet, authenticates and placesraw
authenticatedatainto the supplieddatabuffer and
theidentity of the sourceinto the sourceidentifier
placeholderThisfunctionblockstill authentidata
is receved.

e samwrite: Thisfunctionis to beusedby applica-
tionsto postauthenticatedlatato the securemulti-
castgroup.Whenprovidedby avalid SAM context
anda databuffer, this function poststhe datacon-
tainedin the databuffer togethemith userauthen-
ticationinformationto the securemulticastgroup.

7 Compatibility with IPSec& IKE

This sectiondiscussesome compatibility issuesof
securemulticastwith the designof the IPSecprotocol
suite.

7.1 Granularity of AccessControl: Host vs.
Application

By design,IPSecis ideally suitedfor securingtraf-
fic betweentwo hosts. Securingtraffic betweenappli-
cationsrequireshoststo implementadditional control
mechanismdo createand maintain SA's at the granu-
larity of applicationsj.e., to createandmaintainproper
associationbetweerSAs andapplications’'<protocol,
port> tuples[KA98, CGHK98. Similarly, multicast
over IPSecworks bestwhen the granularity of access
control or group membershigs at the level of hosts.
However, if the granularityof accesscontrol is at the
level of userapplications,then IPSecby itself is not
sufficient. This is not a problemfor mosthostson the
Internetwhich are single—usersystems. However in
multi—usersystemswheremultiple userscould belong
to the samesecuremulticastgroup, additional mech-
anismsneedto be implementedby the hostto ensure
that IPSecprotectedmulticasttraffic flows areinitiated
and deliveredto only thoseapplicationswhich belong
to the multicastgroup. This requiresclosecooperation
betweerMIKE andthe system.

An idealsolutioninvolvesmakingchangeso thehost
kernelsothat:

1. ThemulticastSA's for themulticastgroupareonly
associateavith the specificUDP port usedby the

group.

2. Only applications which are current members
of the multicast group can send/receie packets
throughthe group's UDP port.

Thisimpliesanew controlmechanisnin the UDP layer
which controlsaccesgo the port on the basisof multi-
castmembershipnformationreceved from MIKE.

A lessintrusive, but inferior solutionwhich doesnot
requirekernelmodificationsvould be putthesamecon-
trol mechanisnin a systemdaemonprocess.This pro-
cessjoins a securemulticastgroup once on behalf of
userapplicationsand performmultiplexing and access
control on outgoingandinbounddata. By binding to
the group’s UDP port exclusively the daemoncan en-
surethat no otherapplicationcansubvert the daemors
controlon the dataflow.

7.2 Identification of Multicast Security Associ-
ationsand SPI assignment

In the InternetProtocol,a SecurityAssociation(SA)
is uniquelyidentified by the combinationof the desti-
nationaddressSecurityParameteindex (SPI)andthe
protocolused(e.g., AH, ESP).As statedin the IPSec
architecturedocumentKA98], the destinationaddress
can be eitherunicastor multicast; the definition of an
SA remainghesame.

In unicastSAs,in orderto avoid potentialconflictsof
SPlvalues,receversareresponsibldor assignmenof
the SPI. Sincein the multicastcasethereare multiple
destinationsall within the samemulticastdestination
addresssuchan approaclhis impracticalsinceit would
requirecoordinationby all recevers. Selectionby the
sendemwouldalsobeproblematicespeciallyin thecase
of multiple groupsenders.

Within our framework, a reasonablesolutionto the
problemis to utilize the benefitsof the centralizedcon-
troller by requiring that the group controller selects
the SPI for eachmulticastgroup and communicatest
to memberssendersand recevers, during registration.
Selectionby the controller guaranteeghat the SA is
uniquelyidentifiedby the combinatiorof the SPIvalue,
themulticastgroupaddressndthe protocol. (A similar
solutionis suggesteth [HM99].)

As statedin [KA98], multiple sendersto a multi-
castgroupMAY usea single SecurityAssociationand
henceSecurity Parameterindex) for all traffic to that
group. In that case,the recever only knows that the
messageamefrom a systemknowing the securityas-
sociationdatafor that multicastgroup. Multicast traf-
fic MAY alsousea separateéSecurityAssociation(and
henceSPI) for eachsender The assignmenof SAs to
senderganbedoneby thegroupcontroller
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7.3 SequenceNumber Handling and Replay—
Prevention

Both ESP and AH headerscontain a mandatory
monotonically increasing, sequencenumber field in-
tendedto provide anti—replayprotection. Processingf
the sequenc@aumberis atthe discretionof therecever,
but the sendeM™MUST alwaystransmitit. The senders
andrecever’s countershave to beinitialized to 0 when
the SAis establishedndthefirst packetof that SA will
have a sequence@umberof 1.

In thecaseof multiple sendersisingthesamesecurity
associatior{fandhencethe sameSPIvalue)consisteng
and monotonicity of the sequencenumber cannotbe
guaranteedHence anti—replayserviceSHOULD NOT
be usedin a multi-senderervironmentthat employsa
single SA. Multicast security implementationsshould
thusensurdahatreceversdo notperformsequenceum-
berprocessing@ndverification.

We seetwo possiblesolutionsto provide anti—replay
protection:

(1) Using multiple SAs, one for eachsender (All
theseSAs may be part of a single MSA.) This can
provide a weakform of replayprotection(againstout-
siders).

(2) Putting anti—replay protectionin some higher
level module such as SAM. This solution requires
application—layeframingof multicastmessages.

Thesealternatve solutionsmay better suit different
applications.

7.4 Allowing IPSec processing of multicast
packets

Some current implementationsof the IP protocol
stackwill discardary IP packetwith a classD desti-
nation addressand a “protocol” field that is not UDP.
Suchimplementationseedo bechangedo supportiP—
multicastpacketgprotectedy IPSec.

8 Validation of Ar chitecture

A prototypeof theproposedecurdP multicastarchi-
tectureis currentlyunderdevelopment.Componentsn
the datapath suchas SAM and UDP over IPSechave
beenimplementedand tested. Componentsalong the
controlpathsuchasMIKE arestill beingdeveloped.

Evenat this early stageof developmentwe wereable
to testthe feasibility of usinglPSecto securemulticast
traffic. We alsowereableto evaluatethe performance
impactof addingsourceauthenticationgroupauthenti-
cationandconfidentialityto our architecture.

In this section,we describethesefeasibility and per
formancetestsandpresenpreliminaryresults.

8.1 Feasibility Tests

Our testbed consistsof IBM PCsrunning Red Hat
Linux 5.1with kernelversion2.0.35andwith Freeswan
version0.91implementationof IPSec. Freeswarcon-
sistsof two daemonsklips andpluto, which arestarted
atboottime.

Klips, in the kernel, encrypts/encapsulatesitgoing
packetsanddecrypts/decapsulat@sxcomingpackets.It
is implementedsavirtual networkinterfaceandis con-
figuredasary othernetworkinterface.Thisvirtual inter-
faceis attachedto a physicalinterfacewhichhandleghe
traffic flow to/from the network. In the networkstack,
the IPSecpackethandleris piggy—backednto the as-
sociatedphysicalinterfacepackethandler Klips also
providesan API to setup the securityassociationshat
map destinationaddressewith the properlPSecsecu-
rity association.

Theotherdaemonpluto, runsin userspaceandman-
agesthe keys andtheir updates.Referto the Freeswan
documentatiofFSWAN] for additionaldetails. Pluto
wasnot usedin our testsincewe configuredthe IPSec
SAsmanually

8.1.1 Systemset up and configuration Figure5
shaws the systemsetupfor testingthe Linux FreeSwan
IPSecpackage.

We first testedthe properconfigurationof IPSec,by
testingthe 2 modesof IPSecencapsulationtransport
andtunnel,asdescribedn theklips installationfiles.

We connectedwo securitygatavays A and B, run-
ning Linux with Freeswanyia anEthernetink, config-
ured as networkinterfaceethO on both machinesand
representinghe public Internet.Eachgatevay wasalso
connectedia atokenring networkto aLAN represent-
ing a private Intranet, designatedas C and D, respec-
tively. A snoopingbox E runningSolaris5.1 obsered
all Ethernetraffic.

The IPSecvirtual interfaceipsecOwas attachedto
ethOandconfiguredSothatall networktraffic between
C to D would be securedacrosghe public EthernetWe
ran the testscenario®f the Freeswarsamplefiles and
verified that packetdetweenC to D wereproperlyen-
cryptedby A andB.

8.1.2 TestSetup Wethenproceededo testthemul-
ticast supportof Freeswan. For this set of testswe
did not changeour previous configurationand ipsecO
wasstill boundto ethOandtraffic throughthe Ethernet
wasstill encrypted.But we disconnectedhe 2 subnets,
which were not needed. We installed, on gatavays A
and B, a simple multicastclient/serer applicationthat
openeda UDP socketjoinedagivenmulticastgroupon
the ethOinterfaceandthenloopedon sendingmulticast
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Figure 5. System Setup for testing FreeSwan/IPSec on Linux.

messageandlisteningfor messagesigain, asnooping
box on the Etherneteavesdroppedn the traffic across
thewire.

8.1.3 Feasibility TestResults We madethefollow-
ing obsenations:

e Handling of multicastaddressesy Linux Multi-
castaddresseare ClassD addresseglentifiedby
first 4 bits equalto 1110 with the remaining28
bits specifyinga multicastgroupid. This trans-
latesto addressesn the rangefrom 224.0.0.0to
239.255.255.255.

In the processof configuringthe Linux routesto

run our tests, we noticed that Linux treats mul-

ticastaddressem the 224.0.0.0rangedifferently
from others.In theory all multicastaddressoutes
should usethe samenetwork maskof 240.0.0.0,
sincethey arenot real networkaddressesBut in

practice,this is only true of the 224.0.0.0range.
Othermulticastranges,suchas 235.0.0.0,cannot
usethe netmask?40.0.0.0nhentheroutesareset,
or elsethe“route add” commandails; we usedthe

netmask255.0.0.0.

e Handling of receivedmulticastIPSecpadets by
Linux Linux successfullyprocesse@nddelivered
receved multicastiPSecpacketsintendedfor the
all-hostmulticastgroupat addres24.0.0.1.But
it dropped packetsintendedfor other multicast
groups.

The flow—of—controlin Linux and FreeSwartode
is asfollows:

1. ¢p_rev() in ip_input.c: This function re-
trieves an IP packetfrom the systeminput
gueuethelP packets in akernelbuffer (skb)
containinga device id representinghe phys-
ical network interfaceon which the packet
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wasreceved; in our testtheid is ethO. The

function massageshe skb and passest to

thenext protocollayerfor furtherprocessing.
If the packetis anIPSecpacket,it is passed
to the ipsec_rcv() function, which will call

esp_rcv() in ipsec_esp.c (Or ah_rcu() in

ipsec_ah.c.).

2. esp_rcv() in ipsec_esp.c: This function pro-

cessesheskbfurther, andreplaceghedevice
id (eth0)in the skbbuffer with thevirtual in-
terfaceidentifier (ipsec0). The skb packetis
then decapsulate@nd decryptedas needed.
Finally, theresultingskbis placedbackonthe
systeminput queueandcontrolis returnedto
ip_rev() in ip_input.c

3. ip_rev() in tp_tnput.c: This function re-

trievesthe skb from the systeminput queue
again;notethatthedeviceid in theskbnow is
ipsec0.Thefunctionexamineghedestination
addres®f the packet.If the addresdelongs
toamulticastgroup,thefunctionchecksf the
networkinterfaceidentified by the device id
in theskbhasregisterednterestin thatgroup
(via amulticastjoin onthatinterface).If not,
the packetis dropped.Otherwise processing
continuesandthe the resultingskb packetis
passedo the next protocollayer, in this case
UDRP, for further processingand delivery to
theapplication.

One problem that we encounterechere is
thatin the Linux socketAPI for IPv4, mul-
ticast join requestscan only be associated
with physical interfaces,such as eth0, but
not with virtual interfaces,such as ipsecO.
Thiscausesgp_rcv() to dropthedecapsulated
ipsec packetsince the packetis associated
with an interface(ipsecO)which is not reg-



isteredwith the multicastgroup.

We developeda temporarywork—aroundfor
this problem:

— intheesp_rcu() functionof ipsec_esp.c:
We patchedhe klips codeto simply re-
storetheskbdevice field id in the skbto
the physicaldevice id beforeplacingthe
skbbackonthesysteminputqueue.

— inah_rev() functionof ipsec_ah.c: The
samepatch(asabove) canbeusedsince
theah_rcu() processings nearlyidenti-
calto thatof esp_reuv().

e Sharing of UDP ports UDP delivers decrypted
multicastpacketsto ary procesdlistening on the
sameinterfaceandport asthe registeredmulticast
application,evenif the processhasnot joinedthe
multicastgroup. This happenavhenthe multicast
applicationsetsthe socketSO_REUSEADDR op-
tion beforebinding to the port. This is routinely
donein applicationcode. Since multicastonly
works with UDP sockets,care must be takento
control accesdo the port. This is an instanceof
theaccessontrolgranularityproblemdiscussedh
section7.1.

A temporary work—aroundis to have the se-
cure multicast group join operationnot set the
SO_REUSEADDR socketoption. This way after

thefirst groupmembeiljoins, no otherapplications

will be ableto bind to the multicastgroup’s UDP
port. This limits the granularityof multicastgroup
membershifgo oneapplicationperhost. Betterso-
lutions which do not have this restrictionare de-
scribedin section?7.1 but have notyet beenimple-
mented.

e Packetsin the clear If aplain UDP packetis sent
tothemulticastaddressit shouldbedroppedy the
recever. The FreeSwan-0.9todedoesnot drop

the packet. This is a known bug to the FreeSwan

developersandit is mentionedn theFreeSwartlis-
tribution.

In generalanimplementatiorof IPSecmustcheck
anddrop ary receved packetthatis not properly
protecteCGHK98§].

e Conclusion from Feasibility Test Results
Freeswan0.91 was cumbersomeo install, con-
figure and test. Documentationwas basic but
adequate Sofar, testsof securelP multicastwith
our patchedFreeswan—0.9%eemto work within
thelimits of the previousremarks.

8.2 PerformanceTests

We performeda seriesof teststo evaluatethe perfor
mancecostof addingsecurityto groupmulticastin our
architecture Sinceonly the dataflow sideof ourdesign
isimplementedye focusseanthecostof addinggroup
authenticationsourceauthenticatiorand encryptionto
the multicastdataflows within our architecture We did
not addresperformancassuegelatingto key manage-
ment. We performedour testson a 400 Mhz Pentium
II machinerunningRedHat Linux 5.1 with kernelver
sion 2.0.35compiledwith the Freeswan—0.9package
[FSWAN] IPSec. Our SAM user library was imple-
mentedasdescribedn Section6 usingthe Hybrid Sig-
natureschemdor sourceauthenticatiorasdescribedn
[R99]. Thetestmachinesvereconnectedsia a 10Mbps
ethernetLAN. In the absenceof a MIKE module,all
keys usedfor thesetestswereenterednanually

8.3 Description of Tests

e BaselineTest: Multicastover UDP: In orderto es-
tablisha performancebaselinewe first testedthe
speedof plain multicastover UDP, i.e., the packet
processingtime requiredto senda UDP packet
down to the communicatiorhardware. This was
donefor two differentpacketengthsbothof which
arelessthantheMTU size.

¢ UDP-MulticastoverIPSEC In this test,we mea-
suredpacketprocessingime for UDP—Multicast
packetsover IPSECfor two packetsizes,usingthe
ESP protocol with the Triple DES and HMAC-
MD5-96transforms.

¢ SAMoverUDP-MulticastoverIPSEC In thistest
we measuredhe packetprocessingime for pack-
ets sentthroughour SAM interfaceto the UDP—
Multicast/IPSEQayer The IPSEClayerusedthe
ESP protocol with the Triple DES and HMAC-
MD5-96 transformsand the SAM layer usedthe
Hybrid Signatureschemeas describedin [R99].
This wasagaindonefor two differentpacketsizes.

8.4 PerformanceResults

We first tried to measurehe time to senda packet
by measuringhe time takenby an applicationto send
several packetsanddividing by the numberof packets.
This approachproducedsomestrangeresults: we ob-
senedthatanapplicationexecutingaloopto repeatedly
sendamulticastpacketover UDP couldtakelongerthan
a applicationtrying to sendthe samenumberof multi-
castUDP packetsover IPSEC! We were able to trace
this anomalyto the networkingdevice’s buffer getting
filled up by thehigh datainputratewhenplain multicast
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| UDP PayloadSize || EthernetFrameSize | Time (us) || || UDP PayloadSize || EthernetFrameSize | Time (us) ||

464 506 155

464 542 392

1262 1304 19.4

1262 1334 933

Table 1. Baseline Test Results

Table 3. Avg per—packet time (100 pkts)

| UDP PayloadSize || EtherneframeSize | Time (us) || [[ UDP PayloadSize [[ EthernetFrameSize | Time (us) ||

464 542 349

1262 1334 823

464 542 576

1262 1334 1522

Table 2. Multicast over UDP/IPSEC

packetswere sent. This would causea large OS over

headsincethe processwould have to be swappedout
and placedin the wait queueand restartedonly when
networkingdevice buffer waslessthanhalf—full. This
overheacdcould significantlyskew the averagetime cal-
culation. For example,whena loop to sendout 1262
byte messageever UDP wasexecutedthefirst 41 iter-

ationsof the loop took 796 ps, or roughly 19.4 s per
packetbut the first 42 iterationstook 26468 s or an
averageof 630 us perpacket! Sowe decidedto mea-
sureonly thebesttiming we obtainedvhensendingew

packetswhichin this casewould be19.4 s perpacket.

e BaselineTest: Multicast over UDP
Tablel summarizesheresults.

e Multicast over UDP/IPSEC
Table2 summarizesheresults.

¢ SAM/UDP/IPSEC

Whenmeasuringhetime to sendonly a few pack-
ets (100 in this case),with the SAM module us-
ing the hybrid signatureschemeof [R99]i, we ob-
senedthatthe packetprocessingverheadvasnot
substantiallyworsethanin the casewithoutsource
authenticationThis is becausef the off—line/on—
inline natureof thehybrid signatureschemeWhen
sendingonly a smallnumberof packetsthe aver-
agetime calculationincludesonly theon—linecosts
of the hybrid scheme The resultsare summarized
in Table3 below.

However, whenaveragesvere computedby send-
ing much larger numberof packets(1000in this
case),the averagecalculationsincludeda portion
of the off-line costasshawn in Table4

Eventually we expectthatthe full off-line costof
around1500 s per packetwould shav up when
calculatingthe averagesbasedon sendinga very
large numberof packets.

Table 4. Avg per—packet time (1000 pkts)

9 Conclusion

We have presenteda host architecturefor a mem-
ber in a securemulticastgroup. The architectureis
basedon the IPSechostarchitecturefor securepoint-
to-pointcommunicationandre-useghe IPSeccompo-
nents(ESR AH, IKE). In addition thearchitectureden-
tifies nev modules:MIKE for key exchange SAM for
sourceanddataauthenticationandthe MSA for bridg-
ing thecontrolpath(MIKE) andthedatapath(ESP/AH
andSAM). We have discusse@ompatibilityissueswith
IPSec,and describedan on-goingeffort to validatethe
architectureviaimplementation.

The proposedarchitecturecomplementgxisting pro-
posaldor securemulticastkey andpolicy management,
thatconcentrat®n thedesignof the groupcontrol enti-
ties. We hopeit will becomean integral partof a com-
prehensie securemulticastsolution.
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