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Abstract

We analyzean optimisticcontract signingprotocol of
Asokan,Shoup.andWaidner as a casestudyin the ap-
plicability of formal methodso verification of fair ex-
change protocols. After discussingthe challengesin-
volvedin formalizing fairness,we useMuryp, a finite-
stateanalysistool, to discoser a weaknesén the proto-
col that enablesa maliciousparticipantto producein-
consistenversionsof the contractor mounta replayat-
tack. We showthat the protocol can be repaired, and
that the confidentialityassumptioraboutthe communi-
cation channelsmay be relaxedwhile preservingsecu-
rity againstthe conventionalDolev-Yaointruder.

1. Intr oduction

With continuing growth of electroniccommerceon
thelnternettheissueof trustandfairnessarebecoming
increasinglyimportant. The currentproliferationof on-
line auctionvenues|nternetshoppingmalls, and other
sitesthatactasbrokersbetweerindividual usersand/or
commercialentitiesmalesit difficult, if not altogether
infeasible, for a userto establishthe credibility of a
counterpartyin a commercialtransactionon the Inter-
net. E-commerceprotocolsareincreasinglyrequiredto
provide somesortof mutualguaranteeto protocolpar
ticipants,ensurefairnessor furnish participantswith a
proofthatatransactiorhastakenplace.

Formalmethodshave beenwidely usedto analyzethe
securitypropertiesof key exchangeand authentication
protocols[14, 22, 18, 5, 21]. In particular finite-state
analysishasbeensuccessfullyappliedto protocolssuch
asNeedham-Schroedgferberos SSL,andothers[15,
17, 16, 19, 20]. However, lessattentionhasbeenpaidto
fair exchangeandrelatedprotocols.

In this paper we analyzethe optimistic contractsign-
ing protocolof Asokan,Shoup,andWaidner[1], which

we shallreferto asthe ASW protocol.In contrasto se-
curity protocolsthatinvolve secreg andauthentication,
the correctnesgonditionsfor the contractsigning pro-
tocol involve mutual fairnessand verifiability of third
party Theseconditionspresentinterestingchallenges
for aformal analysistool. In particular third party ver
ifiability is difficult to formalize as a protocol invari-
ant. Otherchallengesnclude the needto considerin-
tentionally maliciousprotocol participantsand the fact
thatsomeof the propertiesclaimedfor the protocolde-
pendon resilienceof the communicatiorchannelsij.e.,
the propertiesonly hold if all messagesre eventually
deliveredto their intendedrecipients. The protocolis
alsointerestingbecauset containsseveral interdepen-
dentsubprotocolshatmustbeanalyzedogether While
Heintzeet al. [13] have usedthe FDR model checler
to verify propertiesof the NetBill [8] and Digicash[7]
protocols,the correctnessonditionsthey establishare
differentin charactefrom the oneswe considerere.

We useMury, afinite-stateanalysistool, to discover
apotentialweaknesén the protocol. This weaknesen-
ablesa maliciousprotocol participantto obtaina valid
contractwhile the honestparticipant,evenif it resorts
to the help of the trustedthird party, can only obtain
a replacementontractwhich is inconsistentwith the
one possessetly the maliciousparticipant. The same
weaknesalsoallows the intruderto stagea replay at-
tack. While it is unclearif this violatesthe intentionsof
the protocoldesignersijt seemsclear that the protocol
would bemoreusefulif theseattackswerenot possible.
Fortunately a smallchangeo oneof the messagepre-
ventsboth attacksandthereforeimprovesthe protocol.
We alsoshaw thatsomeassumptionaboutthe commu-
nicationchannelscanbe relaxed without violating fair-
nessor otherintendedpropertiesof the protocol.

We startby giving an overview of Mury (section2)
anddiscussinghe generalnotion of fair exchangeand
thechallengest presentso finite-stateanalysigsection
3). In section4, we describethe contractsigningproto-
col. Section5 containsthe resultsof Murp analysis.In



section6, we suggesmodificationsto the protocolthat
preventtheattacksdiscoveredby Mury, andsummarize
our conclusionsn section?.

2. Overview of Mur ¢

Mure [10] is a verificationtool for analyzingfinite-
statesystems. Originally developedfor hardware ver
ification, Muryp hasbeensuccessfullyusedfor analyz-
ing security protocols[19, 20, 23]. The Mury input
languages a simplehigh-level languagédor describing
nondeterministidinite-statemachinesTheinput model
consistsof the descriptionof variablesthat definethe
stateof the systemanda setof guardedulesthatrepre-
sentactions.While thereis noexplicit notionof process,
a processcanbe implicitly modeledby a setof related
rules. Communicationbetweenprocessess modeled
by sharedvariables. The Mury systemautomatically
checkshy explicit stateenumerationif everyreachable
stateof the modelsatisfiesa givensetof invariants.

To analyzea securityprotocolin Murep, it is neces-
saryto combinethefinite-statemodelof the protocolex-
pressedn the Mury languagewith the intruder mode)
specifythe startstateof the protocol,andformally state
protocolinvariantsas booleanconditionsthat mustbe
true in every statereachablefrom the start state. The
intruder model typically consistsof a set of variables
that containthe intruder’s knowledgeand a setof ac-
tionsthatthe intrudermay take. We usea very simple,
mechanicalntrudermodel. Theintruderis assumedo
have full control over the network andallowed to take
the following actions: (1) overhearevery messagede-
cryptencryptednessages it hasthekey, storepartsof
messagén its internaldatabase(?) interceptmessages
andremove themfrom the network, (3) generatanes-
sagesusing ary combinationof its initial knowledge,
partsof overheardnessagessnown keys, etc. If atary
momentthere are several possibleactionsthat the in-
trudercantake, oneis chosemondeterministicallyThe
Murp systemwill analyzeall statesthat arereachable
via ary interleaving of enabledactions.

Our intrudermodelhasno notion of partialinforma-
tion or probability. It cannotperform cryptanalysisor
statisticaltestsof the network traffic, andit follows the
“black box” cryptographymodel:anencryptednessage
canbereadonly if the decryptingkey is known, other
wise its contentsare assumedo be invisible to the in-
truder (who is still capableof storingthe messagend
replayingit laterin adifferentcontext). In therestof the
paper we referto this intrudermodelasthe Dolev-Yao
intruder, following [11].

If Muryp finds a reachablestatein which aninvariant
is violated, the tool exhibits the attackby printing the
sequencef stepsfrom the startstateto the error state.

However, when Mury fails to find an invariant viola-

tion, thisis nota proofthatthe protocolis correct.Since
Mury canonly considerfinite models,only a bounded
numberof protocolinstancesanbe analyzed. There-
fore, anattackthatrequiresa large numberof protocol
instancesvill notbediscoreredwhenasmallernumber
is considered.Certainkinds of attackssuchasattacks
involving cryptanalysisarealsobeyondthe scopeof the

model.

3. Fair Exchange

Intuitively, a protocolis fair if no protocolparticipant
cangainanadwantageover otherparticipantdy misbe-
having. For example,aprotocolin whichtwo partiesex-
changeoneitemfor anotheiis fair if it ensureshatatthe
endof the exchangegithereachparty recevestheitem
it expects,or neitherrecevvesary informationaboutthe
othersitem[1]. Fairexchangeprotocolsareusedor ap-
plicationssuchasonline paymentsystemg8], in which
a paymentis exchangedor an item of value, contract
signing[4, 1], in which partiesexchangecommitments
to a contractuatext, certifiedelectronicmail [2, 24, 9],
andotherpurposes.

Thereare several categoriesof fair exchangeproto-
cols. Gradualexchangeprotocols[4, 6] work by hav-
ing the partiesreleasetheir itemsin smallinstallments,
thusensuringthat at any given momentthe amountof
knowledgeonbothsidess approximatelthesame.The
drawbackof thisapproachs thatalargenumberof com-
municationstepsis required. Gradualexchangeis also
problematicif the itemsto be exchangecdhave “thresh-
old” value(eithertheitemis valuable or it is not).

Anothercateagory of fair exchangeprotocolsis based
on the notion of a trustedthird party [8, 24, 9]. The
trustedthird party supervisecommunicationbetween
the protocolparticipantsandensureghatno participant
recevestheitem it wantsbeforereleasingts own item.
Variationsof this approachncludefair exchangeproto-
colswith asemi-trustedhird party[12]. Themaindraw-
back of the third party solutionis that the third party
may becomethe communicatiorbottleneckif it hasto
be involvedin all instancesf the protocolin orderto
guarantedairness. The protocolmay alsoneedto im-
posedemand®n the communicatiorchannelsge.g., by
requiringthat all messagesre eventually deliveredto
theirintendedrecipients.

Recently several protocolshave beenproposedfor
optimistic fair exchange[1, 3]. While theseprotocols
still requirea trustedthird party, the third partyis only
neededvhenmessagearedelayedor oneof the parties
misbeh&es. This may easethe communicatiorbottle-
neck,makingfair exchangeprotocolsmorepracticalfor
realisticapplications.



Fair exchangeprotocolspresenteveralchallengegor
formal analysisin generalandfinite-statetechniquesn
particular To begin with, the correctnessonditionsare
often subtleand it is difficult to extract precisestate-
mentsfrom informal protocol specification. Thereare
also inherentsubtletiesin modeling dishonestparties
andpartially faulty communicatiorchannels Sincefair-
nessinvolves protectionagainstthe actionsof a mali-
cious participant,it is necessaryo allow protocol par
ticipantsto becomemaliciousandtry to cheatthe hon-
estparties.In our analysiswe modeldishonespartici-
pantsby having themrevealtheir privateinformationto
theintruder This appeargo be anaccuratemethod,al-
thoughit depend®ngiving theintrudersufficientpower
to usetherevealednformationeffectively. Thecommu-
nication channelspresentanotherchallenge. In other
protocols,unreliablecommunicationchannelsare typ-
ically modeledby giving the intruder full control over
the channel. In the traditional approach.the intruder
is ableto interceptary messagebreakmessageito
componentsandcreatenen messagewithin the cryp-
tographicconstraintof the formal intrudermodel. Fair
exchangeprotocols,however, may rely on communica-
tion assumptionghat would be violated by the tradi-
tional intrudermodel. For example,it may be required
thatall messagedepositedn thechannehlreeventually
delivered,but theintrudermay still be ableto delayand
re-scheduléhem.

4. Optimistic Contract Signing Protocol

This sectiondescribeghe optimistic contractsigning
protocoldesignedy Asokan,Shoup,and Waidner[1].
We startby describinghe objectivesof the protocoland
theassumptionsinderwhich the protocoloperatesWe
thendefinethe protocolitself andformalizethe correct-
nessconditionsposedby the designersf the protocol.
The notationhasbeenchangedrom the original paper
to facilitateexplanation.

A commonpoint of confusionaboutthis protocolis
thenotionof “contract” In generalpnemight expecta
contractto be a pair of digital signaturesof an agreed
upon text, one signaturefrom each party negotiating
the contract. In the ASW protocol,normaltermination
withoutuseof thethird partywill produceacontracthat
containstwo digital signaturesandadditionaldatapro-
ducedin therun of the protocol. However, the contracts
producedby the third party are not necessarilyof this
form. In orderto understandhe ASW protocol,it is im-
portantto keepin mind not only the stepsof eachsub-
protocol (discussecelaw), but alsothe forms of con-
tractthatthe protocoldesignerhave establishedor the
protocol.

4.1 Objectives

Theoptimisticcontractsigningprotocolis designedo
enabletwo parties,calledO (originator)andR (respon-
der),to obtaineachother’s commitmenton a previously
agreedcontractualtext. The protocolis asynchronous,
allowing eitherO, or R to contactthe third party. The
third party may decide,on the basisof communication
it hasreceved,whetherto issuea replacementontract
or anaborttoken. Abort tokensarenot a proof thatthe
exchangehasbeencanceledseesections4.3and5.1.4
below) but a promiseby T' notto respondifferentlyin
thefuture.

4.2 Assumptions

The protocolusesdigital signaturesanda hashfunc-
tion. We write sig;(. . .) for amessagesignedby partyi
andassumehatall protocolparticipantshave theability
verify signaturesproducedby ary party We also as-
sumethatthereexistsa collision-resistanbne-way hash
function,H().

Prior to executingthe protocol, we assumethat the
partiesagreeon eachothersidentity, the identity of the
trustedthird party T', andthe contractuatext. It is also
assumedhat every protocol participantknows every-
body elses signatureverificationkey. This impliesthat
theprotocolmustbe precededby the“handshalk” phase
in which a key exchangeand/orauthenticationproto-
colis executedo establistthe sharednitial knowledge.
However, sinceit is notnecessarfor thehandshakpro-
tocol to guarantedairnesswe do not consideiit aspart
of this study

The original paper[1] is self-contradictoryin its de-
scription of the assumptiong@boutthe communication
channelsbetweenprotocol participants. It first states
thatthe communicatiorchanneldetweenany two pro-
tocol participantsare assumedo be confidential i.e.,
eavesdropperswill not be able to determinethe con-
tentsof messagesavelingthroughthesechannelsThis
canbeachiezedby encryptingall messagewith thein-
tendedrecipients public key. Later, however, the paper
statesthat no assumptionsre madeaboutthe commu-
nication channelbetweenO and R. In [1], it is also
assumedhatthe channeldetweeneachparticipantand
thetrustedthird partyT is resilient i.e., any messagede-
positedinto the channelwill eventuallybe deliveredto
its intendedrecipient. However, thereareno time guar
antees:the intruder cansucceedn delayingmessages
by an arbitrary but finite amountof time. In section5
belown, we analyzethe protocolundervariousassump-
tionsaboutthe quality of communicatiorchannels.

Implicit in the protocoldescription1] is theassump-
tion thatthe trustedthird party 7’ mustmaintaina per
manentdatabaseavith the statusof every protocol run



thatit hasever beenasked to abortor resohe. (Each
run can be identified by the first messagene; — see
below.) Abort andresol\e requestsare processedby 7'

onthefirst-come first-senedbasis.Thereforejn order
to ensurefairness,I” mustalwaysbe ableto determine
whethera particularinstanceof the protocol hasbeen
abortedor resohedalready

4.3. Protocol

The optimistic contractsigning protocol consistsof
threeinterdependergubprotocolsexchange, abort, and
resolve Theparties(O andR) starttheexchangeby fol-
lowing the exchange subprotocol.If bothO andR are
honesiandmessagearereceiedin time to satisfyboth
parties bothobtainavalid contractuponthecompletion
of the exchange subprotocol.The originatorO alsohas
theoptionof requestinghetrustecthird party T to abort
anexchangethat O hasinitiated. Intuitively, an honest
O mightchooseo dothisif aresponsdérom R is notre-
ceivedaftera reasonablevaiting period. However, nei-
thertime, norary conditionsgoverningthis decisionare
includedin the protocoldefinition. To abortthetransac-
tion, O executeghe abort subprotocolwith T'. Finally,
either O, or R may individually requesthatT" resohe
the exchangeby issuinga replacementontract. They
requesthis actionby executingthe resolvesubprotocol
with T'.

At theendof theprotocol,eachpartyis guaranteedo
endup with a valid contractor an aborttoken. As de-
scribedbriefly above, the protocoldefinitionin [1] pro-
videstwo formsof contract:

(standarctontract)
(replacementontract)

{me1, No, me2, Nr}
sigp{me1, mes}

whereme;, mes, No, Ng aredefinedbelon. Notethat
the protocol definition doesnot considera signedcon-
tractualtext by itself avalid contract.

Abort tokenshave thefollowing form:

sig{aborted, ma1 }

wherema, is definedbelow.

An aborttoken shouldnot be interpretedas a proof
thatthe exchangehasbeencanceled The protocoldoes
not preventadishonesO from obtaininganaborttoken
after signingthe contractwith R (in this case,O may
have boththeaborttokenandthe contractwhile R only
hasthe contract). The protocolis designedhowever, to
prevent one party from receving only the aborttoken,
in ary situationwherethe othercanreceve avalid con-
tract.

Exchangesubprotocol. As mentionecearlier it is as-
sumedthatprior to initiating the exchangethe two par
ties agreeon the contractualext (text) andthe identity

of the trustedthird party (T). They arealsoassumedo
know eachother’s public verificationkey. Specifically
O knowsthekey Vi thatcanbeusedto verify messages
signedby R, and R knows V.

Whencommunicationis not blocked or delayedand
neitherparty tries to cheatthe other O and R execute
thefollowing subprotocol:

O — R mei1=sigp{Vo, Vr,T, test, H(No)}
R — O mey=sigg{me1,H(Ng)}

O — R mes= No

R — O mes= Ng

In thefirst stepof the subprotocolO commitsto the
contractuatext by hashinga randomnumberN,, and
signing a messagehat containsboth H(Ny) andtext.
Ny is calledthe contract authenticator While O does
not actuallyreveal the valueof the contractauthentica-
tor to the recipientof messagene;, O is committedto
it. As in a standardcommitmentprotocol, we assume
thatthehashfunctionis 2nd-preimageesistantit is not
computationallyfeasiblefor O to find a differentnum-
ber N}, suchthatH(N() = H(No).

In the secondstep, R replieswith its own commit-
ment. Finally, O and R exchangethe actual con-
tract authenticators. At the end of this subprotocol,
both O and R obtain a standardcontractof the form
{mel7N07me27NR}'

Abort subprotocol. An honesbr dishonesD mayat-
temptto cancelthe exchange.This allows anhonestO
totime out,if aresponsdérom R is notreceved. To can-
cel, O sendsanabortrequesto thetrustedthird party T’
by signing the first messagene; of the exchangeto-
getherwith aborted It is not clear from the protocol
description[1] whatthe exactformat of abortedis, but
for the purposesf our analysiswe assumehatit is a
predefinedit string.

If T hasnot previously beenrequestedo resol\e this
instanceof the protocol, T marksme; asabortedin its
permanentatabasend sendsan aborttokento O. If
me; is alreadymarked asresolhed,i.e., somebodyhad
resohedtheexchangewith T beforeby submittingvalid
mey; andme,, T' send<) areplacementontract.

O = T may=sig,{aborted, me1 }
T — O maz= resolved?
Yes: sigr{me1, mes}
No: sigp{aborted, mai}
aborted := true

Although an honestO may sendan abortrequesto
T if it doesnot receve me» within a reasonableéime,
thereis no guaranteehat O will beableto abort. If the
exchangehasbeenalreadyresohed by someonewho



knows bothme; andmez, T will notgranttheabortre-
guestandwill sendO areplacementontractinstead—
evenif O hasnotrecevedmes,.

Note alsothat R cannotsenda valid abortrequesto
T sincema; hasto be signedby the samekey asme;.
This doesnot put R at a disadantagesinceit hasthe
optionof simply ignoringall messageom O.

Resole subprotocol. EitherpartymayrequesthatT
resol\e the exchange.ln orderto do so, the party must
possesdoth me; andmes. Therefore,R cansenda
resohe requestat ary time after receving me;, andO
cando so at ary time afterreceving mes. WhenT re-
ceivesa resole request,it checkswhetherme; is al-
readymarkedasaborted.f it is, T replieswith theabort
token,otherwisdt marksme; asresohedandgenerates
a replacementontractby countersigning the resohe
request.

O,R—>T mri= sigO’R{mel, mes}
T — O,R mra= aborted?
Yes: sig{aborted, ma1}
No: sigp{me1, mes}
resolved := true

Although this contracthasa differentform thanthe
contractproduceddy theexchangesubprotocolthepro-
tocol designassumeshatin ary transactiorrequiringa
contract,eitherform would be acceptedasbinding. In
otherwords, the protocoldesignersonsiderthe defini-
tion of contractto be part of the protocol specification
and chooseto usetwo forms of valid contractin their
protocol.

Thefirstrequestecevedby T' determineshe perma-
nentstatusof theprotocol. After T' resolhesor abortsthe
protocolfor thefirsttime, it shouldsenddenticalreplies
in responseo all futurerequests.If thefirst requesto
reachT is anabortrequestrom O, T's respons&o all
requestswill be the aborttoken. If the first requestto
reachT is aresohe requesfrom O or R, T’s response
to all requestswill be the replacementontract. This
leadsto an implicit race conditionwhich is not, how-
ever, a violation of fairnessrequirementsasdefinedin
sectiond.4.2.

4 4. Corr ectnessconditions

Thedesignersnake thefollowing claimsfor the opti-
mistic contractsigningprotocol:

4.4.1. Claim 1: If the communicationchannelbe-
tweenO andR is resilient,the protocolsatisfieghefol-
lowing requirement:

Effectiveness. If bothpartiesbehae correctlyanddo
notwantto abandortheexchangethenwhenthe proto-

col hascompletedeachhastheotherscommitmentand
authenticatari.e., O hasH(Ng) and Ng, while R has
H(No) andNO.

4.4.2.Claim 2: If the communicationchannelsbe-
tweenO andT', andR andT areresilient,theoptimistic
contractsigningprotocolsatisfieghefollowing require-
ments:

Strong fair ness. When the protocol has completed,
eitherbothO and R have valid contractspr neitherone
does.

Timeliness. At the beginning of the exchange every
participantcan be surethat the protocol will be com-
pletedwithin finite time. At completion the stateof the
exchangewill eitherbefinal, or, in thewordsof thepro-
tocol designersarny changego it will not“degradethe
level of fairness achievedby the participantsofar. For
example,if apartyhasnotbeencheatedttheendof the
protocol,it cannotbe cheatedateron.

Non-repudiability. After an effective exchange(see
above), eachparticipantP will be ableto prove the ori-
gin of the valid contractit hasreceved, and prove that
P’s protocol counterpartyhasreceved P’s authentica-
tor or avalid replacementontractfrom 7'

Verifiability of third party. If thetrustedthird party
T canbeforcedto eventuallysendavalid reply to every
requestthenary participantwhois cheatedsaresultof
T’smisbehaior will beableto provethatT misbehaed
in anexternaldispute.

Thereareno otherguaranteeslaimedfor the proto-
col. In particular considerthefollowing:

o After O sendff mey, thereis noguarante¢hatit
will be ableto abortthe exchange.This hasbeen
verifiedby Muryp analysis:if R computesne, and
executesthe resolvesubprotocolwith 7" while the
intruderdelaystheabortrequesfrom O to T, then
T will issuea replacementontractin responseo
O’s abortrequest. Therefore,O mustacceptthe
risk thatthe exchangewill be resolhedassoonas
it releasests commitmentinto the network, even
if it never hearsfrom R! In this sensethe proto-
col is disadantageoudo O, since R can always
ensurghattheexchangewill eventuallybeaborted
by simplyignoringme; .

e Thereis no provision in the protocolfor R to re-
questthat the exchangebe aborted. In this sense,



the protocol is disadwantageoudo R. After R
sendff its commitmentaspartof me,, it hasno
option to abortthe protocol. In contrast,O does
have suchanoption,but no guarante¢seeabove).

5. Analysis

After implementinga Murp modelof the threesub-
protocolsdescribedn section4.3, we combinedit with
an intruder model of the form describedin section2.
Correctnesgonditionsof section4.4 wererepresented
by invariantsthatmusthold in every statereachabléoy
the protocol. We thenusedMury to performthefinite-
stateanalysisof the protocol.

Our first attemptto analyzethe protocol failed be-
causeaccordingo the protocolspecificationthetrusted
third party T is alwaysreadyto acceptabortandresohe
requestsTherefore|f oneof thepartiesis corrupt(i.e.,
theintruderhasaccesgo its signingkey — seesection
5.1.4belaw), thenin every stateof the protocolthein-
trudercangeneratea new resohe or, if O is the corrupt
party, abortrequestandsendit to 7'. The trustedthird
partywill thenaddtherequesto its databaseresulting
in a new, larger state. This makesthe statespaceof the
protocolinfinite. Theonly solutionis to arbitrarily limit
the numberof timestheintrudercangeneratea request
to T in the courseof oneinstanceof the protocol. This
restrictionis notnecessarif therearenocorruptparties,
sincethereis only a finite numberof frivolousrequests
that canbe computedby the intruder However, Murp
analysisis slowed down considerablyif in every state
thereis an enabledrule allowing the intruderto senda
requesto T

This sectiondescribeghe resultsof our analysiswith
theintruderlimited to no morethan2 requestdo 7' per
protocolinstance We arecurrentlyinvestigatinghe ef-
fectsof increasinghe boundon the numberof intruder
generatedequests.

5.1 Fairness

We startedthe analysisby verifying the strongfair-
nesspropertyof the protocol(seesection4.4). As are-
minder, strongfairnessguaranteeshatwhenthe proto-
col hascompletedegitherbothprotocolparticipantshave
valid contractspr neitheronedoes.

5.1.1.Confidential channels,oneinstanceof the pro-

tocol:  First, we analyzedonerun, or instanceof the

protocol underthe assumptiorthat all communication
channelsare confidential. This preventsthe intruder
from learningarything from the messageasthey pass
throughthe network. The only operationthe intruder
canperformin this settingis to storea messagandre-

playit later

In fact,theprotocolspecificatior1] saysthatthepro-
tocolprovidesfairnessf thecommunicatiorchannebe-
tweenO and R, or thosebetweenO, R andT, is re-
silient, i.e., any messagealepositedn the channelwill
eventually be deliveredto the recipient. Resilienceis
notasafetypropertyandrequiresspecialeffort to model
with Murp. Adding livenessropertiesto Mury (e.g.,
by meansof rulesthatareenabledonly in “final” states
wherenootherrulesapply)is atopic of currentresearch.

For the purposef this study we madeall protocol
invariantsconditionalon the protocol's successfutom-
pletion. Thereforejn orderfor anattackontheprotocol
to succeedthe intruder mustdeliver messageso their
intendedrecipientsso that the latter are corvincedthat
they have successfullicompletedhe protocol. As long
asoneof the partiesis in a statewhereit’s waiting for
a messagethe protocolis not complete,andthereare
nofairnesguaranteesThis approximatiorof resilience
actually strengthenghe intruder by not requiringit to
eventuallyforward all interceptedmessaget their in-
tendedrecipients. Therefore,if Mury did not find any
attackon the protocolin our model,it would not have
found ary attacksin the modelwherethe channelsare
both confidentialandresilient.

Mury did not discover ary violations of strongfair-
nesshy analyzingasingleinstanceof theprotocolunder
the channelconfidentialityassumption.It did discover
thattheintrudercanachieve thefollowing:

e Prevent O from abortingthe protocolby delaying
its abortrequesto 7' until R computesmes, and
thensubmittingme; andme, (ostensiblyfrom R)
to T', thusresolvingthe protocol. ThenO will re-
ceiveareplacementontractin responséo its abort
request.

e ForceO to submitan abortrequesto T' by inter-
ceptingmes.

e Force R (respectiely, O) to submita resole re-
questto T' by interceptingmes (me).

¢ Resole the protocol directly by submittinga re-
solve requestto 7' onceboth me; andme, have
beensentinto the network aspartof the exchange
subprotocol.

None of the above, hawever, is a violation of strong
fairnessasdefinedin section4.4.2.

5.1.2.Confidential channels two instancesof the pro-
tocol: After increasingthe boundon the numberof
protocolinstancesMury discoveredthe following re-



play attack:

I obseresaninstanceof the protocol

O — R me1=sigo{Vo, Vr, T, text, H(No)}
R — O mey=sigg{me1, H(Ng)}

O — R mes= No

R — O mes= Ng

Later...

I — R mei1=sigy{Vo,Vr, T, text, H(Nop)}
R — O meb=sigg{me1, H(NR)} (I getsit)
I — R mes= No

R — O mey= Ny (I getsit)

To stagethis attack,the intrudermustobsenre anin-
stanceof the protocol, recordingall messagesentby
0. After the protocol completesthe intruder canini-
tiate anotherinstanceof the protocol by replayingthe
recordedne;. R will respondvith anew mej,, to which
theintruderrespondsvith theold mes. Theresultof this
attackis thattheintrudercanget R to committo thetext
of anold contractwith O withoutO’sor T"sknowledge.

Theprotocolasdescribedn [1] containsoprotection
againsthiskind of attack.Perhapshiswasaconscious
decisionon the part of the protocol designersvho did
not intend the protocolto be secureagainstreplay at-
tacks. If the contractuakext containsa timestamp.ex-
pirationdate,or someotherinformationthatmight help
in determiningts freshnessk maybeableto detectthe
attack. It canbe arguedthat any well-written contract
mustcontainsuchinformation. However, this shouldbe
statedexplicitly aspartof the protocolspecificatiorand
notleft for the protocoluserto infer.

The attackwe discoveredis differentfrom the sim-
pler onein which a maliciousR keepsthe old contract
to which O hadpreviously committedandtriesto reuse
it. In caseof our replayattack,the new contractis dif-
ferentfrom the old one. Recallthata standarccontract
is the combinationof me;, mes, andcontractauthenti-
cators:{me;, mey, No, Ng}. Sinceme, is differentin
the secondnstanceof the protocol,the contractis dif-
ferent. This impliesthat O cannoteven obtaina valid
replacementontractby requestingt from the trusted
third party sincein orderto do so, it needsmel, which
it never receives. In fact, O is not even awarethatan
exchangebetweenR andtheintruderhastakenplace.

Thereplayattacksucceedsvenif bothO andR are
honest. Supposethat O is a retailerwho periodically
purchasessuppliesfrom R online using the contract
signingprotocol. All purchasecontractsareexactly the
same,asis often the casein real life, andit is agreed
(offline) thatall contractsexpire immediatelyuponful-
fillment (i.e., R recevesthe order fills it, andforgets
aboutit). Thenthe intruder can usethe replay attack
to impersonat&) andsubmita falsepurchasecontract

on its behalf, corvincing R that O hascommittedto a
new purchaseandproviding R with afalseproofof O’s
commitment.

Note that thereis no needfor the intruderto involve
the trustedthird party in the protocolin orderto stage
thereplayattack. This meanghattherewill be no evi-
denceof theattacksuchascouldhave beenprovidedby
aresolherequeskeptby T

Themainweaknes®sf the protocolis thefactthatO’s
messagenes thatcontainsthe contractauthenticatois
sentin respons¢o R’'scommitmenimessagene, butis
not relatedto it in any way, makingit possiblefor the
intruderto replayanold mes. An easyfix thatprevents
thereplayattackis describedn section6.

5.1.3.Standard channels: After repairingthe proto-
col to prevent the replay attack, we performedMury
analysiswithout the confidentialityassumptioron the
channelsbut still within the constraintof the standard
Dolev-Yao intruder model (seesection2). Mure did
not discover any new attacks.This canbe attributedto
the fact that messagesne; 2, may,2, andmry areall
signed andmr; containssignedmessageasits compo-
nents. Assumingthat every protocol participantknows
everybodyelses correctpublic key (this is a necessary
requiremenfor the protocolto succeedvenin the ab-
senceof the intruder), signaturegreventsthe intruder
from modifying message# transit. Sinceno signing
keys aretransmittedaspartof the protocol,theintruder
cannotgain the ability to sign messagesinlessone of
thepartiesleaksits key. Thereforetheintruderis justas
powerful asin the caseof confidentialchannels.

This result suggestghat the channelconfidentiality
assumptiorcanbe relaxed. The protocol ensuredair-
nessevenif the channelsarecontrolledby a Dolev-Yao
intruder

5.1.4.Corrupt protocolparticipant:  Finally, we an-
alyzedtheprotocolundertheassumptiorthatoneof the
participantsis corrupt. We modeledthis by giving the
intruderaccesso thecorruptparty’s privateinformation
suchasits privatekey andits contractauthenticatoeven
beforethelatteris divulgedaspartof the exchange sub-
protocol.

Clearly, fairnesdor the corruptparty cannotbe guar
anteedn this case For instancejf theintruderis ableto
signmessagewith O’s privatekey, it is thenableto im-
personaté in ary exchangeandcorvince R thatO has
committedto a contract.Protocolinvariantsnustbefor-
mulatedcarefullysoasto avoid spuriouslyflaggingthis
situationasan error. Therealquestionis whethershar
ing its private key with the intruderallows the corrupt
participantto gain an unfair advantageover the other

party.



Muryp discoveredthata corruptO canobtainbothan
aborttokensignedby T andavalid contractwith R. In
addition,O doesnotrequireassistancéom theintruder
to dothis. It cansimply executethe exchange subproto-
col with R andthenthe abort subprotocolwith T'. As
aresult, R obtainsavalid contractwith O, while O ob-
tainsa contractwith R andT"s aborttoken. Sinceboth
partieshave the contract,this is not a violation of fair-
nessasdefinedin section4.4.2,but it alsoimpliesthat
aborttokensmaynotbeacceptedsaproofthatcontract

negotiationfailed.

Mure alsodiscoveredthe following attack,in which
a malicious R obtainsa contractwhich is inconsistent
with thatobtainedby O.

O — R me1=sigy{Vo, Vg, T, tezt, H(No)}
R — O mey=sigg{me1, H(Ng)}
R computesiew randomNy and
mey = sigp{me1, H(N)}, but
keepsthemsecret
O —- R mes= No
R sendsothing
O = T mayr=sigo{me1, me2}

T — O maz=sigp{me1,mez}

In this attack, R computestwo different responses
mez and meh to O’'s initial messagene; using dif-
ferent random numbersNg and Ny. It sendsout
mes and keepsthe other secret. After it receves
O’s contractauthenticatotNo, R doesnot respondat
all. It hasalreadyobtaineda valid standardcontract
{mey, No,mes, N;}. SinceO doesnot receve mey
from R, it requestdrustedthird party T' to resole the
protocol. T issuesa replacementontractby counter
signing me; andmes. However, O’s contractis dif-
ferentfrom thatpossesselly R becausét containsthe
hashof adifferentrandomnumber: Ny, ratherthanNp,.

Clearly, thisis a problem,sinceeachparty possesses
a valid contract,but the two contractsareinconsistent.
Recallthatthe protocolemploys a non-standardiefini-
tion of contractgsectiord.3),accordingo whichavalid
contractis more than a signedcontractualtext. Even
thoughthe contractuatexts in thetwo contractsarethe
same,the randomnumbersand commitmentsare dif-
ferent,andit is unclearhow the contractsshouldbe en-
forcedor interpretedgiventhatbotharevalid according
totheprotocolspecificationTheoriginal paperf1] does
notsayanythingabouthow this situationshouldbehan-
dled.

The problemis causedy the sameweaknesof the
protocolthat makesthe replay attackdescribedn sec-
tion 5.1.2 possible. O’s contractauthenticatorNy is
sentin responsedo mes but is not explicitly linked to

it. This enablesR to use Ny with a differentmessage
mey, to form avalid contractwithout revealingits own
commitmento O. The modificationof the protocolde-
scribedin section6 preventsthis attack.

5.2 Timeliness

Eventualcompletionof the protocolis guaranteedy
channelresilience. Sincewe did not fully model re-
silience, it is possiblefor the intruderin our modelto
preventthe protocolfrom completing,but this attackis
trivial.

The conceptof “fairnessdegradation”is not defined
in the paper[1] andthusdifficult to formalizesothatit
canbe checledby afinite-stateanalysistool. Basedon
our informal understandingf the protocol, if fairness
is achieved at the endof the protocol,thenit cannotbe
lost sincethe protocol providesno meansof invalidat-
ing a contract.If a partyhasthe valid contractoncethe
protocolcompletesthenit cannotbe cheatedegardless
of whetherthe other party hasthe contractor not. If
a party doesnot have a valid contract,then the other
partymustnothave a contracteither(otherwisethereis
no fairness).The only remainingquestionis whetherit
is possibleto reuseinformationfrom aninstanceof the
protocolthatdid notresultin avalid contractin another
instancethatdoesproducea valid contract(thenevenif
the first instanceof the protocolwasfair, fairnesswill
belost in the secondnstance).Mury did not find any
attacksof this nature.

5.3 Non-repudiability

Non-repudiabilitycondition(seesectiond.4) requires
thatafteranhonespartycompletegheprotocol,it must
be able to prove the origin of the valid contractit re-
ceives. Sincethe ability to prove somethingis impos-
sible to formalize, we did not attemptto verify non-
repudiability with Muryp. One can use informal rea-
soningto concludethatsincecommitmenimessageare
signedandit is assumedhatthe signatureschemas se-
cure,O’s signatureon me;, R's sighatureon mez, and
T's signatureon mry prove theorigin of ary valid con-
tract, whetherit is a standardcontractcomputedby O
and R, or a replacementontractissuedby 7. Non-
repudiability of receiptis conditionalon fairness:if O
hasa valid contractat the completionof the protocol,
then R musthave avalid contracttoo (otherwise there
is no fairness). Therefore, R must have receved O’s
contractauthenticatoor areplacementontractfrom 7.
R’s non-repudiabilityof receiptis symmetric.Unfortu-
nately this sortof reasonings difficult to verify with a
finite-statetool.



5.4. Verifiability of trusted third party

The optimistic contractsigning protocol is not in-
tendedo guaranteéairnessf thetrustecdthird partyT is
corrupt.However, verifiability of third partyimpliesthat
if oneof the participantdosesfairnessasaresultof 7’s
misbehaior, it shouldbeableto prove this misbehaior
to anindependenarbiter

Verifiability only holds if the trustedthird party is
guaranteedio senda valid responseo all requestsOur
Muryp model approximateshis guaranteeby making
all protocol invariants,including verifiability of third
party, conditionalon the protocol’s successfutomple-
tion. Therefore,in orderto succeedary attackstaged
by theintruder, possiblyactingin collusionwith corrupt
T, mustinvolve generatinga valid responséo every re-
guestsentby anhonestparticipant.Otherwise the hon-
est participantwill not completethe protocol, and the
attackwill fail. Also, verifiability is only possibleif O
is notified when R tries to enforcea contractandvice
versa. If a protocolparticipantdoesnot know thatit is
beingcheatedjt cannotgo after T' to prove its misbe-
havior.

Before formulating a formal protocol invariant that
could be verified with the help with Mury, we hadto
determinewhat it meansto be able to prove T's mis-
behaior. Basedon our interpretationof the protocol
descriptionin [1], we believe that the cheatedprotocol
participantcanprovethatT misbehaedif andonly if it
canproducewo documentsbothsignedby 7', thatcon-
tradicteachother More specifically the cheatedartic-
ipantmustbe ableto demonstratanaborttokensigned
by T and a replacementontractfor the sameinstance
of theprotocol,alsosignedby T'. SinceT is supposedo
processll abortandresole requeston the first-come,
first-sened basisandthe initial requestdetermineghe
statusof the protocolin perpetuity it shouldnever be
thecasethatT issueshothanaborttokenandareplace-
mentcontractfor the sameinstanceof the protocol.

Basedontheaboveinterpretationye believethatver-
ifiability of third partyis violatedif andonly if thefol-
lowing conditionshold (the conditionsare formulated
assuminghatO is the cheatedarty; the conditionsfor
R aresymmetric):

e T iscorrupt(modeledby giving theintruderaccess
to T"s signingkey).

e R hasO’s contractauthenticatar

e O hasneitherR’s contractauthenticatgrnor are-
placementontractsignedby T'.

If R hasareplacementontractsignedby T' instead
of a standardcontractwith O’s contractauthenticatqr

then T is always verifiable! Supposethat R tries to
enforceits replacementontract. When O goesto T'
andrequestgo eitherabort, or resohe the protocol, T’
mustsendO avalid responself T sendsareplacement
contractthenthereis no fairnessviolationandO is not
cheatedsinceboth partiespossesshe samecontract. If
T sendsanaborttoken,thenO is indeedcheatedsince
R hasa contractandO doesnot), but O canthenprove
T’s misbeh&ior by demonstratingts aborttoken and
R’'sreplacementontractbothsignedby T'.

However, if R hasa standardcontractwith O’s con-
tractauthenticatarthen R’s contractis not signedoy 7',
andO cannotprove T’ smisbehaior sinceit cannotpro-
ducetwo inconsistentocumentsignedby T'. Thiscase
satisfieghe conditionslistedabove.

Mure did notdiscoverary stateseachabldy thepro-
tocol that satisfy the conditions. We concludethat the
third partyis indeedverifiable.

6. Repairing the Protocol

The optimistic contractsigning protocol can be re-
pairedso asto preventthe attacksdescribedn sections
5.1.2and5.1.4by explicitly linking messagenes with
messagenes. This is a standardtechniqueto ensure
thatanold mes cannotbereplayedby theintruderin re-
sponsedo afreshme, andthat R canobtaina standard
contractonly with the samecontractauthenticatothatit
hassentto O aspartof mes. A similar changemustbe
madeto me, to preventa symmetricreplayattack.

O — R mei1=sigo{Vo, Vr, T, text, H(No)}
R — O mey=sigg{me1,H(Ng)}
O — R me3z= Sigo {No,H(NR)}
R — O mes=sigr{Ngr,H(No)}

7. Conclusions

Applicationof formaltechniqueso fair exchangepro-
tocolsinvolveschallengeghat are not usually encoun-
teredin the analysisof secreg andauthenticatiorpro-
tocols. Correctnessonditionssuchasfairnessandver-
ifiability of third party are difficult to understandand
formalize, communicationchannelsmust satisfy non-
safetypropertiesuchasresilienceprotocolparticipants
mayintentionallymisbehae. This papempresentsacase
studyin the formal analysisof fair exchange,usinga
finite-stateanalysistool to verify an optimistic contract
signing protocolandto discover gray areasand weak-
nessesln additionto findingweaknesseis theprotocol
thatcanbe exploited by a Dolev-Yao intruder, we sug-
gestandanalyzearepairthatpreventstheseattacks We
believe that our work extendsthe areaof applicability
of finite-stateanalysisand providesan exampleof how



formal methodscanbe profitablyusedto studyavariety
of securityprotocols.
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