Authenticating Streamed Data in the Presence of
Random Packet L oss
(Extended Abstract)

PhilippeGolle
pgolle@cs.stanford.edu

Abstract

We proposea new schemefor authenticatingstreamed
datadeliveredin real-timeover aninsecue network.The
difficulty of signinglive streamsis twofold. First, authen-
tication mustbe efficient so the streamcan be processed
withoutdelay Secondlyauthenticationmustbe possible
evenif somepadketsin thesequencare missing Streams
of audio or videoprovide a goodexample They mustbe
processedn real-timeandare commonlyexchangedover
UDP, with no guaranteethat every padet will be deliv-
ered. Existingsolutionsto the problemof signingstreams
have beendesignedto resistworst-casepadet loss. In
practicehowerer, networklossis notmaliciousbut occuis
in patternsof consecutivepadetsknownasbursts.Based
on this realistic model of networkloss, we proposean
authenticationschemefor streamswhich achievesbetter
performanceaswell asmud lower communicatiorover
headthan existing solutions. We haveimplementedur
constructionasplug-insto the RealSystemlatformfrom
RealNetworksto authenticateaudioandvideostreams.

Keywords: authenticationnon-repudiationstreams.

1. Introduction

Video and audio documentsare delivered over a net-
work asa continuoussequencef paclets(a stream.)We
would like a signatureschemethat allows two partiesto
exchangea streamwith guaranteesf integrity andnon-
repudiation. Considera radio station broadcastingver
thelnternet.It is importantto listenersto have guarantees
that the audio streamthey receve was generatedy the
station.It is equallyimportantto the stationthatonly con-
tentit generatedeattributedtoit. For example malicious
partiesshouldbe preventedrom injectingcommercial®or
offensive materialinto the stream.

Therearetwo issuego considemwhensigningstreams.
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On the one hand, the signatureschememustbe efficient
enoughto permitauthenticatioron the fly without intro-
ducingdelays. On the otherhand, the signaturescheme
mustbe robustenoughthat authenticatiorremainspossi-
ble evenif somepacletsarelost.

The naive solutionto authenticatea streamis to sign
each paclet in the streamindividually. The recever
checksthe signaturesf packetsasthey arrive and stops
processinghe streamimmediatelyif aninvalid signature
is discovered. Immediateauthenticatioris possible,but
thecomputationaloadon boththesendeandtherecever
is too greatto make this approactpractical.

A moreefficientsolutionis proposedn [4] by Gennaro
and Rohatgi. They obsene that one-timesignaturesan
be usedin combinationwith a singledigital signatureto
authenticate sequencef paclets. Eachpaclet carriesa
public-key, which is usedin a one-timesignaturescheme
to signthefollowing paclket. Only thefirst pacletneedso
be signedwith aregulardigital signature Sinceone-time
signaturesare an orderof magnitudefasterto apply than
digital signaturesandcanalsobeverifiedsomevhatmore
efficiently, this solutionoffers a significantimprovement
in executionspeed.

However, thereis a majordifficulty with this approach.
Recallthat audio andvideo streamsare sentusing UDP,
which provides only "best-efort” serviceand doesnot
guarantedhat all packetswill be delivered. If a paclet
is missing,the authenticatiorchainis brokenandsubse-
guentpacletscannot beauthenticated(Anotherproblem
is that one-timesignaturesncur a substantiacommuni-
cationoverhead.)

Let us examinethe issueof paclet lossin moredetail.
If a sequencds recevedincomplete we would still like
to be able to authenticateall the paclets that were not
lost. This definesresistanceo lossin a strongsense:a
paclet is eitherlost or authenticable.A wealer alterna-
tive would allow a few pacletsto be receved unauthen-
ticatedin caseof pacletloss. We offer two justifications

1We give amorecompletesurwey in section2.



for adoptingthe strongdefinition. First, it is essentiafor
someapplicationsthat only authenticateatontentbe re-
ceived. Considera streamthat delivers stock quotesin
realtime. While it mightbeacceptabléo loseaquote,we
must ensurethat only authenticatedjuotesare ever dis-
played. Secondly our constructionsvhich resistlossin
the strongsensecaneasily be adaptedo the wealer no-
tion of resistance.

Existing authenticatiorschemeghat resistpaclet loss
have beendesignedo resistworst-casepaclet loss. Any
numberof paclketsmaybelost anywherein the sequence,
without interferingwith the receiver’s ability to authenti-
catethe pacletsthatarrived. Studiesconductedn paclet
lossin UDP suggesthatresistingworst-casepaclet loss
is an overkill. The focus shouldbe insteadon resisting
randompacletloss.Wewill showv how thatleadsto much
moreefficient constructions.

Since paclet loss on the network is not malicious,
it is naturalto analyzethe patternsof loss and design
our authenticatiorschemesaccordingly In [6], Paxson
shaws that on the Internet consecutie paclets tend to
get lost togetherin a burst We adoptthis model and
proposeauthenticatiorschemesiesignedo resistbursty
loss. Specifically our goalis to maximizethe size of the
longestsingleburstof lossthatour authenticatedtreams
canwithstand. Of course this is not to saythatour con-
structionsresistonly asingleburst. As will beclear once
afew pacletshave beenrecevedafteraburst,ourscheme
recoversandis readyto maintainauthenticatioreven if
furtherlossoccurs.

In the next section,we will give a brief overview of
relatedwork. In section3, we presentour authentica-
tion schemewhichis constructedo take advantageof the
burstmodelof packetlosssuggestethy Paxson.We shav
thatour solutionis efficient bothin termsof computation
andcommunicatioroverhead.In section4 we prove that
ourschemas optimalgivencertainconstraintsin section
5, we amgue that the model usedto evaluateour authen-
tication schemeis robust, in the sensethat our schemes
remaincloseto optimal even underslightly differentas-
sumptions.Finally, we discusgheimplementatiorof our
constructionsn thelastsection.

2. Related wor k

The computational bottleneck of an authentication
schemels the signing operation. Digital signaturesare
expensve to generateandverify. As a rule of thumb, a
desktopmaking full useof its CPU can processon the
orderof 100 DSA signatured5] per second. Thereare
two complementaryapproacheso improving efficiency:
designingfastersignatureschemesand amortizingeach
signing operationby making useof a single digital sig-
natureto authenticateseveral packets. We will review in

turnthesetwo approaches.

A variety of generictechniquesexist for speedingup
signaturesFor example,a smallpublic key reduceswvork
for the verifier. The ChineseRemaindefMheoremmalkes
fast “divide and conquer” computationspossible. Fi-
nally, time/memorytrade-ofs are possiblewith precom-
putation.Usingacombinationof thesetechniquesiWong
andLam proposén [9] anoptimizedversionof the Feige-
Fiat-Shamirsignaturescheme[2, 3]. This optimization
achievesverificationratescomparabléo RSA with small
exponentwhile signingis twice asfastasDSA. Thesame
paperintroduces‘adjustableandincremental’signatures,
i.e. signatureghat can be verified at differentlevels of
confidencedependingon the resourcesavailable to the
verifier.

One-time(or k-time) signatureschemegOTS) offer a
significantspeed-upver regular signaturesin [4], Gen-
naro and Rohatgiproposea hybrid scheme,in which a
singledigital signatureis usedto initiate a chainof OTS.
The drawbackof OTS is thattheir sizeis proportionalto
the numberof bits of the quantitybeingsigned. A OTS
computedon a messagéashedvith SHA-1is ontheor-
derof 1000 bytes.An approacho make OTS smalleris to
reducehesizeof themessagbash.In [8], Rohatgishovs
how this canbe donewithout reducingsecurity Theidea
is to hashthe messagevith a family of Target Collision
Resistant(TCR) hashfunctions. A TCR family of 240
keyed 80-bit hashfunctionsoffers with only 120 bits the
samesecurityasa single 160-bit hashfunction, because
a birthday attackon the family is 24° timesharder The
schemeproposedn [8] achieves300 bytesper signature
for 1000signaturegpersecond.

Let usnow turnto solutionswhich amortizeeachdigi-
tal signatureover severalpaclets. In [9], WongandLam
proposebuffering pacletsinto groups. A single signa-
ture is computedfor eachgroup on somefunction f of
all the hasheof the paclets. In additionto this common
signature pachpaclet carriessomeancillary information
from which the value f canbe recovered. This allows
eachpacletto beverifiedindependenthof the others.In
the simplestsetting, the hashesf all the pacletsin the
groupareconcatenateihto astring,andf is ahashof this
string. Theancillaryinformationconsistsof the hashe of
all theotherpaclets.A variantusesabinarytreeto reduce
the sizeof theancillaryinformation. The hashe®f pack-
etsareplacedat the leavesof the tree,while innernodes
containahashof theconcatenatedaluesof theirchildren.
To beverifiable,eachpaclet needonly includethe values
of thesiblingsof thenodesalongthe pathto theroot.

Anothervariationonthesameschemeaisegheefficient
k-time signatureof [8] which wasintroducedabove. In-
steadof a hash,we signa public-key for a k-time signa-
ture schemeat the root of the tree. An instanceof this



signatureis usedfor eachpaclet. The communication
overheadper paclet is higher, but unlike the proposalof
Wong and Lam, this variant doesnot requireto buffer
paclets into groupsbefore sendingthem. The original
schemeandthesevariantsare reasonablyffastand resis-
tantto pacletlossin the worst-case.Thereis a trade-of
betweerefficiency (mary pacletspergroup)andcommu-
nicationoverheadmoreancillaryinformation).

Finally, Perriget all proposein [7] two efficient solu-
tions to the problemof authenticatingstreamsn a lossy
ervironment. In the first scheme(TESLA,) pacletsare
authenticatedvith MACs. The MAC keys aredisclosed
after a certaintime interval, to enableverification. The
delay beforedisclosureis chosenlong enoughto ensure
that the keys can no longer be usedto corrupt paclets.
TESLA is highly efficientandversatile but it requireshe
ability to synchronizahe clocksof the senderandthere-
ceiver within somemaugin. The secondschemdEMSS,)
usesone-way hashesn combinationwith digital signa-
turesto achieve authenticationfollowing an ideaintro-
ducedin [4]. To resistloss, the hashof eachpaclet is
storedin multiple locations(we use a similar stratey.)
EMSSproposego choosetheselocationsat random,and
providesprobabilisticguaranteethata packet canbe au-
thenticatedgiven a certainamountof lossin the stream.
In contrast,our constructionsaredeterministic(thuspos-
sibly easierto implement,)andoptimizedto resistbursty
loss.

3. Our scheme

We considelastreamexchangedetweerasendeanda
receveroveraninsecureunreliablechannesuchasUDP.
Lostpacletsarenotretransmittedandpacletsmayarrive
out of order We make the assumptiorthat loss occurs
in bursts. A burststartsat alocationrandomlychosenn
the sequencandlastsfor a randomlychosemumberof
paclets.

Our approachto signingthe streamfollows anideain-
troducedn [4]. We usea combinationof one-way hashes
anddigital signaturego authenticatgaclets. Theideais
asfollows: if acollision-resistanhashof paclet P; is ap-
pendedo paclet P, beforesigning P, thenthe signature
on P, guaranteetheauthenticityof both P, and P.

More generally a paclet Py can be authenticatedas
long asthereexistsa sequencef paclets P, ..., P, such
that: the hashof P, is appendedo P;, whosehashis in
turnappendedo P», etc,andthelastpaclet P, is signed.

We divide the streaminto sequencesf paclets. A se-
guencemay consistof anywherebetweena few hundred
and a few thousandpaclets. From now on, we restrict
oursehesto the problemof authenticatingone sequence,
thelastpaclet of whichis signed.We studywhereto ap-
pendthe hashe®of packetswithin thesequencéo provide

optimalresistanceo burstyloss.
Throughoutthe paper we make use of the following
notations:

e p: thenumberof pacletshufferedonthe sendesside
beforetransmission.For a streambroadcasstrictly
in real-time,p = 1. In mostapplicationswe expect
somebuffering, andthusp is usuallya smallinteger.

e h: the capacityof the buffer thatthe senderusesto
storepaclkethashesh is theaveragenumberof items
presenin the buffer.

e m: the maximumnumberof hasheghat may be ap-
pendedto a packet. m is the averagenumber of
hashes@ppendedo a paclet.

Likewise, we considerthat the recever hasa paclet
buffer and a hashbuffer to processthe stream. On the
recever sidehowever, the paclet buffer only senesto re-
storethe orderof the pacletsasthey arrive. A pacletis
consideredostif it is notrecevedby thetimethebufferis
full. We thusignorethe pacletbuffer for thereceverand
assumehata pacletis eitherconsideredost or arrivesin
order

We representr sequencef n paclets Py, ..., P, by a
directedagyclic graph. Only the last node P, is signed.
A directededgefrom P; to P; indicatesthatthe hashof
paclet P; hasbeenappendedo paclet P;. Thegraphmay
notcontainacycle (soin particulari # j), but thereis no
requirementhat: < j. The sequenceés fully authenti-
cableif thereexists at leastonedirectedpathfrom every
nodeto thelastsignednode.

We arenot concernedvith the possiblelossof the sig-
naturepaclet. For onething, if the numberof pacletsper
sequencés largeenoughit is highly unlikely thatthesig-
naturepaclketwill belost. In ary caseijt is alwayspossible
to transmitmultiple copiesof the signature.

Two partiesmustagreeon anauthenticatiorschemeo
exchangesequencesf ary length. This schemespecifies
wherehasheshouldbeappendeih asequencefn pack-
ets.Usingourgraphrepresentationye defineaschemeS
asafunction:n — S(n) whereS(n) is adirectedagyclic
graphon a setof n nodes,or more. (We allow padding
with dummypaclets.)

We require that the sequenceS(n) be generatedand
verified in the following way. The sendercomputesall
the hasheghat needto be appendedo the first paclet to
be sent. This may trigger recursve hashcomputations.
For example,if thehasheof paclkets2 and5 mustbe ap-
pendedo paclet1, thesendehasto computeahesehashes
first. This cannot be doneuntil the hasheghat mustbe
appendedo paclets2 and5 respectiely havethemseles
beencomputed. Sincethereare no cyclesin the graph,
theserecursve calls eventuallycometo anend. Thefirst



paclet is thenreadyto be sent,andthe operationis re-
peatedwith the next paclet. Of course paclethashesre
computedonly once,andthenbufferedin memoryuntil
they arenolongerneeded.

Therecever verifiesasequencén muchthe sameway.
Eachtime a paclet arrives,the hashegound appendedo
it arebuffered. They arekeptin memoryuntil the paclet
they authenticatdasarrivedor beenlost. We define:

e b} .. thebuffer capacityneeededy the recever to
validateary sequencef paclets.

¢ hy k- thecapacitysufficientto validatesequencefor
which no pacletwaslost.

A schemes is periodicof periods > 0 if thefollowing
two propertieshold:

e Thefunction S is piece-wiseconstantover intervals
of lengths.

e Thereexists N > 0 suchthatforalln > N, S(n+s)
is obtainedby prependindo S(n) itself thefirst s nodesof
S(n) alongwith theedgescomingoutof them(seeFigure
1).
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Figurel. A periodicschemeof period2
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Finally, we define B(P;) asthe largestinteger j such
thatvV1 < k < j aburstof lengthk startingatpaclet P, |
leavestherestof thesequencéG—{ P;;1, ..., Pitr }) fully
authenticable.

We extendthis definitionto a periodicschemes:

e Bg = min;B(P;) wherethe minimumis takenover
aperiodof S.

e Bs = 13" B(P;) wherethe averageis taken over a
periodof S.

3.1. Our solution in the case p = 1 (no packet
buffering on the server side)

This simple caseis of practicalimportanceandintro-
ducesthe basicbuilding block for our genericconstruc-
tion. We proposea family of schemes”,, parametrized
by theintegervariablea. C, is a periodicauthentication
schemeof period1 definedasfollows: the hashof paclet

P; € C, isappendedo two otherpaclets: P;; andP;,.
ThelastnodeP, is signed.We call C, achainof strength
a.
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Figure2. TheauthenticatiorchainCs

Characteristics of these schemes. This family of
schemess well-defined: all the C,(n) areagyclic. The
maximumnumberof hashesappendedo arny paclet (de-
notedm), andthe averagenumberof hashesppendedo
apaclet (m) arebothequalto 2.

Sender: Chain C, canbe executedby a senderwho
buffersp = 1 paclet and hasa hashbuffer of capacity
h =a.

Receiver: If nopaclketsarelost,thehashof paclet P; can
alwaysbeverifiedwhen P;; arrivesandthendiscarded.
Thereforehy, ;- = 1. After aburstof loss,the only extra
hashto remembeiis that of the paclet immediatelypre-
cedingtheburst,andsoh’ .. = 2.

Loss
ResistancetoLoss. Bo, = Bo, =a—1
It is nothardto corvinceoneselthatburstsof lengthupto
a— 1 donotdisconnecary pacletfrom thesignature We
will prove in the next sectionthat chainC, is optimally
resistanto burstylossamongall the schemeshatcanbe
executedby a sendemwho buffers1 packetandhasahash
buffer of sizeh = a. Intuitively, C, resistdossbecausét
storespaclethashesn locationsasfar apartasthesizeof
the sendehashbuffer allows.

3.2. Thegeneric construction for p > 1

Whenthesendebuffersp > 1 paclets,it becomepos-
sibleto appendhehashof apacletto onethatprecedest.
In fact,with a buffer of sizep, we mayappendo a paclet
ary of thehashe®f thenext p — 1 paclets.

The constructionsve proposeareextensionof chains.
Weintroducep—1 additionalpacletsbetweerthoseof the
originalchainC, to createaugmentedhainC, ,. Wewill
soondiscusshow to link thesenew pacletsto integrate
themin theauthenticatedequence.

We startwith a simpleexample(seeFigure3) to shav
how to augmentchainCs whenp = 2 orp = 3. We
numberthe newly insertedpacletswith integers,anduse
lettersfor thepaclketsof theoriginalchain. Thedrawing at
thetop of figure3 correspondso the casep = 2 (asingle
additionalpaclet betweenpaclets of the original chain.)
We have representedboth the newly insertededges,and
thosebelongingto the original chain.For p = 3 (two new
pacletsbetweerthoseof theoriginal chain,)we have only



shavn the new paclets(1 and2) andthe new edgedo be
insertedbetweerthe packetsof theoriginal chain.
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Figure 3. Augmented chain Cs , with p = 2 (on
top) and p = 3 (below)

Let usnow considerthe generalcase.We proposewo
waysof insertingnew packets,which areequallyresistant
to bursty paclet loss. Our first structureis describedn
figure4. The hashof eachnew pacletis appendedoth
to the paclet precedingt andto the pacletfrom the orig-
inal chainfollowing it. This structureis very easyto im-
plement,but hasthe dravbackthat the maximumnum-
berof hashesppendedo a paclet grows linearly with p
(althoughobsene thatthe averagenumberof hashesp-
pendeds m = 2). This simplestructureis well suitedfor
smallvaluesof p.

S
A 1 2 3 4 B

Figure 4. A simple way of inserting additional
packets

We now presentamorecomple structurefor whichm
is constant. This is our main scheme.We referto it as
augmentedahainsandwill analyzet in detailbelow.

We definerecursvely how to insertan(even)numberof
new pacletsin theoriginal chain. Thestartingpointis the
structureproposedn the bottom part of Figure3, which
indicateshow to inserttwo new paclets(1 and2) between
thepacletsof theoriginalchain(A andB.)

Now to insert4 pacletsbetweend and B, we proceed
recursvely (seeFigureb.) We firstinserttwo new paclets
1 and2 asabove, theninserttwo more packets3 and 4
betweerl and2 in exactlythesamewaythat1 and2 were
insertecbetweend andB. This processs generalizedn
a straightforward way to insertary even numberof new
paclets.

Characteristics of augmented chains: The family of
augmentedchainsis well-defined: all the C, ,(n) are
agyclic. Themaximumnumberof hashesappendedo ary

O £ S b_\oé\o
A 1\3 4 2| B

Figure 5. Recursive insertions for augmented
chains

paclet is constantim = 5), andthe averagenumberof
hashes@ppendedo a pacletis m = 2.

Sender: Augmentedchain C, , canbe executedby a

sendemwho buffersp paclketsandhasa hashbuffer of ca-

pacityh = a+ p— 1. Indeedthehashe®f thep—1 inner

paclkets mustnow be storedin additionto the a hashes
correspondingo packetsin themainchain.

Receiver: hi, = 282 andhf,,, = hipx + 2. Indeed,
let usconsidertheimpactof thep — 1 new pacletsfor the

recever. Thefirst ”%1 of thosearelinkedtogetherandcan

be processedt the costof rememberingone extra hash
only. But they alsocarrythe hasheof the ”2;3 lastinner

paclets,bringing the total numberof hasheghatmustbe

storedin the buffer to 2£2.

Resistancetoloss. B = p(a — 1)

Thefirst stepis to obsene thatpacletsnewly insertecbe-
tweentwo pacletsof theoriginal chainarereachablérom

eitherof thesechainpaclets. Now let us considera burst
of loss. Let C and D be the pacletsin the outer chain
immediatelyprecedingand succeedinghe burst. All the
paclets betweenC' andthe start of the burst are reach-
ablefrom C. Similarly, all the pacletsbetweenthe end
of theburstand D arereachabldrom D. Thusthewhole
chainremainsauthenticableaslong asC' is connectedn

the outerchainto a packetbeyond D. This s alwaysthe
caseif B < p(a — 1). In the next sectionwe prove that
thisvalueof B is optimal.

To parametrizeour constructioron the resourcesvail-
ableto the sender we canrewrite the equationas B =
p(h — p). Recallthatp andh arerespectrely the sizesof
the paclet andthe hashbuffer on the sendersize. If the
sener candistribute available memorybetweena buffer
for hashesndabuffer for paclets,B is maximalwhenthe
memoryis equally allocatedbetweenthesetwo buffers.
In practice,if a hashis 20 bytesanda packet 1000 bytes,
onewould expecth ~ 50p. Of course,otherconsidera-
tions might comeinto play whendecidingon the respec-
tive sizesof the hashandthe paclet buffer.

3.3. Comparison with other schemes

We compareour schemeawith thoseproposedyy Wong
andLam in [9]. Recallthatthe schemef [9] comein



threebasicflavors, dependingon how paclets are orga-
nizedinto groups. Figure 6 summarizeghesethreeop-

a4

Tree (full)
Figure6. The scheme®f WongandLam

For our comparisonwe considera streamdivided into
groups(calledsequences our schemepf 16 packets.A
singledigital signaturds generatedby the sendeandver-
ified by thereceverfor eachgroup. We usethefollowing
measureso compareour schemewith others:

e Hash: the total numberof hashescomputedby the
sender(Thewumberis the samefor therecever.)

e Overheadtheoverheaderpacletin bytes.

e Loss:thetypeof lossthatthe schemeesists.

¢ Delay: the delay on the receier side (in numberof
paclets)beforeauthentications possible.

Scheme Hash| Overhead| Loss | Delay

WL star 17 340 any 0

WL tree(2levels) | 21 160 ary 0

WL tree(full) 31 120 ary 0

Augmentecchain | 16 43 bursts| 16
Applications

The family of augmentedchainsis a highly efficient
authenticatiorschemdor streamswith obvious applica-
tionsin settingswherecomputationahndcommunication
resourcesarelimited, andwherethereis no guarante¢hat
all pacletswill bedelivered.

Even wherenetwork bandwidthis not scarce the low
communicatioroverheadpossiblewith our schememay
be crucially importantfor the following reason.Shortof

openinga specialcommunicatiorchanneffor authentica-
tion (a costly solution,) authenticatiordatamustbe em-
beddedwithin the streamitself, conformingto protocols
for sendingandreceving streamghatwerenot designed
to allow authentication A numberof techniquedor em-
beddingauthenticationdatain the streamare described
in [4]: watermarking, useof a USER-DATA sectionin
MPEG audioor video, etc... Thesetechniqueffer either
verylittle spacepr offer spaceatthecostof degradingthe
quality of thedata.

We expectthat the low computationand communica-
tion overheadof our schemeswill make themusefulin a
variety of applications.

4. Proof of optimality

We show herethattheconstruction®f theprevioussec-
tion offer optimal resistanceo bursty paclet lossfor au-
thenticatedstreams given the resourcesavailable to the
sendemndtherecever.

Let usstartwith a simpleobsenation. If authentication
is to be possiblewhen pacletsmay getlost, the hashof
eachpacletmustbestoredn atleasttwo distinctlocations
insidethe stream.Thisimpliesthatthe averagenumberof
hashesappendedo eachpaclet can not be lessthan 2.
Our schemeachievesthis lower bound(m = 2.)

We now turnto the proofthataugmenteahainsareop-
timally resistanto bursty packetlossgiventheresources
allocatedto the sender We mustfirst introducesomeno-
tations. We definethe scopeof a paclet P; with the fol-
lowing two variables:

e Forwardscope:f (F;) is themaximumof j —i overall
indicesj > ¢ for which thereexists a directededge from
P; to P;. If thereis nosuchyj, setf(P;) = 0.

e Backwardscope:b(P;) is themaximumof i — j over
all indicesj < 1 for which thereexists a directedpath
from P(i) to P(j). If thereis no suchj, setb(P;) =
0. Obsenre that a periodic schemeS is executableby
a sendemwho buffers p pacletsif andonly if for all n,
b(P;) < pforall P; € S(n).

A periodicschemeS is executableby a senderwith a
hashbuffer of capacityh (respof averagecapacityh) if
andonly if for all n andfor all P; € S(n), thereare< h
nodes(resp.on averageh nodes)P; for which either:

ej<iandf(P;)>i—j.

e j>diandb(P;) > j—i.

Indeed the hashof packet P; mustbe presentn the hash
buffer over the interval [P;_y(p,; Pjyf(p;)]- The condi-

tion expresseshatthebuffer maycontainatmosth hashes
atnodep;.

Lemma4.l

max

B(Pz) <
0<5<b(P;)

[£(Pij) = 4]



In particular for a node without badk-edges (that is,
b(P) =0), B(F) < f(P)

Proof Letm = maxo<j<pyp)[f(Pi—;) — j]. Now con-
sidertheinterval I = [P;y1; Piym]. We shav thatary
directedpathfrom P; to the signatureP,, goesthrough
at leastonenodeof I. Thusthe disappearancef I in a
burst of lengthm leavesthe signatureunreachabldrom
P; which provesthelemma.

Now let 4; ... A, beapathfrom P; to P,. By definition
of b(P;), for all j we have A; € [Pi_y(p,); Pn]. Lets be
the maximumindex suchthatfor all 1 < ¢t < s we have
A € [f)i—b(Pi);Pi]- A, = Py with ¢ — b(Pz) < s <.
ThenA,;q € [Pi+1§Ps'+f(Ps,)] clI.

4.1. Optimal B with constraintson h and p

We have showvn thataugmenteathainC, ;, cansustain
aburstof lengthupto p(a —1). Thefollowing proposition
shavsthatthisis themaximumpossiblefor aschemehat
canbeexecutedby asendewho buffersp paclketsandhas
ahashbuffer of capacitya + p — 1.

Proposition 4.2 Let S be an authenticationschemethat
can be executedby a senderwho buffers p padetsand
hasa hashbuffer of capacityh. Thenif p > (h + 1)/2
we have Bg < (%)2 andif p < (h + 1)/2 we have
Bs<p-(h+1-p)

Proof Let n be the period of S. Let us con-
sider a sequenceof nodes Py, P, P3,... We consider
the subsequencef nodeswhich have no back-edges:
P,,,P,,,P,,,... Obserethata; — a;_1 < p sincethe
senderbuffers at mostp paclkets. Now let a,,, bethein-
dex (or oneof the indexesif thereareseveral) for which
dm = Qm+1 — Gy IS Maximal.

We considerthe h + 1 — d,,, hodeswithout back-edges
precedingP,,. . By lemma4.1

Bg < mini<i<ht1—dm f(Pam_;)

At least one of those nodescannothave ary forward
edgeextendingbeyond P, , for otherwisethe hashbuffer
would contain> h hashestpoint P, .
Therefore

Bg <

1<iSh il —dm (@m = am—3)

Sincefor all 4, am, — am—i < i.dpm, Bs < dm(h+1—dy,)
If we considerthe expressionabove asa function of d,,,,
the maximumis obtainedfor d,, = (h + 1)/2. Butre-
membetthatwe alsorequired,,, < p

Soif p > (h + 1)/2 we have Bs < (%1)*, andif
p<(h+1)/2wehave Bs <p-(h+1—p)

4.2. Structure of optimal schemes.

In fact,theproof of Propositiond.2 revealsthestructure
thata schememusthave in orderto maximizeB. Thefol-
lowing definitionwill help exposethis structure.We say
that a directedagyclic graphon p nodesP,, ..., P, has
the extremity property if for all P; (i # 1, p) thefollow-
ing two conditionshold:

e Thereexistsadirectedpathfrom P; to P; includedin
theinterval [Py; P}

o Thereexistsadirectedpathform P; to P, includedin

theinterval [P;; Pp)
Proposition 4.3 LetS beanauthenticatiorschemewhich
canbeexecutedy a sendemwhobuffers p padketsandhas
a hashbuffer of sizeh. If Bg is maximal,thenS(n) has
thefollowing structure:

o Nodeswithoutbadk-edgesare regularly spacedat in-
tervalsof p nodes.

e Thesubgaphof S(n) betweertwo consecutiveodes
withoutbadk-edgeshasthe extremityproperty
Proof Followsdirectly from theproofof propositiord.2.

5. Alternate models

In this sectionwe arguethat our modelfor streamau-
thenticationis robust, in the sensethat our constructions
remaincloseto optimally resistantto bursty packet loss
underslightly differentassumptions.

We studyfirst whathappensf we constrairntheaverage
capacity(ratherthanthe maximuncapacity)of the buffer
availableto thesendeto storehashesFor asendeservic-
ing severalclientsin parallel theaveragenemoryrequire-
mentof eachconnectiorovertime mightbeamoremean-
ingful measurehan the maximumcapacityrequiredby
eachconnection.We prove in section5.1 thatthe longest
burst a sequencean sustainin this settingis essentially
thesame.

In section5.2, we considerthe problemof maximizing
B, thelengthof the averagelongestburst of lossthatan
authenticatedequencesan sustain(here, the averageis
taken over the locationswherethe burst may start.) As-
sumingthatnetwork lossis not malicious,it malkessense
to maximizethelongestburstthatcanbe sustainean av-
erage We provethatthelongestaverage burstasequence
can sustainis closeto the longestworst-caseburst, and
that our constructiongemaincloseto optimally resistant
to bursty pacletloss.

5.1. Hash buffer of average capacity.

Proposition 5.1 Let S bea schemethat can be executed
by a senderwho buffers p padetsand hasa hashbuffer
of averagecapacityh. If p < h — 3/2, wehaveBs <

~ ~ ~ 2
p(h—252). 11 p > h— 3/2, wehaveBs < § (h—3) .



This result should be comparedwith Proposition4.2.
The boundswe getwhenwe constrainthe maximumca-
pacity of the hashbuffer (Bs < p(h + 1 — p)) andwhen
we constrainthe averagecapacity(Bs < p(h — ”2i3))
areon asimilar orderof magnitude We startthe proof of

Propositions.1with thefollowing lemma:

Lemmab.2 Let S be a schemeof period s, that can
be executedby a senderwho buffers p padets and has
a hashbuffer of avemge capacityh. Let Py, ..., P, be
any sequencef s consecutivenodesof S(n). We have
Yima (F(P) +b(P;) +1) < hs

Proof In section4 we proved that the hash of P;
must be presentin the hash buffer over the interval
[Pi_s(py); Pits(pyy] Whichis of length £ (P;) + b(P;) + 1.
Takingtheaverageoveraperiodof theschemewe getthe
lemma.

Proof (proposition5.1) Let n be the periodof S. We
considern consecutie nodesP;, ..., P,. At leastn/p of
thosenodeshave no back-edgessay P, ,, . .., P,, . Now
by lemma4.1.:

Bs < mini<i<k f(Pa;)

Sinceby lemmab.2

We have

k n
Y fPa)<(h—=Un=>"bE)- Y. = f(P)
i=1 i=1 P#P,,,...,Pa,

Butfor all P, f(P) > 1, andso

Bs < % ((ﬁ—l)n—ib(ﬂ)—(n—k))

i=1

We mustnow give a lower boundfor Y- | b(F;). For
ary nodeP; betweenP,; andP,, ,,b(P;) > i—a;. Tak-
ing the sumover all nodesbetweenP,; andP,, , gives
Zb(f’,) > 1/2(a]-+1 — aj)(aj+1 —a; — 1) FlnaIIy sum-
ming over all intervals,we get

Y ob(P) > > 1/2(aj1 — a;) (a1 —a; — 1)

i=1 j=1

But E?:l(aj—',-l — a;) = n andtherefore:

S () (2

Sofinally

B5<%((ﬁ—l).n—%(n—k)—(n—k))

If we considerthe expressionabove as a function of £,
the maximumis obtainedfor k = ’.l" . But remember

_3
thatwe alsorequirek > n/p.
~ - 2
Soif p > h —3/2wehae Bs < & (h—3), andif
p < h—3/2wehave Bs < p(h — 2£2)

5.2. Optimal B

Proposition 5.3 Let S be a schemethat can be executed
by a sendemwho buffers p packetsand canstore an aver
age of h hashesn memory ThenBg < (h — 1)p

This result should be comparedwith Proposition4.2
and Proposition5.1. It turns out that the optimal value
for B is notfarfrom the optimalvaluefor B.

Proof Letn betheperiodof S. We considem consecu-
tive paclets Py, ..., P,. Necessarily(P;) < p andsoby
lemma4.1,

B(P) < [f(Pij) = J]

max
0<j<p-1

So

B =23y <33 (s 7o) 1)

n

=1

N 1 n p—1 lp—l n
Bs < ﬁzzf(Pi—f) = EZZf(Pi—j)
i=1 j=0 §=0 i=1

Sinceby lemma5.2>"" | f(P;) < (h — 1)n, we have
Bgs < %Z;’;&(h —1n=(h—1)p

6. Implementation

We have implementedbur constructionsas plug-insto
the RealSystemplatformfrom RealNetworks [10] to au-
thenticateaudioandvideostreams.

RealSystenconsistsof a streamingsener and mary
client RealAudioplayers. The sener itself consistsof a
coreandmary supportingmoduleswhich areresponsible
for readindfiles, pacletizing data,addingtransporthead-
ersandsoon.

Our implementationreplacesthe file-format plug-in.
This plug-in is responsibldor providing the sener core
with pacletizeddatathat containauthenticatiorinforma-
tion.



Thefile-formatplug-incanbecontrolledthroughacon-
figurationfile. Thisfile specifieshow oftensignaturesire
computedandfor testingpurposeshow often a burst of
paclet lossoccurs. In our exampleconfigurationwe set
p = 7 (the numberof paclets buffered on the sender
side,)and computedsignaturesvery 49 paclets. Figure
7 shavsthe stateof a playeraftera signaturehasverified.
Figure8 shavsthe stateafterasignatureverificationfails.

RealPlayer: G2 Audio Experience
File “iew Options Presets Sites Help

| » m @ EF vlim o
H Clip info |REa\NEtWDrks

real

Channels 2
[ ] Al
GCHANNELS

Figure7. Verifiedsignature

RealPlayer: G2 Audio Experience
File “iew Options Presets Sites Help

RealPlayer [ x]

& General error. An errar ocourred

Signature does notwverify! This stream has been compromisedl!

More Info

Maore information is available atthe RealMNetwarks
Technical Support Website.

(») Search | (=

5 on packet 148

Figure8. Signatureverificationfailed

In orderto ensurethatauthenticatedtreamsareappro-
priately associatedvith our renderingplug-in, we cre-
ateda newv mime-type. We appendthe extension“.apf”
to the original filenameand associateour client plug-in
with this mime-type. For examplethe sener deliversthe
file “demo.rm” with authenticationnformationwhenthe

client requests'demo.rm.apf. Appendingour own ex-
tensionallows our plug-in to dynamicallydeterminethe
original renderingplug-infor therequestedtream.

It shouldbe notedthat without our plug-in a playeris
unableto play streamswith embeddediuthenticatiorin-
formation.

The plug-ins and sourcecode are available for down-
loadfrom [11].

7. Conclusion

We proposea new streamauthenticationscheme. In
contrastto existing solutions,our schemeresistsrandom
paclet lossratherthanworst-casepacket loss. We prove
thatourconstructionis optimally resistanto burstypaclet
lossgiventheresourcesvailableto thesendemandthere-
ceiver, and hasthe lowestpossiblecommunicatiorover-
head.
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