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Abstract

This paper presentsa new password authentica-

tion and key agreementprotocol called AMP in a

provablemanner. The intrinsic problemwith pass-

word authenticationis a password, associatedwith

each user, haslow entropyso that (1) thepassword

is hard to transmitsecurelyoveraninsecurechannel

and(2) thepassword file is hard to protect.Our so-

lution to this complex problemis theamplifiedpass-

word proof idea along with the amplifiedpassword

file. A party commitsthe high entropy information

andamplifiesher password with that informationin

the amplifiedpassword proof. Shenever showsany

informationexceptthat sheknowsit for her proof.

Our amplifiedpassword proof idea is similar to the

zero-knowledge proof in that sense. A serverstores

amplifiedverifiers in theamplifiedpassword file that

is secureagainsta serverfile compromiseanda dic-

tionary attack. AMP mainlyprovidesthepassword-

verifierbasedauthenticationandtheDiffie-Hellman

basedkey agreement,securely andefficiently. AMP

is simple and actually the most efficient protocol

amongtherelatedprotocols.

1. Intr oduction

Entity authenticationis necessaryfor identifying

theentitieswhoarecommunicatingoveraninsecure

network. This function is usually combinedwith

a key establishmentschemesuch as key transport

or key agreementamong the parties. For user

authentication, three kinds of approachesexist;

knowledge-basedauthentication, token-basedau-

thentication, andbiometricauthentication. Among

them, the knowledge-basedschemeis aimed for

humanmemory( � mind). Actually it is the most

widely-used method due to such advantagesas

simplicity, convenience,adaptability, mobility, and

less hardware requirement. It requiresusersonly

to rememberand type in their knowledgecalled a

password. Therefore,it is allowedfor usersto move

conveniently without carrying hardware tokens.

However, a complex problemwith this password-

only authenticationis a mnemonicpassword has

low entropy so that it is vulnerable to guessing

attacks. The problembecomesmore critical in an

opendistributedenvironment. A password file pro-

tectionis anotherproblemthatmakesthis approach

more unreliable,for example,if a password file is

compromised,anadversaryis ableto impersonatea

serveror launchdictionaryattacks.

PASSWORD PROTOCOLS. Since the first scheme

called LGSN[24] was introduced in 1989, many

protocols have been developed. Among them,

EKE[7] wasa landmarkof certificate-freeprotocols.

OnevariantnamedDH-EKE[7] introducedthepass-

word authenticationand key agreement,and was

“augmented”to A-EKE[8] thatwasthefirst verifier-

basedprotocolto resista password-file compromise

and to accommodatesalt[37]. GLNS[15] was

enhancedfrom LGSN. Due to the inefficiency and

constraintsof older schemes,variousmodifications

and improvementshave followed. They include

TH[36], AL[1], M-EKE[35], Gong[16], KS[20],

SPEKE[18, 19], S3P[33], SRP[38], HK[17],

GXY[21], andTLS adaptation[11]. However, some

of themhave beenbroken andsomearestill being

cryptanalyzed[2, 14, 29, 9]. Most were inadequate
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for security proof due to the ad-hoc methodsof

protectingpasswords. In the meantime, OKE[25]

introduceda provable approachand was followed

by elegant work such as SNAPI[26], EKE2[5],

AuthA[6], and PAK[10]. They show the provable

approachin this areais gettingmatured.

A-EKE, B-SPEKE,SRP, GXY, SNAPI-X, AuthA,

andPAK-X areclassifiedaspassword-verifierbased

protocols[8, 19, 38, 21, 26, 6, 10]. They allow the

asymmetricmodel in which a client possessesa

passwordwhile aserverstoresits verifierratherthan

thepassword. Following A-EKE[8], B-SPEKEwas

augmentedfrom SPEKE[18, 19]. SRPshowedeffi-

cientwork on a verifier andGXY wasderivedfrom

it[38, 21]. SNAPI-X was augmentedfrom SNAPI

while PAK-X was enhancedfrom PAK[26, 10].

AuthA wasderivedfrom severalpreviousprotocols

but enrichedwith provablesecurity[6]. Recentlya

pseudorandommoduli schemewasproposedthough

it may be relatively inefficient[30]. However, even

theverifier-basedprotocolsallow dictionaryattacks

and server impersonationattacksif a server file is

compromised.Currentlythestandardizationon this

field is beingconsideredby IEEEP1363group.

CONTRIBUTION. Our goal is to design a new

protocol in a provablemanner, which combinesthe

following functionssecurelyandefficiently.

� Password(-verifier)basedauthentication[8]

� Diffie-Hellmanbasedkey agreement[13]

� Password file protection

For achieving thegoal,weproposetwo simpleideas

(1) the amplifiedpassword proof that makesa user

amplify hermnemonicpasswordwith ahighentropy

sourceandprove thatsheknows it, and(2) theam-

plified password file that makes a server store the

amplifiedverifier for resistinga server file compro-

mise.Fromthepoint of view, we nameour protocol

AMP thatstandsfor “Authenticationandkey agree-

ment via MemorablePassword”. We also present

severalvariantsof AMP andcomparetheefficiency

of all verifier-basedprotocolsin the end. Actually

AMP is the most efficient protocol with plentiful

functions,amongthe existing verifier-basedproto-

cols. Securityproof of AMP is handledin the full

paperversion[22].

2. AMP ProtocolDesign

2.1. Preliminaries

AMP is typically the two party caseso that we

use
�������
	

and �
��� for describinga client and a

server, respectively. ��� 	 indicatesan adversary

regardlessof her passivity and activity. � and� denote a password and salt, respectively. ��
meansa comparisonof two terms, for example,� ���� . Let ����� �"!$# denotethe setof finite binary

strings and �����%��!�& the set of infinite ones. ' is

our security parameter long enough to prevent

brute-forceattacks.We set
�)( '�*,+.-"' , / ( '�*�02134' ,

and 5 ( '�*60 73 ' when we assumethe length of' is around80 bits. 8 ( *:9;�����%��! #:<= �>�?� ��!>@BADCFE
meansa collision-freeone-way hashfunction such

as SHA-1 and RIPEMD-160. All hashfunctions

are assumedto behave like random oracles for

securityproof[3]. Notethatweabbreviateamodular

notation“ GIHKJ�L ” for conveniencehereafter.

RANDOM ORACLE. We assumerandomoracles8NM ( *O9P�>�?� ��!�# <= �>���%��! @BADCFE for
�;QSR �T�VU�W . If ��� 	

sendsqueries X 7 �>X 1 ��X 3 � �D�Y� to the randomoracle8 M , she can receive answers 8 M ([Z]\ * , all indepen-

dentlyrandomvalues,from theoracle.For practical

recoveriesof randomoraclesin the real world, we

define; 8 7 (�^ * � 8 ( �"�`_ ^ _ �T�T* , 8 1 (�^ * � 8 ( ���4_ ^ _ �?�>* ,8 3 (a^ * � 8 ( ���b_ ^ _c�%�b* , 8?d (�^ * � 8 ( �%�`_ ^ _e�>�T* and8Nf (a^ * � 8 ( �"�4_ ^ _e�T�>* by following theconstructions

given in the Bellare and Rogaway’s work[3]. _
denotestheconcatenation.

NUMERICAL ASSUMPTION. The security of

AMP reliesontwo familiarhardproblemswhichare

believedinfeasibleto solve in polynomialtime. One

is theDiscreteLogarithmProblem; givena prime L ,

a generatorg of a multiplicative group hi#j , andan

elementg4k Q hi#j , find the integer
^lQmR �?��Lonp-$W .

The other is the Diffie-HellmanProblem; given a

prime L , a generatorg of a multiplicative group



hi#j , and elementsg4k Q hi#j and gKq Q h]#j , findg k%q Q h #j . Thesetwo problemshold their properties

in a prime-ordersubgroup[28].

We assumethat all numericaloperationsare on

thecyclic groupwhereit is hardto solve theseprob-

lems. We considerthe multiplicative group hi#j and

actually useits prime-ordersubgrouphsr . For the

purpose,�
��� choosesg thatgeneratesaprime-order

subgrouphtr whereL �Su�v�w � . Note thata primeu mustbesufficiently large( x �y( '�* ) to resistPohlig-

Hellmandecompositionandvariousindex-calculus

methodsbut canbemuchsmallerthanL [28, 31, 32].

It is easyto make g by � A j$z 7 E�{ r where � generateshi#j . h r is preferredfor efficiency andfor preventing

small subgroupconfinementmore effectively. By

confiningall exponentiationto thelargeprime-order

subgroupthroughg of h r , eachpartyof theprotocol

is ableto detecton-lineattackswhenevera received

exponentialis confinedto a small subgroup,for ex-

ample,asquarerootattack[28]. Wecanuseasecure

primemodulusL suchthat
( L|n}�>*V~�- u is alsoprime

or eachprimefactorof
( L]n��>*)~"- u is largerthan u , or

asafeprimemodulusL suchthat L � - uNw � [23]. We

stronglyrecommendto usethesecureprimemodu-

lus becauseit is relatively easierto find[23] andal-

lows muchsmalleru , e.g.,closeto
�)( '�* .

2.2. Our Idea

Our idea is simply to “amplify” the low entropy

of passwordswith a high entropy sourceto prevent

dictionary attacks. The so-calledamplified pass-

word is a time-variantparameterwith high entropy

while the mnemonicpassword is a time-invariant

parameterwith low entropy. Therefore,it is easyto

prove the securityof the amplifiedpassword based

protocol in the randomoraclemodel[22]. On the

basisof this idea,we secure(1) the registrationof

the password, (2) the transmissionof the password

information between the communicating parties

and,(3) thepassword file maintainedby a server.

DEFINITIONS. We give useful definitions for

describingour idea.

Definition 1 A Password Proof defines: a party A

who knowsa low entropy secret called a password

makes a counterpart B convinced that A is who

knowsthepassword.

If A is a userwhile B is a server, then this defini-

tion dealswith a remoteuseraccessin a distributed

environment. We can considertwo kinds of setup

for the password proof. They are (1) a symmetric

setupin which both A and B usesa password for

proof and(2) an asymmetricsetupin which A uses

a password while B usesits verifier for proof. The

asymmetricsetupcouldbenefitfrom saltfor making

it difficult for adversariesto compilea dictionaryof

likely passwords.Theasymmetricsetupgivesbetter

securitythan the symmetricsetupbecausea client

impersonationis infeasibleeven if a server file is

compromised.As for thesecurityof transmittingthe

password information, we can definetwo kinds of

password proof.

Definition 2 A Secure Password Proof defines: a

party A successfullyperformsthe Password Proof

without revealing the information about the pass-

word itself.

Actually after the � numberof trials with differ-

ent likely passwords,an adversarywill be allowed

the 71y���e�)� z�� probabilityof a successfulparticipation

becausethe password is a time-invariant parame-

ter. The probability is negligible to reveal the pass-

word informationbecausewrongparticipationswill

becountedanddeniedby thecounterpart.Sowesay

thesecurepassword proofdoesnot revealany infor-

mationaboutthepassword.

Definition 3 AnInsecurePassword Proof defines:a

party A successfullyperformsthe Password Proof

but fails theSecurePassword Proof, or a partyA suc-

cessfullyperformsthe Password Proof by showing

all or partial informationaboutthepassword that is

not negligible.

The insecureproof can be classifiedinto the fully

insecure password proof such as PAP(password

only), thepartially insecurepassword proof suchas

CHAP(challengeand handshake), and the crypto-

graphically insecurepassword proof suchas some

cryptographicprotocols[1, 29].

Definition 4 An AmplifiedPassword Proof defines:



a partyA whoknowsa password amplifiesthepass-

word with a high entropysourceandmakesa coun-

terpart B convincedthat A is whoknowstheampli-

fiedpassword.

THE AMPLIFICATION. Our amplification idea is

very simple, for example,
�]�a���
	

provesher knowl-

edgeof a password � by giving
^ w �OG�HKJ u rather

than � only, while
^

is the randomly-chosenhigh

entropy information.For thepurpose,a fresh
^

must

becommittedsecurelyby
�]�a���
	

prior to herproof in

eachsession.(
^ w � is not guessableat all whereas� is guessable,if

^
is keptsecurely.)

Definition 5 The Amplified Password � definesa

valuethat only who knows � and
^

can make from�;( ��� ^ * where
^

is chosenrandomlyat h r and �
is a mnemonicpassword chosenat �>�?� ��!>� ADCFE for an

arbitrary amplificationfunction
�;( * .

Note � is time-variantwhile � is time-invariant.We

configurethis ideaasanamplifiedpasswordproof.

THE AMPLIFIED PASSWORD PROOF. Assume�������
	
knows � and �
��� has g4� . The amplified

password proof is basicallycomposedof threesteps:

(1) the initial commitmentstep performsa secure

commitmentof thehighentropy information,(2) the

challengesteptransmitsa randomchallenge,(3) the

responsestepperformsa knowledgeproofaboutthe

amplified password � . We define threefunctions

for eachstep;they are � 7 ( * for initial commitment,� 1 ( * for achallenge,and � ( * for a response.

Definition 6 The Amplified Password Proof per-

forms:
�]�a���
	

who knowsher password � randomly

choosesa high entropy source
^

andsecurely com-

mitsit to �
��� . �
��� whoknowsg4� picks � at random

and asks
�]�a���
	

if sheknowsthe password and the

committedinformation.
���a���
	

respondswith thefact

sheknowsthe amplifiedpassword � that includes

thepassword andthecommittedinformation.

���D�D� � � HT��[��� 5 ���4�K� ���O� � 5�� 	%� 5���� A k En =
��  A q E¡ n � 8 �4�¢��	>� g 	

v 	$£ L`� �¤£>	¦¥ AY§¨En =

For securecommitment, � 7 ( * shouldnot reveal
^

even to �
��� . So we set � 7 ( * � g k relying on

theone-waypropertyof themodularexponentiation^ <= gKk . While � 1 ( * transmitsa fresh challenge,� ( * mustimply the fact that
���a���
	

knows � with-

out revealingany informationabout � ,
^

and � . If

we set
�;( ��� ^ * � (a^ w �¤* z 7 G�HKJ u , thenonly who

knows
^

and � cancompute� where
^ w � is not

known. Sowe set � 1 ( * � g A k%©ª� E q to transmita ran-

domchallengewithout revealingtheinformationre-

latedto � ,
^
, and � . Thenwe set g q asverification

information.
�������
	

canmake it by computingthat( g A k>©ª� E q$* § � gKq . �
��� who knows � 7 ( * as well

as gK� , canmake � 1 ( * by computing
( gKk$gK��*«q . As a

result,bothpartiescanget gKq , theverificationinfor-

mation,so we set � ( * � gKq or its hashvalue. Of

course,they canmake gKk%q dueto theDiffie-Hellman

scheme.We canderivethefollowing theoremthatis

easyto prove by assuminĝ is randomlychosenathtr . (hint : � is not derivablefrom gKk , g A k%©ª� E q andgKq evenif g4� is compromised.� aswell asa fresh
^

arenecessaryfor computing
�;( ��� ^ * .)

Theorem1 TheAmplifiedPassword Proof is a Se-

curePassword Proof.

This means
�]�a���
	

never shows the password itself

for herproof, rathersheprovesthe factof knowing

it. Theamplifiedpasswordproof ideais verysimilar

to the zero-knowledgeproof in that sense,but g4�
mustbe kept securelybecause(1) the entropy of �
is extremelylow, and(2) gK� canbeusedfor a client

impersonationaswell asaserver impersonation(we

discussit later).

THE AMPLIFICATION AND KEY EXCHANGE.

It is easy to add key exchangeto the amplified

password proof becausewe already utilized the

Diffie-Hellmanscheme. For key exchange,
�������
	

can derive a sessionkey from gKk%q and show she

agreeson it. �¬��� is alsoableto run thesamething.

A strong one-way hashfunction must be the best

tool for this. For
�������
	

who wishesto agreeongKk%q , we set
�;( ��� ^ * � (�^ w �¤* z 7 ^ GIHKJ u . For

mutualkey confirmationaswell asmutualexplicit

authentication,however, the protocolmustbe con-



���D�D� �T(��®­ �y�¤* � H"� (���­ �yg � *^�Q � h r
� 7 � g k MD¯%° ±
²n = ³ 	 5 � 8 (a��­ �yg � *

� Q � htr
� � (a^ w �¤* z 7 ^ GIHKJ u ± � ²V´"µ �c¶¡ n � 1 � ( � 7 g � * q� � ( � 1 * § �o� ( � 7 * q· 7 � 8 7 ( � * · 1 � 8 7 ( � *� 7V7 � 8 1 (���­ �¸� 7 � · 7 * ¹ A Mº¯%° ��� ° » � En = � 7 1 � 8 1 (���­ �¸� 7 � · 1 *� 	 v �

³
�i� 7V7 �� � 7 1� 1 7 � 8 3 (���­ �¸� 1 � · 7 * ¹ A Mº¯%° ��  ° »   E¡ n � 1V1 � 8 3 (���­ �¸� 1 � · 1 *� 	 v �

³
�i� 1 7 �� � 1)1½¼ �D¾"¿?À)� � � ��ÁÃÂ¨Ä,ÂtÀ H�ÅVH � H �

figuredby four stepsto add �¬��� ’s response.Figure

1 describesabasicversionof ourprotocol.Notethat

thecases,̂
ÆQ �>���%��! 7 , � Q �>�?� �"! 7 , � 7 Q �>�?� �"! 7 ,� 1 Q �>���%��! 7 , andtheir smallsubgroupconfinement

mustbe avoidedfor a securityreason.Both parties

compute exponentialsas like the Diffie-Hellman

scheme.The differenceis that a randomexponent

of � and a baseof � 1 are tactfully transformed.

We call this protocol Ç�ÈÊÉ�Ë (AMP-naked) because

it cannot provide the asymmetricsetup security,

i.e. it is vulnerableto a client impersonationifgK� is compromised. For example, if an adversary��� 	 who knows g4� sends
( g4��*yk to �
��� , then �
���

will respondwith � 1 � ( g4��k$g4��*yq � g4�"q A k>© 7 E
andcompute�Ì� ( gK��kb*«q . ��� 	 who chose

^
can

cheat �
��� by removing
^ w � from � 1 andraising

it to
^
. As a result, Ç�È|ÉªË provides the security

of the symmetricsetupeven if �¬��� storesg4� . So

we canallow �
��� to store � ratherthan g � in this

protocol. However, it is easyto precludethe client

impersonationattack. Firstly, we proposean e-

protectionmethodfor thepurpose.If
�����®� 	

and �
���
computea time-variant parameter

	
, for example,	 � 8 ( � 7 �V� 1 � ��­ � �����®� 	 �V�
���
* , and embedit in �

and � , thenthepasswordfile is protectedagainstthe

client impersonationattack(seesection3.1). There

is morepowerful ideanamedanamplifiedpassword

file for improving thesecurityof thepasswordfile.

THE AMPLIFIED PASSWORD FILE. As for the

password file, an asymmetricsetup is preferred

becauseof the weaknessof text-equivalencein

a symmetric setup[8, 19, 38], meaning that the

password file canbeusedfor a client impersonation

if it is compromisedin the symmetricsetup. How-

ever, the low entropy of passwords still makes the

password file vulnerableto dictionary attacksand

server impersonationattackseven if eachpassword

is hashedor exponentiatedin theasymmetricsetup,

for example, a verifier such that Í � 8 ( �¤* . For

the password file protection, encryption can be

consideredbut key managementand performance

issuesmustbe overcome. The amplifiedpassword

file is a password file of which a record contains

an amplified verifier for precludingall the related

attacks.

Definition 7 TheAmplifiedVerifier Î definesa value

that only who knows Ï and � can usefor password

verificationwhere Ï is chosenrandomlyat htr and �
is chosenrandomlyat �>���%��! C . Set Î � g AcÐ ©¤Ñ E®Ò ��Ó



where Í � 8 (a��­ �y�¤* . If
( Ï w � * z 7 � � , Î is not the

amplifiedverifier. (Note: Î is semi-permanent.)

A recordof theamplifiedpassword file is
(a��­ � � �VÎ?* .

It is easyto update Ï or � in the amplified pass-

word file, e.g.,by computing Î AcÐ ©ªÑ E®AcÐ«Ô ©ªÑ E®Ò � whereÏ Ô is a new one.Theamplifiedpassword file maybe

storedin a server storagebut Ï mustbe handledse-

curely asa server’s privatekey. It is recommended

that Ï shouldbe loadedfrom a securestoragede-

vice suchasa smartcardwhenthe systemis initi-

ated. Since Ï residesin the server’s run-timemem-

ory, a memorydumpandits analysisarenecessary

for runninga server impersonationattackor a dic-

tionary attackwith the compromisedpassword file.

It is easyto prove thattheamplifiedpassword file is

secureagainstsuchattacksif Ï is keptsecurely.

Theorem2 The AmplifiedPassword File is secure

againstpassword file compromiserelatedattacks.

AMP will be the protocolthatenablesthoseampli-

fiedpassword ideas.

3. AMP Protocol Family

This section describesAMP (Figure 2) and its

variantsin moredetail.

3.1. AMP ProtocolDescription

We set
�|( ��� ^ * � (�^ w Í�* z 7 (a^ w 	 * whereÍ � 8 7 (a��­ �y�¤* and

	 � 8 1 ( � 7 �¸� 1 � ��­ � �]�a���
	 �)�¬���
* .
PROTOCOL SETUP. This step determinesand

publishesparametersof AMP.

1. Global Parameters:
�����®� 	

and �
��� shareg , L
andu in anauthenticmanner. Forexample,�
���
signsandpublishesthoseparameters.(

��­
indi-

catesa preciseuseridentifier while
�]�a���
	

and�¬��� denoteclient and server entities respec-

tively.)

2. SecureRegistration:
�������
	

(or a user)chooses� Q � �����%��!%� ADC
E andnotifies �
��� in anauthen-

tic andconfidentialmanner, for example,by ei-

therwayof thefollowing.

(a) (on-line registration)
���a���
	

computesg Ó
whereÍ � 8 7 (���­ �)�¤* andencryptsit along

with a largerandompadfor precludinga

forward search attack under �
��� ’s public

key. Otherwise,
�]�a���
	

usesa digital en-

velopefor encryptingg Ó undera random

key. Then
�����®� 	

submitsit to �
��� .
(b) (off-line registration)A uservisits �
��� ’s

office and registers � with a picture id

proof.

3. ServerStorage:�
��� chooses� Q � �����%��!�C and

stores
(a��­ � � �¸Î � g AcÐ ©¤Ñ E®Ò ��Ó * after computing( Ï w � * z 7 GIHKJ u and

( g Ó * AYÐ ©ªÑ E Ò � underhispri-

vatekey Ï . �¬��� shoulddiscardg Ó (andtheraw

datasuchas � or Í ).

PROTOCOL RUN. Note that thecases,̂
ÕQ �>�?� �"! 7 ,� Q �����%��! 7 , � 7 Q �>�?� �"! 7 , � 1 Q ����� �"! 7 , Î Q

�>�?� �"! 7 , andtheir smallsubgroupconfinementmust

beavoidedfor asecurityreason.Thefollowingsteps

explainhow theprotocolis executedin Figure2.

1.
�]�a���
	

computes� 7 � g4k by choosinĝ
�Q � htr

andsends
(���­ �¸� 7 * to �
��� .

2. After receiving message1, �
��� loads � and Î ,

and computes� 1 � ( � 7 *yq�Î AcÐ ©ªÑ E q by choos-

ing � Q � hsr . This can be done efficiently

by the simultaneousmultiple exponentiation

method[27]. Note that � 1 � ( � 7 *yq�Î AcÐ ©ªÑ E q �( g4k�g Ó *«q . He sends� 1 to
���a���
	

.

3. While waiting for message2,
�����®� 	

computesÍ � 8 7 (��®­ �y�¤* and Ö � (�^ w Í�* z 7 G�HKJ u . Af-

ter receiving message2,
�������
	

computes
	 �

8 1 ( � 7 �V� 1 � ��­ � �������
	 �)�
��� * , � � Ö (�^ w 	 *×GIHKJu and � � ( � 1 * § . Notethat � � ( g A k>© Ó E q$* § �
gKq A k>©¤Ø E . Shecomputes

· 7 � 8 3 ( � * and� 7)7 �
8?d (��®­ �V� 7 � · 7 * . Shesends�¬���×� 7)7 .

4. While waiting for message3, �
��� com-

putes
	 � 8 1 ( � 7 �¸� 1 � ��­ � �]�a���
	 �)�¬���
* , ���( � 7 *«q>g�Ø�q � ( gKk�gKØF*yq � g A k>©¤Ø E q , · 1 � 8 3 ( � *

and � 7 1 � 8 d (���­ �¸� 7 � · 1 * . After receiving

message3, �
��� compares� 7 1 with � 7)7 . If

they match,hecomputes� 1)1 � 8 f (a��­ �V� 1 � · 1 *
andsends

�����®� 	 � 1)1 . This meansheauthenti-

cated
�����®� 	

who knows � (actually Í andthus



���Y�º�
�Ù(a��­ �y�¤* � HT� (��®­ � � �VÎ�*^�Q � h r
� 7 � g k MD¯%° ±
²n = ³ 	 5 � 8 (��®­ � � �VÎ�*

Í � 8 7 (a��­ �y�¤* � Q � htr
Ö � (�^ w Í�* z 7 GIHKJ u ± � ²V´"Ú �c¶¡ n � 1 � ( � 7 * q Î AcÐ ©ªÑ E q � ( � 7 g Ó * q	 � 8 1 ( � 7 �V� 1 � ��­ � �����®� 	 �V�
���
* 	 � 8 1 ( � 7 �¸� 1 � ��­ � �]�a���
	 �)�¬���
*
� � Ö (a^ w 	 *×GIHKJ u

� � ( � 1 * § �Û� ( � 7 * q g Ø�q � ( � 7 g Ø * q· 7 � 8 3 ( � * · 1 � 8 3 ( � *
� 7)7 � 8?d (a��­ �V� 7 � · 7 * ¹ A Mº¯%° ��� ° » � En = � 7 1 � 8�d (a��­ �V� 7 � · 1 *� 	 v �

³
�Ù� 7)7 �� � 7 1� 1 7 � 8Nf (a��­ �V� 1 � · 7 * ¹ A Mº¯%° ��  ° »   E¡ n � 1)1 � 8?f (a��­ �V� 1 � · 1 *� 	 v �

³
�i� 1 7 �� � 1V1 ¼ �Y¾T¿�ÀV� - � �]ÁÃÂoÂsÀ H"Å)H � H �

� since
^

is securefrom g k ), andagreedupon· ( � · 7 � · 1 * .
5. While waiting for message4,

���a���
	
computes� 1 7 � 8 f (���­ �¸� 1 � · 7 * . After receiving mes-

sage4, shecompares� 1 7 with � 1V1 . If they

match,
�]�a���
	

alsoagreeson
· ( � · 7 � · 1 *

with authenticating�¬��� who knows Î .

DISCUSSIONS. Ç�ÈÊÉ passesfour messagesbetween�������
	
and �
��� who agreeon g A k>©¤Ø E q andexplicitly

authenticateeachotherwhile they agreedon gKk>q inÇ�ÈÊÉ�Ë . In the full paperversion[22], we give our

securityproof of AMP in the randomoraclemodel

derivedfrom theBellareandRogaway’swork[3, 4].

For securityproof,we definea Long-livedWeak-key

generator Ü ( * for � and a Short-livedStrong-key

generator Ý ( * for � with classifyingsessionsde-

pendingontheability of theadversaryin therandom

oraclemodel. We say Ü ( * <= Ý ( * dueto
�;( ��� ^ * .

Thenwe canprovethefollowing theorem[22].

Theorem3 AMP is a secure authenticatedkey ex-

changeprotocolwith Ü ( * .

An adversary ��� 	 may needa memorydump and

its analysisfor getting Ï even if shecompromiseda

password file. Thee-protectionis necessaryfor the

casethat both the password file and Ï arecompro-

mised.So �,� 	 cannotfalselyconvince �
��� thatshe

is
�]�a���
	

evenwith Ï aswell asthepassword file. � 1
and � ( �Þ� * hasa similar structureandtheir statisti-

cal differencerelieson thatof Í and
	
. However, it

is not a critical point dueto the beneficialproperty

of randomoracles.
�]�a���
	

doesnotneedto show � orÍ evento �¬��� in secureon-lineregistration. �
��� is

ableto updateÏ or � in theamplifiedpassword file,

for example,by computingÎ AcÐ ©ªÑ E®AcÐ«Ô ©ªÑ E�Ò � where Ï Ô
is anew privatekey. Final two stepscanbemodified,

for example, � 7)7 � 8 d ( � �V� 7 �V� 1 � ��­ � ���a���
	 �V�
���
*
and � 1V1 � 8 f ( � �V� 1 �¸� 7 �)�¬����� �]�a���
	 � ��­ * . We can

choose salt � implicitly by computing

³ (��®­ �)��*
where

³ ( * is an implicit salt function[6, 10], for ex-

ample, Í � 8 7 (a��­ �
³ (��®­ �)��*F�)�¤* . For updatingthe

existingsystemsuchasUnix, wecanmodify Í such

that Í � 8 ( � Ô �)�¤* andsends� Ô in message2 where8 ( � Ô �y�¤* is anexisting verifier for � Ô Q � ����� �"!%ß ADC
E .



3.2. AMP ProtocolVariants

It is possibleto derive variantsfrom Ç�È|É andÇ�ÈÊÉ Ä for several issues.Herewe summarizethem

briefly dueto thepagerestriction.

AMPà . This protocol is a variant that excludes

the e-protection schemefrom AMP.
���a���
	

and�
��� do not needto compute
	

for obtaining � or� respectively. Rather they agreeon gKk%q as we

did in Ç�ÈÊÉ Ä . Note Ç�È|É à is secureagainsta

client impersonationeven if the password file is

compromised.This is dueto theamplifiedpassword

file only if �¬��� ’s privatekey is securelymaintained.

We set
�|( ��� ^ * � (a^ w Í�* z 7 ^ GIHKJ u for Ç�ÈÊÉ à .

AMPØ . This protocolis a variantthat excludesthe

amplified password file from AMP. The security

of the password file is only dependentupon the

e-protectionschemeso that a client impersonation

is prevented but a server impersonationand a

dictionary attackis possibleif the password file is

compromised. The differencein protocol setupis

that �
��� stores
(a��­ � � �VÎ � g Ó * where Í � 8 7 ( � �)�¤*

and � Q � �>���%��!>ß ADCFE . Of course,implicit salt can

be used. The differencein protocol run is that�������
	
shouldcomputethe amplifiedpassword after

receiving � 1 . Ç�ÈÊÉ Ø doesnot needa simultaneous

exponentiationmethodfor � 1 anda securehandling

of �
��� ’s private key, but loses the AMP level

securityagainsta password file compromise.We set�;( ��� ^ * � (�^ w Í�* z 7 (�^ w 	 *×GIHKJ u for Ç�ÈÊÉ Ø .
AMPM . This protocol is a variant that allows

“implicit authentication”for efficiency. If explicit

authenticationis not necessary, we can use Ç�È|É M
in which the parties are implicitly authenticated

by using only first two stepsof Ç�È|É (of course,

it can be derived from Ç�ÈÊÉ à or Ç�È|É Ø ). Note

that implicit authenticationalways requiresa con-

fidential sessionto be established.
�]�a���
	

sends� 7 to �
��� who will respondwith � 1 . Then, they

can simply communicatewith each other under

the obtainedsessionkey. If one of them is not

who is claimed to be, they cannot communicate

becausethedishonestpartyis notabletogetthekey.

AMP© . This protocol is a variant that per-

turbsthestructuralsimilarity between� 1 � g A k%© Ó E q
and � �p�Û� g A k%©áØ E q . However, sucha similarity is

notanissueatall dueto thepropertyof randomora-

clesso that Ç�ÈÊÉ © is a redundantprotocolof AMP

family. We give this protocol as a referenceonly.

The main differencein protocol run is that both

parties compute
	 7 � 8 1 ( � 7 � ��­ � ���a���
	 �V�
���
*

and
	 1 � 8 3 ( � 7 �¸� 1 � ��­ � �]�a���
	 �)�¬���
* . We

set � � (a^`	 7 w Í�* z 7 (a^ w 	 1 *×GIH4J u and� 1 � ( � Ø �7 g Ó *yq . Note that � 1 � g A k�Ø � © Ó E q while� � g A k%©¤Ø   E q .
AMP©¤© . This protocol is another form of a

redundantprotocol. The difference in protocol

setup is that �
��� stores
(a��­ �¸Î � g z AcÐ ©ªÑ E®Ò �®Ó * .

Protocol run is different that
�]�a���
	

choosestwo

ephemeralparameterssuch as
^ 7 and

^ 1 . �������
	
computes �?â � ^ 7 w Í;GIHKJ u and � 7 � g4k   ,
sends them to �¬��� who will respondwith � 1 .
We set

�;( ��� ^ * � (�^ 1 nãÍ�* z 7 (a^ 7 w 	>^ 1 *×GIH4J u
and � 1 � ( � Ø �7 g z Ó *yq . �
��� gets � by computing( g�* ��ä q ( Î?* AcÐ ©ªÑ E q ( � 7 *yØ«q . Therefore,theagreedkey isg A k � ©¤Ø�k   E q while � 1 � g A k   z Ó E q .
AMP

Ä © . Ç�ÈÊÉ Ä provided the symmetric

setup security even if �
��� stored a verifiergK� . We can extend this protocol for verifier-

based authentication in the asymmetric setup

model. The main difference in protocol setup

is that Î � 8 1 ( � �)Í�* where Í � 8 7 (a��­ �y�¤* and� Q � �����%��!%ß AºCFE . Therefore, �
��� can save a

storagefor Î comparedto AMP, but losesseveral

security benefits. We define functions such thatå (�^ �y��* � ^ w �
GIHKJ u and æ (a^ �y��* � ^ n¬�¬G�HKJ u ,
and set � 7V7 � å (�	 �yÍ�* and � 1V1 � 8 f ( � 1 � · 1 *
where

	 � 8 d (��®­ � �]�a���
	 �)�¬����� · � � * . We set�;( ��� ^ * � (�^ w Î�* z 7 ^ GIHKJ u . When �
���
receives � 7)7 , he can verify it by computing8 1 ( � �«æ ( � 7)7 � 	 *)* . We can replacethe operations

of
å ( * and æ ( * with a modular multiplication

or a conventional encryption function. However,



Ç�ÈÊÉ Ä © losesthezero-knowledgepropertybecause�
��� is alwaysable to read Í in a protocol run. In

addition, the protocol is vulnerable to dictionary

attacksif � , � , or a password file is compromised.

4. Analysisand Comparison

4.1. Security of AMP

Following the securityproof of AMP in the ran-

dom oraclemodel[22], we summarizethe security

of AMP.

AMP provides perfect forward secrecy because

the security of AMP relies on the Diffie-Hellman

problemandthe discretelogarithmproblem. Even

if � (or Í ) is compromised,�,� 	 cannotfind old ses-

sion keys becausesheis not able to solve the hard

problemson � 7 , � 1 , � 7 and � 1 . Note that theam-

plified password � is time-variant due to the dis-

cretelogarithmproblem,i.e., �,� 	 mustfind
^

from� 7 ( � gKk"* to recompose� evenif sheknows � .

Denning-Saccoattacks(or stolenkey attacks)are

the casethat ��� 	 , who compromisedan old ses-

sion key, attemptsto find � or to make the oracle

accepther[12]. For the purpose,��� 	 hasto solve

thediscretelogarithmproblemto makeanew ampli-

fied password evenif anold g A k>©¤Ø E q ( � � �.� * has

beencompromised.It is alsoinfeasibleto checkthe

differencebetween
	

and Í in g A k%©áØ E q and g A k%© Ó E q
without solvingthediscretelogarithmof gKk . There-

fore,AMP is secureagainstthis attack.

Replayattacks are negligible because� 7 should

includean ephemeralparameterof
�����®� 	

while the

others such as � 1 , � 7 and � 1 , should include

ephemeralparametersof both partiesin the corre-

spondingsession.Theamplifiedpassword � is also

time-variant. Finding thoseparameterscorresponds

to solving the discretelogarithmproblemandeach

parameteris boundedby - z @BADCFEãç - z C . There-

fore, both active replayandsucceedingverification

arenegligible.

Smallsubgroupconfinementsuchasa squareroot

attackis defeatedandavoidedby confiningthe ex-

ponentialsto the large prime-ordersubgroup. In-

tentionalsmall subgroupconfinementto h 1 canbe

detectedeasilydueto the strongpropertyof a safe

primeor asecureprimemodulus.

On-line guessingattacks are detectableand the

following off-line analysiscanbefrustrated,evenif��� 	 attemptsto disguiseparties. Actually, ��� 	 is

ableto performtheon-lineattackto eitherpartybut

its failureis countable.Impersonationof thepartyor

aman-in-the-middleattack is alsoinfeasiblewithout

knowing Í or Î AcÐ ©ªÑ E .
Off-line guessingattacks are also infeasiblebe-

cause ��� 	 cannot analyze � 1 . Partition attacks

are to reducethe set of likely passwords logarith-

mically by asking the oracle in parallel with off-

line analysis,while chosenexponentattacks are to

analyzeit via her chosenexponent. Both attacks

are infeasiblebecause��� 	 cannotsolve or reduce� Ô � (�^ w Í�*«� (a^ w Í Ô * z 7 GIHKJ u for guessedpass-

wordswithoutknowing both
^

and � .

Securityagainstpassword-file compromiseis the

basic property of AMP family except Ç�È|É Ä that

hasa naked property. Among them, Ç�È|É , Ç�È|É à ,Ç�ÈÊÉ M , Ç�ÈÊÉ © , and Ç�ÈÊÉ ©¤© provides the stronger

securitywithout degradingperformancethroughthe

amplifiedpasswordfile.

4.2. Efficiency and Constraints

Weexaminetheefficiency of AMP andcompareit

with otherrelatedprotocols.

In the aspectof a communicationload,AMP has

only four protocolstepswhile the numberof large

messageblocks is only two in AMP. They are � 7
and � 1 . For Ç�ÈÊÉ ©ª© , thesizeof � â canbebounded

by
�y( '?* wéè with anegligible è whenweuseasecure

primemodulus.

A total amountof execution time could be ap-

proximatedby the numberof modularexponentia-

tion by consideringthe parallel executionof both

parties.Wedescribeit as � (¢�����®� 	 9"�
��� * . AMP has

only ê"� so that the bestperformanceis expected.

AMP has � ( g4kS9Ên�* , � ( në9 ( � 7 *yq�Î AcÐ ©ªÑ E q�* and� ( � §1 94� q7 gKØ�q�* while all variantshavesimilar oper-

ations.Here’ n ’ meansthereisnomodularexponen-

tiation needingì (y(�� H ¾¨� * 3 * . Note thatAMP opera-

tions shouldbenefitfrom the simultaneousmultiple

exponentiationmethodfor efficiency[34, 27]. As for



Protocol Large Exponentiations RandomNumbers

Steps Blocks Client Server Parallel Client Server

A-EKE 7 (+4) 3 (+1) 4 (+2) 4 (+2) 6 (+3) 1 (+0) 1 (+0)

B-SPEKE 4 (+1) 3 (+1) 3 (+1) 4 (+2) 6 (+3) 1 (+0) 2 (+1)

SRP 4 (+1) 2 (+0) 3 (+1) 2 (+0) 4 (+1) 1 (+0) 1 (+0)

GXY 4 (+1) 2 (+0) 4 (+2) 3 (+1) 5 (+2) 1 (+0) 1 (+0)

SNAPI-X 5 (+2) 5 (+3) 5 (+3) 4 (+2) 7 (+4) 2 (+1) 3 (+2)

AuthA 5 (+2) / 3 (+0) 2 (+0) 4 (+2) 3 (+1) 6 (+3) 1 (+0) 1 (+0)

PAK-X 5 (+2) / 3 (+0) 3 (+1) 4 (+2) 4 (+2) 8 (+5) 1 (+0) 2 (+1)

AMP 4 (+1) 2 (+0) 2 (+0) 2 (+0) 3 (+0) 1 (+0) 1 (+0)

Table1. Comparisonof Verifier-basedProtocols

g 7 Ø � g 1 Ø   , we don’t needto computeg 7 Ø � and g 1 Ø  
separately. A simpledescriptionof thesimultaneous

methodis asfollows;

t = length(e);í>îtïéí�ð[í�ñ mod p;

G[0]=1; G[1]= í�ð ; G[2]= í�ñ ; G[3]= í%î ;
A = 1;

for(i=1;i<=t;i++)òFó$ô
= ExponentArray(i); õ

for(i=1;i<=t;i++)ò
A = A*A mod p; A=A*G[

ó ô
] mod p; õ

return(A);

Thisschemecomputesg 7 Ø � g 1 Ø   by performing5Nno�
squaringsand at most 5 w � multiplicationswhere

eachexponentis representedby 5 bits[34, 27].

Eachparty of AMP performsonly two exponen-

tiationsregardingtheefficiency of thesimultaneous

multiple exponentiation.

For run time parameters,eachpartygeneratesone

randomnumberin Ç�ÈÊÉ family exceptfor Ç�È|É ©ª© .�������
	
can reduceher run time exponentiationsto

only onceandparallelexponentiationsto only twice

by pre-computationof g4k .

In step3,
���a���
	

shouldcompute
(a^ w Í�* z 7 but

only in the u -order subgroup. Modular inversion,ì (y(�� H ¾ u * 1 * , is lessexpensive than modularexpo-

nentiation, ì ()(a� H ¾ L`* 3 * . Moreover, the size of u
can be boundedby

�y( '�* wÌè with a negligible è
when we usea secureprime modulus. Note thatì (a� H ¾ö�y( '�*y* ç�ç ì (a� H ¾ L�* .

AMP can be implementedon the elliptic curve

group. A generalizationon the elliptic curve group

gives further efficiency, e.g., the sizeof a message

andapassword file.

Efficiency can be compared to the other re-

lated protocols such as A-EKE, B-SPEKE,

SRP, GXY, SNAPI-X, AuthA and PAK-

X[8, 19, 38, 21, 26, 6, 10]. Table 1 compares

them in terms of the number of protocol steps,

large messageblocks, and exponentiations. SRP

can benefit from the simultaneousexponentiation

methodonly for a server side. Note thatAuthA and

PAK-X have five stepswith explicit salt and three

stepswith implicit salt. The number of random

numbersis given as a subsidiaryreference. The

numberof parallel exponentiationscould compare

approximately the amount of protocol execution

time. Thevaluein parenthesisimpliesthedifference

from the mostefficient onethat is denotedby bold

characters. Note that AMP provides the stronger

security against the password file compromise

comparedto all theothersin Table1.

CONSTRAINT. We recommendto use a large

( x �)( '�* ) prime-ordersubgrouphsr for defeatingand

avoiding thesmallsubgroupconfinementeffectively

by confiningexponentialsinto thelargeprime-order

subgroup[28]. A secureprime modulusis highly

recommendedfor furtherefficiency of theprotocols.

Note that the secureprime is easier to get than

the safe prime[23]. AMP needsboth parties to

count the other side’s on-line failure to detectthe



on-lineguessingattack.However, this is theshared

requirementof all passwordprotocols.

4.3. Why AMP

We summarizevariousadvantagesof AMP.

1. AMP is asecurepassword(-verifier)basedpro-

tocol equippedwith the amplified password

proof andthe amplifiedpassword file. These-

curity of AMP is proved in the randomoracle

model.

2. AMP is the mostefficient protocolamongthe

existing verifier-basedprotocols. AMP pro-

videsthebestefficiency evenwith theamplified

password file.

3. AMP haslight constraintsand is easyto gen-

eralize,e.g.,in elliptic curve groupsfor further

efficiency.

4. AMP hasseveralvariantsfor flexibility .

5. AMP allows the Diffie-Hellman based key

agreement.

6. AMP hasa simplestructuresothat it is easyto

understandandimplementtheprotocol.

7. AMP providesaneasyway to upgradethe ex-

isting system. AMP accommodatesany kinds

of saltschemeswithoutdegradingperformance.

5. Conclusion

In this paper, we introduceda new protocolcalled

AMP and its variantsfor password authentication

and key agreement. AMP has beendesignedon

the basis of the amplified password proof and

the amplified password file ideas. A time-variant

parametercalledthe amplifiedpassword makesthe

protocol simple and easyto prove in the random

oraclemodel[22]. Many password-basedsolutions

such as Telnet, FTP, RADIUS and Kerberosare

vulnerableto dictionary attacks[39]. AMP can be

usedto improvetheir securityin anopendistributed

environment.
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