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Abstract

This paper presentsa new passwod authentica-
tion and key agreementprotocol called AMP in a
provable manner Theintrinsic problemwith pass-
word authenticationis a passwod, associatedvith
ead user haslow entropy sothat (1) the passwod
is hard to transmitsecuely overaninsecue channel
and (2) the passwaod file is hard to protect. Our so-
lution to this comple problemis the amplifiedpass-
word proof idea along with the amplifiedpasswod
file. A party commitsthe high entropy information
andamplifiesher passwod with thatinformationin
the amplifiedpasswod proof. Shenever showsany
information exceptthat sheknowsit for her proof.
Our amplifiedpasswod proof ideais similar to the
zen-knowledg proof in that sense A serverstores
amplifiedverifiersin theamplifiedpasswaod file that
is secue againsta serverfile compomiseanda dic-
tionary attadk. AMP mainly providesthe passwod-
verifier basedauthenticatiorandthe Diffie-Hellman
basedkey agreementsecuely and efficiently. AMP
is simple and actually the most efficient protocol
amongtherelatedprotocols.

1. Intr oduction

Entity authenticatioris necessaryor identifying
theentitieswho arecommunicatingveraninsecure
network. This function is usually combinedwith
a key establishmenschemesuchas key transport
or key agreementamong the parties. For user
authentication, three kinds of approachesexist;
knowledg-basedauthentication token-basedau-
thentication and biometricauthentication Among

them, the knowledge-basedschemeis aimed for
humanmemory (= mind). Actually it is the most
widely-used method due to such adwantagesas
simplicity, corvenience,adaptability mobility, and
less hardware requirement. It requiresusersonly
to rememberand type in their knowledgecalled a
passwverd. Thereforejt is allowedfor usersto move
conveniently without carrying hardware tokens.
However, a complex problemwith this passverd-
only authenticationis a mnemonic passverd has
low entrofy so that it is vulnerableto guessing
attacks. The problembecomesamore critical in an
opendistributedenvironment. A passwvoerd file pro-
tectionis anothemproblemthat makesthis approach
more unreliable,for example,if a password file is
compromisedan adwersaryis ableto impersonate
sener or launchdictionaryattacks.

PasswoORD PRoOTOCOLS. Since the first scheme
called LGSN[24 was introducedin 1989, mary

protocols have been developed. Among them,
EKE[7] wasalandmarkof certificate-fregrotocols.
OnevariantnamedDH-EKE[7] introducedhe pass-
word authenticationand key agreement,and was
“augmented’to A-EKE[8] thatwasthefirst verifier-

basedprotocolto resista passverd-file compromise
and to accommodatesalf37]. GLNS[15 was
enhancedrom LGSN. Due to the inefficiengy and
constraintsof older schemesyariousmaodifications
and improvementshave followed. They include
TH[36], AL[1], M-EKE[35], Gong[1q4, KS[2Q],

SPEKE[18 19, S3P[33, SRP[3§, HK][17],

GXY[21], andTLS adaptation[1]L However, some
of them have beenbroken and someare still being

cryptanalyzed[214, 29, 9]. Most wereinadequate



for security proof due to the ad-hoc methodsof
protectingpassverds. In the meantime, OKE[25)]
introduceda provable approachand was followed
by elegant work such as SNAPI[26], EKE2[5],
AuthA[6], and PAK[10]. They shav the provable
approachn this areais gettingmatured.

A-EKE, B-SPEKE, SRR GXY, SNAPI-X, AuthA,
andPAK-X areclassifiedaspasswerd-verifierbased
protocols[8 19, 38, 21, 26, 6, 10. They allow the
asymmetricmodel in which a client possesses
passwverd while a sener storests verifierratherthan
the passverd. Following A-EKE[8], B-SPEKEwas
augmentedrom SPEKE[18 19]. SRPshawved effi-
cientwork on a verifierandGXY wasderivedfrom
it[38, 21]. SNAPI-X was augmentedrom SNAPI
while PAK-X was enhancedfrom PAK[26, 10].
AuthA wasderived from several previous protocols
but enrichedwith provable security[§. Recentlya
pseudorandomoduli schemeavasproposedhough
it may be relatively inefficient[3(. However, even
the verifier-basedorotocolsallow dictionaryattacks
and sener impersonatiorattacksif a sener file is
compromised Currentlythe standardizatiomn this
field is beingconsideredy IEEE P1363group.

CONTRIBUTION. Our goal is to designa newn
protocolin a provablemanney which combinesthe
following functionssecurelyandefficiently.

o Passvord(-verifier) basedauthentication[B
¢ Diffie-Hellmanbasedkey agreement[13
o Passwvordfile protection

For achieving the goal,we proposewo simpleideas
(1) the amplifiedpasswod proof that makesa user
amplify hermnemonigassverd with ahighentrogy
sourceandprove thatsheknows it, and(2) theam-
plified passwod file that makes a sener storethe
amplifiedverifier for resistinga sener file compro-
mise. Fromthe point of view, we nameour protocol
AMP thatstanddgfor “Authenticationandkey agree-
mentvia MemorablePassvord”. We also present
severalvariantsof AMP andcomparehe efficiency
of all verifierbasedprotocolsin the end. Actually
AMP is the most efficient protocol with plentiful

functions,amongthe existing verifie-basedproto-
cols. Securityproof of AMP is handledin the full
paperversion[22.

2. AMP Protocol Design
2.1 Preliminaries

AMP is typically the two party caseso that we
use Alice and Bob for describinga client and a
sener, respectiely. Fwve indicatesan adwersary
regardlessof her passvity and activity. =« and
T denote a passwrd and salt, respectiely. =
meansa comparisonof two terms, for example,
a = (. Let {0,1}* denotethe setof finite binary
stringsand {0, 1}*° the setof infinite ones. k is
our security parameter long enough to prevent
brute-forceattacks.We setl(k) > 2k, w(k) < 2k,
and t(k) < %k when we assumethe length of
k is around80 bits. k() : {0,1}* — {0,1}!®
meansa collision-free one-way hashfunction such
as SHA-1 and RIPEMD-160. All hashfunctions
are assumedto behae like random oracles for
securityproof[3]. Notethatwe abbrevziateamodular
notation“mod p” for corveniencehereafter

RANDOM ORACLE. We assumerandom oracles
hi() = {0,1}* = {0,1}}® for i € [1,5]. If Eve

sendsqueriesQy, Q-, Qs, ... to the randomoracle
hi, she canreceive answersh;(®;), all indepen-
dentlyrandomvalues from the oracle.For practical
recoveriesof randomoraclesin the real world, we

define; hy(z) = h(00|x|00), ha(z) = h(01|z|01),

hs(z) = h(01]z|10), he(z) = h(10|z|10) and
hs(z) = h(11|z|11) by following the constructions
given in the Bellare and Rogavay’s work[3]. |

denotegheconcatenation.

NUMERICAL ASSUMPTION.  The security of
AMP reliesontwo familiarhardproblemswhichare
believedinfeasibleto solvein polynomialtime. One
is the DiscreteLogarithm Problem givena primep,
a generatorg of a multiplicative group Z*, andan
elementg” € Z3, find theintegerz € [0,p — 2].
The other is the Diffie-HellmanProblem given a
prime p, a generatorg of a multiplicative group



Z,, and elementsg® € Z; andg? € Z;, find
g°¥ € Z;. Thesetwo problemshold their properties
in aprime-ordersubgroup[2§

We assumethat all numericaloperationsare on
thecyclic groupwhereit is hardto solve theseprob-
lems. We considerthe multiplicative group Z; and
actually useits prime-ordersubgroupZ,. For the
purpose Bob chooseg thatgenerates prime-order
subgroupZ, wherep = ¢r + 1. Notethata prime
g mustbesuficiently large (> I(k)) to resistPohlig-
Hellman decompositiorand variousindex-calculus
methodshut canbemuchsmallerthanp[28, 31, 32].
It is easyto make g by a(P~1)/7 wherea generates
Z;. Z, is preferredior efficiency andfor preventing
small subgroupconfinementmore effectively. By
confiningall exponentiatiorto thelarge prime-order
subgroughroughyg of Z,, eachpartyof the protocol
is ableto detecton-line attackswheneverareceved
exponentialis confinedto a small subgroupfor ex-
ample,asquareroot attack[28. We canusea secue
prime modulusp suchthat(p — 1) /2g is alsoprime
or eachprimefactorof (p — 1) /2¢ is largerthang, or
asafeprimemodulusp suchthatp = 2¢+1[23]. We
stronglyrecommendo usethe secureprime modu-
lus becausaet is relatively easierto find[23] andal-
lows muchsmallerg, e.g.,closeto I(k).

2.2 Our ldea

Our ideais simply to “amplify” the low entrogy
of passwrdswith a high entrogy sourceto prevent
dictionary attacks. The so-calledamplified pass-
word is a time-variantparametemwith high entrogy
while the mnemonicpassverd is a time-invariant
parametexvith low entropy. Therefore,it is easyto
prove the securityof the amplified passverd based
protocolin the randomoracle model[23. On the
basisof this idea, we secure(1) the registrationof
the passwerd, (2) the transmissiorof the passverd
information between the communicating parties
and,(3) the passverd file maintainedoy a sener.

DEFINITIONS.  We give useful definitions for
describingouridea.
Definition 1 A Passwod Proof defines: a party A

who knowsa low entopy secet called a passwod
malkes a counterpartB corvinced that A is who
knowsthe passwod.

If A is auserwhile B is a sener, thenthis defini-
tion dealswith aremoteuseraccessn a distributed
ervironment. We can considertwo kinds of setup
for the passverd proof. They are (1) a symmetric
setupin which both A and B usesa passverd for
proof and (2) anasymmetricsetupin which A uses
a passvord while B usesits verifier for proof. The
asymmetricsetupcouldbenefitfrom saltfor making
it difficult for adversariego compilea dictionaryof
likely passvords. Theasymmetricsetupgivesbetter
securitythan the symmetricsetupbecausea client
impersonationis infeasibleeven if a sener file is
compromisedAs for thesecurityof transmittingthe
passwerd information, we can definetwo kinds of
passwverd proof.

Definition 2 A Secue Passwod Proof defines: a
party A successfullyperformsthe Passwod Proof
without revealing the information about the pass-
word itself

Actually after the R numberof trials with differ-
entlikely passwerds, an adwersarywill be allowed
the m—5 Probability of asuccessfuparticipation
becausethe password is a time-invariant parame-
ter. The probabilityis negligible to reveal the pass-
word informationbecausevrong participationswill
be countedanddeniedby thecounterpartSowe say
thesecurepassverd proof doesnot revealary infor-
mationaboutthe passverd.

Definition 3 AnlInsecue Passwod Proof defines:a
party A successfullyperformsthe Passwod Proof
but fails the Secue Passwod Proof, or a party A suc-
cessfullyperformsthe Passwod Proof by showing
all or partial informationaboutthe passwod thatis
not negligible.

The insecureproof can be classifiedinto the fully
insecure passverd proof such as PAP(passwrd
only), the partially insecurepassverd proof suchas
CHAP(challengeand handshak), and the crypto-
graphicallyinsecurepassverd proof suchas some
cryptographigrotocols[1 29].

Definition 4 An AmplifiedPasswod Proof defines:



a party A whoknowsa passwod amplifiesthe pass-
word with a high entropy souice and malesa coun-
terpart B corvincedthat A is who knowsthe ampli-
fiedpasswod.

THE AMPLIFICATION. Our amplificationideais
very simple, for example, Alice provesher knowl-
edgeof a passvord 7 by giving  + 7 mod ¢ rather
than 7 only, while z is the randomly-chosernigh
entropy information. For the purposeafreshz must
becommittedsecurelyby Alice prior to herproofin
eachsession(z + « is notguessablatall whereas
m is guessabldf x is keptsecurely)

Definition 5 The Amplified Passwod w definesa
valuethat only who knowsz and z can make from
A(m; z) whee z is chosenrandomlyat Z, and =
is a mnemonigasswod chosenat {0, 1}*(¥) for an
arbitrary amplificationfunction.4().

Notew is time-variantwhile 7 is time-invariant.We
configurethisideaasanamplifiedpassverd proof.

THE AMPLIFIED PASSWORD PROOF. Assume
Alice knows 7 and Bob has g™. The amplified
passwod proofis basicallycomposeaf threesteps:
(1) the initial commitmentstep performsa secure
commitmenbf the high entrogy information,(2) the
challenge steptransmitsarandomchallenge(3) the
responsetepperformsaknowledgeproofaboutthe
amplified passverd w. We definethreefunctions
for eachstep;they are G, () for initial commitment,
G2 () for achallengeand?() for aresponse.
Definition 6 The Amplified Passwod Proof per-
forms: Alice who knowsher passwod « randomly
choosesa high entropy source 2 and secuely com-
mitsit to Bob. Bob whoknowsg™ picksy atrandom
and asksAlice if sheknowsthe passwod and the
committednformation. Alice respondsvith thefact
sheknowsthe amplified passwod w that includes
thepasswod andthe committednformation.

Alice Bob

initial commitment gl—(z>)

%&) challenge

H(w)
response = ——

For securecommitment,G, () shouldnot reveal

evento Bob. Sowe setG;() = g¢® relying on

the one-way propertyof the modularexponentiation
x — g¢*. While G»() transmitsa fresh challenge,
H () mustimply the factthat Alice knows w with-

outrevealingary informationaboutw, z andx. If

we setA(m;z) = (z + 7)~! mod ¢, thenonly who

knows z andw cancomputew wherez + 7 is not
known. Sowe setGs() = g(**+™7¥ to transmitaran-
domchallengewithout revealingtheinformationre-

latedto «, z, andy. Thenwe setg? asverification
information. Alice canmalke it by computingthat
(glztmv)@ = g¥. Bob who knows G () aswell

asg™, canmake G»() by computing(g®g™)¥. As a
result,bothpartiescangetg?, the verificationinfor-

mation,sowe setH() = g¢¥ or its hashvalue. Of

coursethey canmalke g*¥ dueto the Diffie-Hellman
schemeWe canderive thefollowing theorenthatis

easyto prove by assuminge is randomlychosenat
Z,. (hint: w is notderivablefrom gZ, g(*+™¥ and
gY evenif g™ is compromisedsr aswell asafreshz

arenecessaryor computingA(r; x).)

Theorem1 The AmplifiedPasswod Proof is a Se-
cure Passwod Proof.

This meansAlice never shows the passverd itself
for her proof, rathersheprovesthe fact of knowing

it. Theamplifiedpassverd proofideais very similar
to the zero-knavledge proof in that sense,but g™

mustbe kept securelybecausdl) the entropy of 7

is extremelylow, and(2) g™ canbe usedfor aclient
impersonatioraswell asa senerimpersonatiorfwe
discusst later).

THE AMPLIFICATION AND KEY EXCHANGE.
It is easyto add key exchangeto the amplified
passwerd proof becausewe already utilized the
Diffie-Hellman scheme. For key exchange,Alice
can derive a sessionkey from g*¥ and shav she
agreeonit. Bob is alsoableto run the samething.
A strong one-way hashfunction must be the best
tool for this. For Alice who wishesto agreeon
g*¥, we set A(m;z) = (z + m) 'z mod q. For
mutual key confirmationaswell as mutual explicit
authenticationhowever, the protocol mustbe con-



Alice(id, m)

Bob(id, g™)

T ER Zy4
Gi=g" id_a;
fetch (id, g™)
Y €r Z4
w=(zx+m) 'z modq i G = (Gig™)?
o= (@) 5= (G
K1 = hi(a) K2 = h1(B)
Har = ho(id, Gr, K1) Midgk) Huo = ha(id, Gr, Ks)
verify Hi1 = Hiz
Ho1 = h3(id, Go, K1) h(id\’&}@) Hao = hs(id, G2, Ka)

verify Ha1 = Hao

Figure 1. AMP™ Protocol

figuredby four stepsto add Bob’s responseFigure
1 describes basicversionof our protocol. Notethat
thecasesg € {0,1}!,y € {0,1}%, Gi € {0,1}!,
G» € {0,1}!, andtheir smallsubgroupconfinement
mustbe avoidedfor a securityreason.Both parties
compute exponentialsas like the Diffie-Hellman
scheme. The differenceis that a randomexponent
of a and a baseof G, are tactfully transformed.
We call this protocol AMP"(AMP-naked) because
it cannot provide the asymmetric setup security
i.e. it is vulnerableto a client impersonationif
g™ is compromised. For example,if an adwersary
Eve who knows g™ sends(g™)* to Bob, then Bob
will respondwith G, = (g™g™)¥ = g™¥(@+D)
andcomputed = (¢™*)¥. Ewve who chosez can
cheatBob by removing z + 1 from G, andraising
it to z. As a result, AMP" provides the security
of the symmetricsetupevenif Bob storesg™. So
we canallow Bob to storen ratherthang™ in this
protocol. However, it is easyto precludethe client
impersonationattack. Firstly, we proposean e-
protectionmethodfor the purpoself Alice and Bob
computea time-variant parametere, for example,
e = h(G1,Ga,id, Alice, Bob), and embedit in «
andg, thenthepasswrdfile is protectedagainsthe

clientimpersonatiorattack(seesection3.1). There
is morepowerful ideanamedanamplifiedpassverd
file for improving the securityof the passverd file.

THE AMPLIFIED PASSWORD FILE. As for the

passwerd file, an asymmetricsetup is preferred
becauseof the weaknessof text-equivalencein

a symmetric setup[8 19, 38], meaningthat the

passwerd file canbe usedfor a clientimpersonation
if it is compromisedn the symmetricsetup. How-

ever, the low entropy of passwerds still makesthe

passwerd file vulnerableto dictionary attacksand
sener impersonatiorattackseven if eachpassverd

is hashedr exponentiatedn the asymmetricsetup,
for example, a verifier suchthatv = h(n). For

the passwerd file protection, encryption can be

consideredbut key managemenand performance
issuesmustbe overcome. The amplified passverd

file is a passverd file of which a record contains
an amplified verifier for precludingall the related
attacks.

Definition 7 TheAmplifiedverifier v definesa value
that only who knowsg and 7 can usefor passwod

verificationwhere ¢ is choserrandomlyat Z, andr

is chosenrandomlyat {0,1}*. Setr = glstn) Tt



whee v = h(id,n). If (c+7)"! = 1, visnotthe
amplifiedverifier (Note: v is semi-permanent.)

A recordof the amplified passverd file is (id, 7, v).
It is easyto updates or 7 in the amplified pass-
word file, e.g.,by computingu(s+1( ™" where
¢ is anew one. Theamplifiedpassverd file may be
storedin a sener storagebut ¢ mustbe handledse-
curely asa sener’s privatekey. It is recommended
that ¢ shouldbe loadedfrom a securestoragede-
vice suchasa smartcardwhenthe systemis initi-
ated. Sinceg residesin the sener’s run-timemem-
ory, amemorydumpandits analysisare necessary
for running a sener impersonatiorattackor a dic-
tionary attackwith the compromisedpassverd file.

It is easyto prove thatthe amplifiedpassverd file is
secureagainsisuchattacksf ¢ is keptsecurely
Theorem?2 The Amplified Passwod File is secue
againstpasswod file compomiserelatedattads.
AMP will bethe protocolthatenablegshoseampli-
fied passwerdideas.

3. AMP Protocol Family

This section describesAMP (Figure 2) and its
variantsin moredetail.

3.1 AMP Protocol Description

We set A(m;z) = (z + v) '(z + e) where
v = hy(id,7) ande = hy(G1, G2, id, Alice, Bob).

ProTOCOL SETUP. This step determinesand
publishegparametersf AMP.

1. Global Parameters:Alice and Bob shareg, p
andg in anauthentiananner For example,Bob
signsandpublisheghoseparameters(id indi-
catesa preciseuseridentifier while Alice and
Bob denoteclient and sener entities respec-
tively.)

2. SecureRggistration: Alice (or a user)chooses
7 €g {0,1}*(*) andnotifies Bob in anauthen-
tic andconfidentialmanneyfor example by ei-
therway of thefollowing.

(a) (on-line registration) Alice computesg?
wherev = hy (id, w) andencryptst along

with alarge randompadfor precludinga
forward seach attadk underBob’s public
key. Otherwise,Alice usesa digital en-
velopefor encryptingg? undera random
key. Then Alice submitsit to Bob.

(b) (off-line registration)A uservisits Bob’s
office and registers« with a picture id
proof.

3. Sener Storage:Bob chooses € {0,1}* and
stores(id, r,v = ¢**™)™'¥) after computing
(s+7)~! mod g and(g¥)(<*+7) " underhis pri-
vatekey ¢. Bob shoulddiscardg? (andtheraw
datasuchas or v).

ProTOCOL RUN. Notethatthecasesz € {0,1}1,
y € {0,1}%, G; € {0,1}', G» € {0,1}', v €
{0, 1}, andtheir small subgroupconfinemenmust
beavoidedfor asecurityreasonThefollowing steps
explain how the protocolis executedn Figure?2.

1. Alice computesj; = g” by choosinge €r Z,
andsend<id, G, ) to Bob.

2. After receving messagd, Bob loadst andv,
and computesG, = (G;)¥v{<t7)¥ by choos-
ingy €r Z,. This can be done efficiently
by the simultaneousmultiple exponentiation
method[2]. NotethatG, = (Gi)Yv(st7¥ =
(g®g?)¥. Hesendgj, to Alice.

3. While waiting for message?, Alice computes
v = hy(id,7) andy = (z + v)~! mod ¢. Af-
ter receving message?, Alice computese =
h2(G1, Ga,id, Alice, Bob), w = x(x + €) mod
ganda = (G2)®. Notethata = (g(*+tv)¥)@ =
g?(te) ShecomputesC; = hs(a) andH;; =
ha(id, G1,K41). ShesendsBob Hi1.

4. While waiting for message3, Bob com-
putese = ha(G1,Go,id, Alice, Bob), 8 =
(G1)Vg = (g7¢°) = ¢, Ky = h3()
and Hio = hy(id, G1,K2). After receving
message3, Bob comparesHis with Hi,. |If
they match hecomputesis, = hs(id, Ga, K2)
andsendsAlice Ho2. This meanshe authenti-
catedAlice who knows w (actuallyv andthus



Alice (id, )

Bob (id, 7, v)

T ER Z,
G1=9" id_a;
fetch (id, ,v)
v = hy(id, ) Y €R Z,
X = (z+v) ! modq iy Go = (G1)Yv(HY = (G, g¥)Y
e = ha(G1,Ga,id, Alice, Bob) e = ha(G1, Ga,id, Alice, Bob)
w = x(z + ) mod ¢
a=(G2)" B =1(61)"9" = (G1g°)?
K1 = h3(a) K2 = h3(3)
Hr = ha(id, G, K2) MG ks) His = ha(id, Gr, K2)
verify Hi1 = Hio
Hor = hs(id, Go, K1) MiGG2 k) Hao = hs(id, Ga, K2)

vem’fy 7‘[21 = 7‘[22

Figure 2. AMP Protocol

m sincez is securefrom g*), andagreedupon
K(= K1 =Ks).

5. While waiting for messagel, Alice computes
Ho1 = hs(id,Go, K1). After receiring mes-
sage4, shecomparesHs; with Hys. If they
match, Alice alsoagreeson K(= K1 = K»)
with authenticatingBob who knows v.

Discussions. AMP passe$our messagebetween
Alice and Bob who agreeon g(*t¢)¥ andexplicitly
authenticateeachotherwhile they agreedon ¢*¥ in
AMP". In the full paperversion[22, we give our
securityproof of AMP in the randomoraclemodel
derivedfrom the BellareandRogawvay’s work[3, 4].
For securityproof, we definea Long-lived\Weak-ley
genemtor W() for = and a Short-lived Stong-ley
geneamtor S() for @ with classifying sessiongde-
pendingontheability of theadwersaryin therandom
oraclemodel. We sayW() — S() dueto A(m; ).
Thenwe canprovethefollowing theorem[22.
Theorem3 AMP is a secue authenticateckey ex-
change protocolwith W().

An adwersary Eve may needa memorydump and
its analysisfor gettings evenif shecompromised
passwerd file. The e-protectionis necessaryor the
casethat both the passwerd file and¢ are compro-
mised.So Eve cannotfalselycorvince Bob thatshe
is Alice evenwith ¢ aswell asthe passvord file. G2
anda(= @) hasasimilar structureandtheir statisti-
cal differencerelieson thatof v ande. However, it
is not a critical point dueto the beneficialproperty
of randomoracles.Alice doesnotneedto shaw « or
v evento Bob in secureon-lineregistration. Bob is
ableto updates or 7 in the amplified passverd file,
for example,by computing(s+7)( +7™" whereq’

is anew privatekey. Finaltwo stepscanbemaodified,
for example, H11 = ha(a, G1,Ga,id, Alice, Bob)
andHaa = hs(8, G2, G1, Bob, Alice,id). We can
choosesalt = implicitly by computing f(id, B)
where f() is animplicit saltfunction[6 10], for ex-
ample,v = hq(id, f(id, B),w). For updatingthe
existing systemsuchasUnix, we canmodify v such
thatv = h(r ,m) andsendsr in message® where
h(r , =) is anexisting verifierfor r €x {0, 1}(*),



3.2 AMP Protocol Variants

It is possibleto derive variantsfrom AMP and
AMP" for severalissues.Herewe summarizehem
briefly dueto the pagerestriction.

AMP*. This protocol is a variant that excludes
the e-protection schemefrom AMP. Alice and
Bob do not needto computee for obtaininga or
B respectiely. Ratherthey agreeon ¢g*¥ as we
did in AMP™. Note AMP® is secureagainsta
client impersonationeven if the passwverd file is
compromisedThisis dueto theamplifiedpassverd
file only if Bob's privatekey is securelymaintained.
We setA(m;z) = (z + v) "'z mod ¢ for AMP?.

AMPe. This protocolis a variantthat excludesthe

amplified passverd file from AMP. The security
of the passwverd file is only dependentupon the

e-protectionschemeso that a client impersonation
is prevented but a sener impersonationand a

dictionary attackis possibleif the password file is

compromised. The differencein protocol setupis

that Bob stores(id, 7,v = ¢g¥) wherev = hy (7, )

andt €g {0,1}!®). Of course,implicit salt can
be used. The differencein protocol run is that
Alice shouldcomputethe amplified passverd after

receving Go. AMP® doesnot needa simultaneous
exponentiatiormethodfor G, anda securehandling
of Bob's private key, but loses the AMP level

securityagainsta passverd file compromiseWe set
A(m;z) = (z +v) "z + €) mod ¢q for AMP®.

AMP:.  This protocol is a variant that allows
“implicit authentication™for efficiengy. If explicit
authenticatioris not necessarywe can use AMP®
in which the parties are implicitly authenticated
by using only first two stepsof AMP (of course,
it can be derived from AMP® or AMP®). Note
that implicit authenticationalways requiresa con-
fidential sessionto be established. Alice sends
G, to Bob who will respondwith G,. Then, they
can simply communicatewith each other under
the obtainedsessionkey. If one of themis not
who is claimedto be, they cannotcommunicate

becaus¢hedishonespartyis notableto getthekey.

AMPT. This protocol is a variant that per
turbsthe structuralsimilarity betweerg, = g(=+v)v
anda = 8 = ¢g(=+9¥. However, sucha similarity is
notanissueatall dueto the propertyof randomora-
clessothat AMP™ is aredundanprotocolof AMP
family. We give this protocol as a referenceonly.
The main differencein protocol run is that both
parties compute e; =  ha(G1,id, Alice, Bob)
and €9 = hg(gl,QQ,id,Alice,Bob). We
set w = (ze1 + v)~'(z + e2) modg and
Go = (Gg¥)Y. NotethatG, = g(*er+v)¥ while
a = g(ac-‘reg)y'

AMP*TT. This protocol is anotherform of a
redundantprotocol. The differencein protocol
setupis that Bob stores (id,v = g (s+m) vy,
Protocol run is different that Alice choosestwo
ephemeralparametersuchas x; and zo. Alice
computesGy = z; + vmodq and G; = ¢°2,
sendsthem to Bob who will respondwith G,.
We set A(m;z) = (22 — v) L(z1 + ex2) mod q
andG, = (Gi'g~V)¥. Bob gets§ by computing
(9)9¥(v)(s+7)¥(G,)ev. Thereforetheagreedkey is
g@1ter2)y while G, = g(#2—v)y,

AMP*, AMP™ provided the symmetric
setup security even if Bob stored a verifier
g™. We can extend this protocol for verifier
based authentication in the asymmetric setup
model. The main differencein protocol setup
is that v = hy(r,v) wherev = hy(id,w) and
T €r {0,1}®).  Therefore, Bob can save a
storagefor v comparedto AMP, but losessereral
security benefits. We define functions such that
E(z,y) = z+y mod gandD(z,y) = z—y mod g,
andsetHi;; = E(e,v) and Haa = hs(Ga, K2)
where e = hy(id, Alice, Bob,K,a). We set
A(m;z) = (z + v) 'zmodq. When Bob
receves Hi1, he can verify it by computing
ha(7,D(H11,€)). We can replacethe operations
of £() and D() with a modular multiplication
or a corventional encryptionfunction. However,



AMP™ losesthe zero-knavledgepropertybecause
Bob is alwaysableto readv in a protocolrun. In
addition, the protocol is vulnerableto dictionary
attacksf a, 8, or apassverdfile is compromised.

4. Analysis and Comparison
4.1 Security of AMP

Following the security proof of AMP in the ran-
dom oracle model[23, we summarizethe security
of AMP.

AMP provides perfect forward sececy because
the security of AMP relies on the Diffie-Hellman
problemandthe discretelogarithm problem. Even
if 7 (or v) is compromisedEwve cannotfind old ses-
sion keys becausesheis not ableto solve the hard
problemson Gy, Go, H1 andH,. Notethatthe am-
plified password = is time-variantdue to the dis-
cretelogarithmproblem,i.e., Eve mustfind z from
Gi1(= ¢g®) torecomposev evenif sheknows .

Denning-Saccattadkgor stolenkey attacks)are
the casethat Eve, who compromisedan old ses-
sion key, attemptsto find = or to make the oracle
accepther[13. For the purpose,Eve hasto solve
thediscretdogarithmproblemto make anew ampli-
fied password evenif anold g(*+¢)¥(= a = ) has
beencompromisedit is alsoinfeasibleto checkthe
differencebetweere andv in g(*t¢)¥ and g(z+v)v
without solvingthe discretelogarithmof g*. There-
fore, AMP is secureagainsthis attack.

Replayattads are negligible becausej; should
include an ephemeraparameteiof Alice while the
others such as G», H; and H», should include
ephemeraparameterof both partiesin the corre-
spondingsession.Theamplifiedpassverd w is also
time-variant. Finding thoseparametergorresponds
to solving the discretelogarithmproblemand each
parameteris boundedby 2% < 2=k There-
fore, both active replay and succeedingerification
arenggligible.

Smallsubgoup confinemensuchasa squareroot
attackis defeatedand avoided by confiningthe ex-
ponentialsto the large prime-ordersubgroup. In-
tentionalsmall subgroupconfinemento Z, canbe
detectedeasily dueto the strongpropertyof a safe

prime or asecuregprime modulus.

On-line guessingattacs are detectableand the
following off-line analysiscanbe frustrated evenif
Eve attemptsto disguiseparties. Actually, Eve is
ableto performthe on-line attackto eitherparty but
its failureis countablelmpersonationof thepartyor
aman-in-the-middlattad is alsoinfeasiblewithout
knowing v or v{s+7),

Off-line guessingattads are also infeasible be-
cause Eve cannotanalyzeG.. Partition attadks
are to reducethe setof likely passwards logarith-
mically by askingthe oracle in parallel with off-
line analysis,while chosenexponentattads are to
analyzeit via her chosenexponent. Both attacks
areinfeasiblebecauseFve cannotsolve or reduce
y = (z+v)y(z+0v ) mod ¢ for guessegass-
wordswithoutknowing bothx andy.

Securityagainstpasswod-file compomiseis the
basic property of AMP family except AMP™ that
hasa naked property Amongthem,AMP, AMP?,
AMP?, AMPT, and AMP™ providesthe stronger
securitywithout degradingperformancehroughthe
amplifiedpassverd file.

4.2 Efficiency and Constraints

We examinethe efficiency of AMP andcomparat
with otherrelatedprotocols.

In the aspecibf a communicatiorioad, AMP has
only four protocol stepswhile the numberof large
messageblocksis only two in AMP. They are G,
andg,. For AMP*T, thesizeof G, canbebounded
by I(k) + € with anegligible e whenwe usea secure
primemodulus.

A total amountof executiontime could be ap-
proximatedby the numberof modularexponentia-
tion by consideringthe parallel executionof both
parties.We describat asE( Alice : Bob). AMP has
only 3E so that the bestperformances expected.
AMP hasE(g* : —), E(— : (G1)Yv(sT7¥) and
E(GF : G{ g°¥) while all variantshave similar oper
ations.Here’ —' meanghereis nomodularexponen-
tiation needingO((logn)?). Notethat AMP opera-
tions shouldbenefitfrom the simultaneousnultiple
exponentiatiormethodfor efficiengy[34, 27]. As for



Protocol Large Exponentiations RandomNumbes

Steps Blocks | Client | Server| Parallel | Client | Server
A-EKE 7 (+4) 3(*1) | 4(+2) | 4(+2) | 6(+3) || 1(+0) | 1(+0)
B-SPEKE 4 (+1) 3(*+1) | 3(+1) | 4(+2) | 6(*+3) || 1(+0) | 2(+1)
SRP 4 (+1) 2(+0) | 3(+1) | 2(+0) | 4(+1) || 1(+0) | 1(+0O)
GXY 4(+1) 2(+0) | 4(+2) | 3(+1) | 5(+2) || 1(+0) | 1(+0)
SNAPI-X 5 (+2) 5(+3) | 5(+3) | 4(+2) | 7(+4) | 2(+1) | 3(+2)
AuthA 5(+2)/3(+0) | 2(+0) | 4(+2) | 3(+1) | 6(+3) | 1(+0) | 1(+0)
PAK-X 5(+2)/3(+0) | 3(+1) | 4(+2) | 4(+2) | 8(+5) | 1(+0) | 2(+1)
AMP 4(+1) 2(+0) | 2(+0) | 2(+0) | 3(+0) || 1(+0) | 1(+0)

Tablel. Comparisorof VerifierbasedProtocols

g1t g2°2, we don't needto computeg; ©* and g»°2
separatelyA simpledescriptionof thesimultaneous
methodis asfollows;
t = length(e);
g = gig2 mod p;
do0]=1, 1] =g,
A=1;
for(i=1;i<=t;i++)

{B: = ExponentArray(i);}

for(i=1;i<=t;i++)

{A = A*A nod p; A=A*{ Bi]

return(A);
This schemecomputegy; ©* g2¢2 by performingt — 1
squaringsand at mostt¢ + 1 multiplicationswhere
eachexponentis representedy ¢ bits[34, 27].

Eachparty of AMP performsonly two exponen-
tiationsregardingthe efficiency of the simultaneous
multiple exponentiation.

For runtime parameterssachparty generatesne
randomnumberin AMP family exceptfor AMP*+.
Alice canreduceher run time exponentiationsto
only onceandparallelexponentiationgo only twice
by pre-computatiomf .

In step3, Alice shouldcompute(z + v)~! but
only in the g-order subgroup. Modular inversion,
O((log q)?), is lessexpensie than modular expo-
nentiation, O((logp)®). Moreover, the size of ¢
can be boundedby I(k) + ¢ with a negligible
when we use a secureprime modulus. Note that
O(logl(k)) << O(logp).

AMP can be implementedon the elliptic curve

d 2] =g2; 3] =gs;

nod p; }

group. A generalizatioron the elliptic curve group
givesfurther efficiengy, e.g.,the size of a message
andapasswverdfile.

Efficiency can be comparedto the other re-
lated protocols such as A-EKE, B-SPEKE,
SRR GXY, SNAPI-X, AuthA and PAK-
X[8, 19, 38, 21, 26, 6, 10]. Table 1 compares
them in terms of the number of protocol steps,
large messageblocks, and exponentiations. SRP
can benefit from the simultaneousexponentiation
methodonly for a sener side. Note that AuthA and
PAK-X have five stepswith explicit salt andthree
stepswith implicit salt. The numberof random
numbersis given as a subsidiaryreference. The
numberof parallel exponentiationscould compare
approximatelythe amount of protocol execution
time. Thevaluein parenthesigmpliesthedifference
from the mostefficient onethatis denotedby bold
characters. Note that AMP provides the stronger
security against the password file compromise
comparedo all the othersin Tablel.

CONSTRAINT.  We recommendto use a large
(> I(k)) prime-ordersubgroupZ, for defeatingand
avoiding thesmallsubgroupconfinementeffectively
by confiningexponentialsnto thelarge prime-order
subgroup[28 A secureprime modulusis highly
recommendefébr furtherefficiency of the protocols.
Note that the secureprime is easierto get than
the safe prime[2d. AMP needsboth partiesto
count the other sides on-line failure to detectthe



on-line guessingattack. However, this is the shared
requiremenbf all passvord protocols.

4.3 Why AMP
We summarizevariousadvantage®f AMP.

1. AMP is asecurepassverd(-verifier) basedpro-
tocol equippedwith the amplified passverd
proof andthe amplifiedpassverd file. The se-
curity of AMP is provedin the randomoracle
model.

2. AMP is the mostefficient protocolamongthe
existing verifier-basedprotocols. AMP pro-
videsthebestefficiency evenwith theamplified
passverdfile.

3. AMP haslight constraintsandis easyto gen-
eralize,e.g.,in elliptic curve groupsfor further
efficiency.

4. AMP hasseveralvariantsfor flexibility .

5. AMP allows the Diffie-Hellman based key
agreement.

6. AMP hasasimplestructuresothatit is easyto
understancéndimplementthe protocol.

7. AMP providesan easyway to upgradethe ex-
isting system. AMP accommodateary kinds
of saltschemesvithoutdegradingperformance.

5. Conclusion

In this paperwe introduceda new protocolcalled
AMP and its variantsfor passverd authentication
and key agreement. AMP has beendesignedon
the basis of the amplified password proof and
the amplified passverd file ideas. A time-variant
parametercalled the amplified passverd makesthe
protocol simple and easyto prove in the random
oraclemodel[23. Many passwrd-basedsolutions
such as Telnet, FTR, RADIUS and Kerberosare
vulnerableto dictionary attacks[39. AMP canbe
usedto improve their securityin anopendistributed
ervironment.
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