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Abstract

Traditional Intrusion Detection Systems (IDSs) mostly
work off-ling, without any direct runtime interaction or
coordination with the applications (and with other IDSs)
that they aim to protect. Including intrusion detection
and response in the repertoire of an adaptive applica-
tion extends its range of adaptivity and increases its
chances for survival. In this paper we show how intru-
sion detection and response can be used to build agile,
intrusion-aware applications under the Quality Objects
(QuO) adaptive distributed middleware framework.

1. Intr oduction

Most currentintrusion detectionresearctocuseson
detectingandrecoveringfrom intrusionson hostsor net-
works, ratherthansurvivability of the applicationsun-
ning on them. Therehasrecentlybeeneffort to enable
intrusiondetectionsystemg1DSs) to interoperatg23],
but for the most part, currentIDSs work in isolation
from otherIDSs, the applicationsthat they are protect-
ing, andthe securitymanagersvhosepoliciesthey can
influence.

We have developeda frameavork, Quality Objects
(QuO), for building applicationghat are aware of their
ervironmentand can adaptto changesn it. QuO ap-
plicationscanspecifytheir non-functionakequirements
(e.g., security performanceor dependabilityrequire-
ments),measurewvhat is being provided, accessdnter-
facesfor controlling the desiredlevel of service,and
adaptto changedn levelsof service.While thisresearch
wasoriginally performedn theareasof network quality
of serviceandopenimplementationye have alsobeen
applyingit to the areasof survivable applicationsand
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Using the QuO framework, we supportthe following
desirablesystemlevel behaiors to improve the surviv-
ability of applications:

e The development of intrusion- and security-aware
applications. These applicationscan aid IDSs
andsecuritymanagershy recognizingapplication-
level patternsof usagethat might indicate intru-
sionsor securitybreaches.QuO includessupport
for insertingprobeghroughouanapplicationsim-
plementationfor measuringthe level of service
provided. Theseprobescan also gatherinforma-
tion usefulto IDSs and securitysystemshoth for
recognizingintrusionsand for gatheringinforma-
tion abouttheir causesandsources.

¢ The devel opment of survivable applications. These
applicationscan adaptto changingconditionsin
their ervironment, including reported intrusions
andchangesdn securitypolicies. Thisenablegshem
to avoid potentialintrusions continuein thefaceof
degradedservice,andrecover from intrusionsand
faults.

¢ Integration and interfacing of multiple IDSs at the
application level. While mary IDSsaregoodatde-
tectingcertaintypesof intrusions,a 1998 DARPA
ISO evaluationshoved that multiple IDSs cover a
larger spaceof potentialintrusions[5]. However,
mostIDSsarenot designedo work in conjunction
with others. An applicationbuilt within the QuO
framework can interfaceto multiple mechanisms
andmanagersincluding multiple IDSs. QuO pro-
videsa capability calledsystemconditionobjects,
for providing a commoninterfaceto mechanisms
and managershat have proprietaryinterfaces. In
this manneyQuO applicationsanaccessnforma-
tion from multiple IDSsthat detectdifferenttypes
of intrusions.Let usemphasizehatthe idea of in-



terfacing uniformly with multiple IDSs at the ap-
plication level is not to come up with a better IDS,
rather to increase the coverage and security of the
application. This is complementaryto the Com-
mon IntrusionDetectionFramavork (CIDF) effort
[23], which s developinga framework for IDS-to-
IDS communicatiorwith anaim to perfectthe art
of intrusiondetection.CIDF doesnot provide ary
supportfor application-IDScooperation.

¢ Integrationof IDSs and otherresourcemanagers.

IDSs and other managers,such as security pol-

icy managerr dependabilitymanagersperform
complementaryactiities and could cooperateto

provide higherlevelsof service.For example,ase-
curity policy managecoulduseintrusiondetection
informationprovidedby anIDS to dynamicallyde-
terminewhetherto move to a stricterlevel of ac-
cesscontrol. Likewise,anIDS could useinforma-
tion from a fault detectionor dependabilityman-
agerto determinewhere and what type of intru-

sionsto look for. QuO providessupportfor build-

ing applicationghataccessnanagersn mary dif-

ferent complementarydimensions(e.g., security
intrusion detection,and dependability)to achieve
higherlevelsof serviceandadaptability

This paperdescribesthe QuO framework and our
initial experimentsin building adaptie, agile, surviv-
able applicationsusing it. We describeour experi-
encedo datein integratinglDSs,securitymanagersand
othermechanismandmanagersSection2 providesan
overview of the QuO framework. Section3 describes
the integration of an IDS into adaptve QuO applica-
tions. Section4 describeghe integrationof a depend-
ability managetinto the framawork for the purposeof
intrusiondetectiorandrecovery. Sections describeshe
integration of a securitymanageiinto the QuO frame-
work. Section6 describegxperienceo datefrom these
researctandintegrationefforts. Section7 describege-
latedresearclprojects.Finally, Section8 presentsome
concludingremarksandfuture plannedactiities.

2. Overview of QuO

The distributedobjectcomputing(DOC) paradigmis
themostadvancedmature flexible context availableto-
day for the developmentof large-scale hetwork-based
systems. In DOC, software is broken up into collec-
tions of objectsdispersedhroughoutthe network, and
client objectsinvoke operationson senant objectsto
accomplishthe interactionsandfunctionality neededo
achieethegoalsof arunningapplication.The CORBA
DOC model[18] is illustratedin Figurel. A clientob-
jectinvokesamethodcall onaremoteobjectasif it were

a local object. The methodcall is handledby a local

stub,or proxy, which marshalghe datafor deliveryto a

local ObjectRequesBroker (ORB). TheORB sendghe

methodcall acrosghenetwork usinganinter-ORB Pro-

tocol,suchasthelnternetinte-ORB Protocol(IlOP), to

an ORB local to the senantobject. That ORB delivers
themethodcall to a skeleton,which unmarshalshedata
anddeliversthemethodcall to the objectsimplementa-
tion. Upon completionof the methods processingary

returnvaluesaredeliveredbackto the client by the re-

verseprocess.
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Figure 1. The CORBA Distributed Object
Model

DOC middlewareeffectively hidesmary of the com-
plexities of distributed computingsuchasremoteloca-
tion interoperability heterogeneitycommonservices,
andsynchronizationexposingonly thefunctionalinter-
facesof components.However, thereare increasingly
moredistributed applicationsthat mustcontrol or react
to how servicesaredelivered,notjust whatservicesare
delivered. Applicationssuchasnationalsecurity mili-
tary, healthcare medical multimedia,andfinancialsys-
temsoften have critical requirementssuchas security
dependabilityandrealtimeperformance DOC middle-
warefalls shortin providing supportfor theserequire-
ments(asdoesall otherforms of middlevare)because
it hidesthe detailsnecessaryo specify measureand
control quality of service(QoS) and doesnot provide
supportfor building systemshat canadaptto changes
that affect QoS. Becauseof this, developersof critical
applicationsoftenfind themselesprogrammingaround
the distributed objectinfrastructure effectively gaining
little or no advantagefrom the middleware. The prob-
lem getsworsewhenanapplicationis distributedovera
WAN, whichis inherentlymoredynamic,unpredictable,



andunreliablethana LAN.
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Figure 2. The QuO Remote Method Call
Model

We have developedQuality Objects(QuO), a DOC
framework for developing distributed applicationsthat
canspecifytheirQoSrequirementghesystenmelements
that needto be monitoredand controlledto measure
andprovide QoS,andbehaior for adaptingto changes
in QoS. In this way, QuO opensup distributed ob-
jectimplementation$10], providing controlof boththe
functionalaspectof a programandits implementation
stratgjies,which areoften hiddenbehindthe functional
interfaces.QuO providesthe capabilitiesfor developing
DOC applicationghat cando the following in addition
to their functionalbehaior:

e Specify operating regions and service require-
ments.Thiscanincludespecifyingthelevelsof de-
siredsecurityor intrusionawarenesgwhich might
changedynamicallybaseduponchangesn theen-
vironment), operatingmodes,normal and abnor
mal operatingregions, and known attack signa-
tures.

e Measure ervironmental and system conditions.
Theapplicationcaninsertandutilize probesin the
systemin orderto measurgesourcescharacteris-
tics,andbehaior. Theapplicationcanalsoreceve
informationfrom IDSs, securitypolicy managers,
andotherpropertymanagers.

¢ Accessto control interfaces. The applicationcan
passinformation to IDSs, security policy man-
agers,andotherpropertymanagerso requestev-

elsof serviceandto notify of eventsthatmightin-
dicateintrusionsor otherproblems. The applica-
tion canalsoaccessystemresourcenanagement
controlinterfacedo achie/eits desiredevel of ser
vice.

e Adapt and reconfigure. The systemcan adapt
to changingconditionsat all levels, coordinated
throughthe QuO middleware. For example,in re-
sponseto anintrusion alert from an IDS, a secu-
rity policy managemight respondby tightening
its accesscontrol. Meanwhile,the QuO middle-
ware canreconfigureso that the applicationis us-
ing senant objectsonly on trustedhosts. If this
causeoverloadingof the trustedhosts,the appli-
cationcanadaptby changingo a modein which it
is only performingcritical operationsor is accept-
ing thedegradedperformance.

The QuO functional path, illustratedin Figure 2, is
a supersebf the CORBA functional pathillustratedin
Figurel.

Theoperatingegionsandservicerequirementsf the
applicationareencodedn contracts, which describehe
possiblestateghesystemmightbein andactionsto take
whenthe statechanges.

QuOinsertsdelegatesin the CORBA functionalpath.
The delegatesproject the sameinterfacesas the stub
(client-sidedelegate)andthe skeleton(sener-side del-
egate),but supportadaptve behaior uponmethodcall
andreturn. Thatis, the delegatechecksthe stateof the
systemasrecordecdby a setof contractsandchoosesa
behavior baseduponit.

System condition objects provide interfacesto system
resourcesmechanismsandmanagersThey areusedto
measurehe statesof particularresourcesmechanisms,
or managershatarerelevantto contractsn the system
andto passinformationto control interfacesto achieve
thelevels of desiredservices.Systemconditionobjects
providetheability to accesglifferentIDS or securityin-
terfacesin a consistentnanner They alsoplayarolein
translatingbetweenapplication-leel conceptssuchas
critical operatingmodes,to resourceand mechanism-
level concepts,suchas encryptionmethodsor access
descriptions Higherlevel systemconditionobjectscan
interfaceto other, lower-level systemconditionobjects,
forming a treeof systemconditionobjectsthattranslate
mechanisnmdatainto applicationdata.

QuO provides a suite of Quality Description Lan-
guageqQDL), similar to CORBA's Interface Descrip-
tion Language(IDL), and code generatorssimilar to
the stubandskeletongeneratorof IDL compilers,for
describingand generatinghe componentof QuO ap-
plications[13], [14]. In addition,QuO providesa run-



time kernel,which coordinatescontractevaluationand
provides other runtime QuO services[26]. QuO also
providesanextensve library of instrumentatiorprobes,
as well as the supportto insert them throughoutthe
remote methodinvocation path, for gatheringperfor

mance statistic,andvalidationinformation.

.

QuO Gateway QuO Gateway
0P | Group chlicati:on (AQuA) ‘ IOPIIOP
Gluel | Bandwidth Reservation (DIRM; | Glug

[ TIOP over TCPIP (dcfault) |
W

1IOP

Client-Side ORB
Server-Side ORB

Figure 3. The QuO Gateway

QuO also provides a generalobject gatevay com-
ponent,which supportsinterfacingto below-the-ORB
mechanismsnd special-purposéransportsaswell as
providing a lower level point for objectlevel decision
making. The objectgatavay; illustratedin Figure3 and
describedn more detail in [20], interceptsllOP mes-
sagedrom the client side ORB anddeliversIIOP mes-
sagedo the sener side ORB (on the messageend;on
the messageeturnthe processs reversed).In the mid-
dle, it translateghe IIOP into the specialpurposerans-
port protocol (e.g., group multicastin a replicated,de-
pendablesystem)or performsappropriateadaptatioror
control(e.g.,in anaccessontrolsystemauthenticating
the sendeandverifying accessightsto the destination
object).

3. Integration of IDS with QuO

By integratinglDSswith QuOwe addintrusiondetec-
tion andresponséo the repertoireof QuO applications’
adaptvity. As aresult,agility andsurvivability of QuO
applicationsareenhanced.n this section,we describe
anexperimentdemonstratindiow a commerciallDS, a

simplecustomdeveloped DS, andapplication-specified
intrusiondetectiorareall integratecto provide intrusion
awarenessand adaptie behaior in responsdo intru-
sion detectionat the applicationlevel. This application
is fairly simple,butillustratesanumberof importantca-
pabilities,includingthefollowing:

¢ Integration of commercial and non-commercial
IDSsusingthe QuO framework.

¢ An applicationseamlesslyinterfacingto multiple
IDSs, enablingthe IDSs to cooperatehroughthe
applicationlayer and increasingintrusion cover-
age.

¢ An applicationparticipatingin theintrusiondetec-
tion processby recognizingconditionsthatcanin-
dicate intrusionsbut that are not detectedby the
IDSs.

¢ An applicationadaptingto survive potentialintru-
sions,triggeredby outputsof theIDSs.

In contrastthe applicationcanusethe IDSs asmecha-
nismsto turn on, turn off, or changethe level of intru-
sion detectionprovided baseduponits operatingmode
andsecurityneeds.

3.1 Overview of the Experimental Survivable
Application

We developedan exampleapplicationto demonstrate
IDS integrationwith QuO. This experimentalapplica-
tion implementsa simpleinventorywith a fixed set of
inventoryitems, asillustratedin Figure4. The inven-
tory datais storedasfiles in a designateddatadirec-
tory. Two senersmanagethe inventory: one more se-
curethanthe other The client program,representing
the inventory control system,providesa userinterface
throughwhich userscan identify themseles (i.e., log
in), addor consumatemsin theinventory andlog out.
Both seners canrespondto requestsfrom the clients,
but the more secureone authenticategusing a simple
authenticatiorscheme)achrequestand grantsaccess
only to certainclients. This is an exampleof the alter
native behaviorsthatthe QuOmiddlewareis intendedo
mediate.In normalmode all clientrequestareserviced
by the non-authenticatingand thereforefaster)sener.
As conditionsindicate that intrusionsare more lik ely,
theinventorycontrol systemadaptgo usethe authenti-
catingsenerandthen,eventually maycut off all access
to non-prvilegedusers.The clientandsener programs
are simple CORBA objects. No intrusion detectionor
adaptatioris programmednto them. For this example,
all adaptationis built into the QuO middleware layer.
We utilize threeintrusion detectioninstrumentsn this
example:
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Inventory Application

e Tripwire, a commercial file system integrity
checler[11];

¢ FileCounterasimple,customdevelopeddirectory
accesghecler;and

e Specificationsgncodednto the QuO contractre-
gions,indicatingthe expectedroundtrip response
time range and recognizingwhen client requests
are being abnormally delayed (possibly because
they are being intercepted,or becauseof hostor
network attacks).Note thatsucha delay by itself,
is not a good indicatorfor anintrusion: a benign
network congestioncould causea false positive.
This merely senes asan exampleof anindicator
of potentialproblemsfor anintrusionawareappli-
cation.

We use Tripwire to monitor the file systemsection
that storesthe sourceand executablecode of this ap-
plication and FileCounterto monitor the datadirectory
We usesystemconditionobjectsto interfaceto Tripwire
and FileCountey eachof which normally providesits
own custominterface. Thesesystemconditionobjects
projectvaluesfrom the IDSsto the QuO layerandpro-
vide commonaccesgo the control interfacesprovided
by the IDSs. Tripwire’s systemconditionobject(called
IDSValue) projectsa value to the QuO contractindi-
catingwhetherthe integrity of the codestorehasbeen
violated (in Tripwire’s view). Similarly, FileCounters
systemcondition object (called FileAddedOrDeleted)

projectsa valueindicatingto the QuO contractindicat-
ing whethera datafile hasbeenlostor added.
Deviation from normal operating behaior often
points toward potential problems. For instance,if a
sener returnsa value that doesnot make ary sensein
the currentcontext, the client may becomesuspicious
that the sener hasbeencompromised. Similarly, if it
takes an abnormalamountof time to fulfill a request
to the inventory sener, the client may becomesuspi-
ciousthatthereis a problemin the network, a host, or
in the sener. It is straightforwardto encodesuchnor-
mal operatingrangesin QuO’s contractregionsandto
specify adaptve behaior to trigger when the applica-
tion falls outsidenormal ranges. In this example,we
usethe contractand a simple systemcondition object
(called TimeTaken) to measurehe averageround trip
time of methodcalls andwatchwhetherit falls outside
of the expectedrange. As we statedearlier, theremay
be a variety of causesf this abnormalbehaior, only
someof which aretheresultof intrusions.Determining
the actualcausefalls somaevherebetweensystemtrou-
bleshootingandintrusiondetection.

3.2 BasiclIntegration Architecture

The example applicationincludesthe three system
condition objectsdescribedn Section3.1: IDSValue,
FileAddedOrDeletedand TimeTaken. IDSValue, il-
lustratedin Figure 5, provides the QuO interface to
Tripwire. Tripwire can be initialized to monitor spe-
cific sectionsof a file systemfor particular attributes,
suchas permissionsor modificationtimes, of the files
and directoriesin that section. Tripwire computesa
databaseiponinitialization. At runtime,it recomputes
the databasecomparesthe newly computeddatabase
againstthe initial one,and presentsa resultsetthatin-
dicateswhatoccurredn thefile systenmsectionbetween
theruns.

In our example,we wrap Tripwire with aCORBA ob-
ject interfacethat runs Tripwire periodically and ana-
lyzesits output. If thereis ary changein thefile system
sectionthis CORBA objectreturnsavaluel, otherwise
it projectsavalue0. ThelDSValuesystenconditionob-
jectis hookedto this CORBA object. Oneof its threads
polls Tripwire’s CORBA wrapperto getthelatestvalue.
The otherthreadrespondgo requests§rom QuO con-
tractsfor thelatestvalue.

Of coursejf thelDS systemwerea CORBA objectal-
ready thenno CORBA wrapperis necessaryThe other
IDS componenis a CORBA objectthat monitorsfiles
in adirectory FileCounterproducesa valuel if afile
is addedor deletedin that directory O otherwise. We
have usedthis asa simple customdevelopedIDS and
integratedit with QuO alongwith Tripwire, in orderto
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ject with a COTS IDS

experimentwith multiple IDS inputs.
TheQuOcontractusedn thisexampledefineghefol-

lowing operatingregions, eachdefinedin termsof the

systemconditionobjectsdescribedabove:

e NORMAL : (TimeTaken < 500ms) and
(IDSValue = 0) and(File AddedOrDeleted =
0)

e TIME SUSPECT : (TimeTaken >=
500ms) and (IDSValueSC = 0) and
(FileAddedOrDeleted = 0)

e ACCESSSUSPECT: (IDSValueSC = 1) xor
(FileAddedOrDeleted = 1)

e INTRUSIONLIKELY : (IDSValueSC = 1) and
(FileAddedOrDeleted = 1)

The applicationadaptsts behaior basedon the cur-
rentregion asfollows:

¢ NORMAL region: clientrequestareforwardedto
thenon-authenticatingener.

e TIME SUSPECTregion: A warning messages
displayedto the usernotifying of the unusualde-
lay andurging cautionin usingthe inventorysys-
tem. Theclient'srequestsarestill forwardedto the
non-authenticatingener.

¢ ACCESSSUSPECTregion: A warning message
is displayedto the userstatingthat a potentialac-
cessviolation is detectedandthatrequestsnay or

may not be granted.Clients’ requestarenow for-
wardedto the authenticatingsener, which grants
acces®nly to privilegedusers.

e INTRUSIONLIKELY region: A warningmessage
is displayedstatingthatit is highly likely thatthere
wasanintrusionthat could have compromisedhe
codeanddatastoreof theapplication,andall client
requestsare returnedwithout making arny remote
call. Thisimplies thatonly someinventoryoper
ations(i.e. thatcould be handledlocally, for ex-
ampleaqueryaboutaninventoryitem couldbean-
sweredwith somedegreeof accurag, basednthe
valuelastseenyareavailableatthisregion. Onecan
extendthe rangeof available operationsby using
varioustechnologiesuchasobjectcaching[27] or
maintainingalocal replicaof theinventorysener.
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Figure 6. Intrusion Aware Inventory Applica-
tion and Its Runtime Behavior

In addition,if atary time thereturnvalueis negative
(undemormalcircumstanceghesenershouldneverre-
turn a negative value) that valueis reportedto the user
and the contractregion is switchedto ACCESSSUS-
PECT All of theseadaptie behaiors are specifiedin
QuOrs specificationanguagesFigure6 presents pic-
torial representationf thefull IDS awareinventoryap-
plicationafterthe QuO-IDSintegration.



4. Integration of QuO and Other Property
Managers

Therearenumerougoolsandmechanismsyhichwe
generically refer to as property managers that man-
agelow level systemresources. Theseproperty man-
agersprovide the capabilitiesthat QuO applications
mustmeasureandcontrolin orderto achieze andadapt
to levels of servicein the system. For example, we
have developeda bandwidthmanagemensystemthat
usesRSVPto resene network bandwidth providing im-
proved network responsdor the application[1]. Simi-
larly, we have built an availability examplearoundthe
Proteusdependabilitymanagemensystem[3], which
usesgroupcommunicationreplication,andfaultrecov-
ery to provide higherlevels of availability to the appli-
cation. Theseintegratedpropertymanagerganbe used
to developadaptablesurvivableapplicationdn thefol-
lowing ways:

e They can provide information indicating anoma-
lous behaior and its causes. In general, more
preciseinformation meansimproved adaptve re-
sponse. For example, unusualdelay (which we
have usedas an indicator of a potentialproblem)
couldbe causedy thenetwork, by acompromised
object,a crashedobject,a compromisechostor a
crashedhost. Givenadditionalinformation,theap-
plicationcould adaptintelligently.

e They could provide the applicationmore adapta-
tion opportunities For example,if it is thenetwork
thatis thesourceof anabnormablelay theQuOap-
plication canattemptto resene bandwidth,if such
amanageis available.

We have begunintegratingthe Proteusdependability
managef19] into the QuO-IDS exampledescribedn
Section3, in orderto illustratehow otherpropertyman-
agersworking in concertwith IDSs and adaptableap-
plicationscan producemoreflexible, survivable appli-
cations.

The QuO-IDS integration example as describedin
Section3, althoughsurvivablein the faceof sometypes
of intrusions,is hardly dependablelf oneof the sener
objectsdies,thewhole applicationdies. Usingthe Pro-
teusdependabilitymanagerit is possibleto make the
applicationmore dependablen the sensethat it can
toleratea certainnumberand type of faults. Proteus
achievesthat by replicatingthe sener objectson mul-
tiple hosts.However, in the courseof its fault recovery,
Proteususually hidesfaultsfrom the application. That
is, when an object crashesProteusrestartsit and up-
datests state to maintainalevel of dependabilitytrans-
parentto the application.In the context of a survivable,

intrusion-avareapplication faultmaskingmayhide po-
tentialcluesfor intrusion.

In conjunctionwith our researchthe University of
lllinois hasdevelopeda fault notification interface for
Proteus. Using this interface we have developeda
CORBA object,called FaultObserer, thatrecevesno-
tification from Proteusaboutfaults suchasthe unsuc-
cessfulstart of a replica, crashof a replica, and crash
of a host. Eachnotificationconsistof a setof faultin-
formationwhich canbe storedand analyzedto recog-
nize patternsof failuresthatmightindicateanintrusion.
Thefollowing aretwo examplesconditionsthat FaultO-
bsenercurrentlyrecognizes:

e POTENTIAL INTRUSIONOFHOSTX: thisindi-
categhateitherthehostnamedk crashedr replica
startattemptson this hostwereunsuccessful.

e POTENTIAL COMPROMISE OF OBJECT o:
this indicatesthat either a replica of objecto has
crashedor attemptsto starta replica of objecto
have beenunsuccessful.
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Poll value of
HO3T2
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Figure 7. Integrating Proteus in the Context of
Intrusion Detection and Response

Figure7 shavs threeSystemConditionsthatwe have
hooked up to the FaultObserer object. Each of the
top two projectsthevalueof the POTENTIAL INTRU-
SION conditionsfor oneof thetwo replicationhostsand
the bottom one projectsthe value of the POTENTIAL
COMPROMISE conditionfor a sener object.



Let usconsidera simpleclient-sener applicationthat
usesProteugo replicatethe senerandin addition,also
maintainsa non-replicatedsener. Replicationprovides
the fault toleranceand dependabilitywhereaghe non-
replicatedsener makesit possiblefor the applicationto
bypassthe replication mechanismif it choosedo. A
contractfor this applicationmay include the following
regions predicatedon the systemcondition objectsde-
scribedabove:

¢ HOST SUSPECTthe HOST INTRUDED condi-
tionis truefor oneor bothreplicationhosts.

¢ SER/ER SUSPECT the OBJECT COMPRO-
MISED conditionis truefor thenon-authenticating
sener.

Theapplications adaptve behaior mayinclude:

o If theapplicationis in the SER/ER SUSPECTre-
gion, the client’'s requestswill beredirectedto the
differentnon-replicatedener object.

¢ If the applicationis in HOST SUSPECTregion,
Proteuswill be asled not to placereplicasin the
intrudedhost(s).

In additionto the notification of crashfaults, which
Proteuscurrently provides, the University of Illinois is
alsoworking on providing notificationfor othertypesof
faults,suchastiming andvaluefaults,that could prove
usefulfor a survivableapplication.

5. Integration of QuO and Security

The survival of a QuO applicationdependon more
thanjust QuO. Attackson QuO’s ervironment,includ-
ing operatingsystems networks, andthe CORBA im-
plementationall have the potentialto completelydis-
able QuO andary applicationit supports. We assume
thattheenvironmenthassomeresistancéo suchattacks.
We do not assumehowever, that the ervironmentof-
fersuncircum\entablesecurity becauseuchsecurityis
not commonlyavailable. We rely on the ervironment
to slow down attaclers and make their attacksvisible
to IDSs. QuO applicationscanthenrespondto mary
attacksby adaptingand reconfiguring,as describedn
previoussections.

To enhancehedefensesf a QuOapplicatiorwe also
offer accesontrol. The applicationdesignercanuse
accesgontrol at the CORBA level to ensurethat only
authorizedusersandprogramsmay invoke the applica-
tion andthat unauthorizednterferencewith the appli-
cationsinternalmechanismss not possible.QuO inte-
gratesaccesgontroltechnologyin theform of Network
AssociatesOO-DTE,for this purpose.

5.1 Object-Oriented Domain Type Enforcement
(OO-DTE)

OO-DTE [24] is an object-oriented,policy-driven
mechanisnior fine-grainedcaccesgontrolin distributed
systemslt is policy-drivenbecausét basesacceson-
trol decisionson a single, explicit, written policy gov-
erninganentiredistributedapplication.The application
developerdescribeghe accessontrolsonce,and OO-
DTE enforceghesecontrolsconsistentlyatall locations
wherethe applicationruns. This approacheliminates
the needfor a developerto setoperatingsystemaccess
controlsmanuallyon every host.

OO-DTEis object-orientedecausét controlsaccess
in termsof objectsand the clients that use them. It
is fine-grainedbecausat allows control over accesgo
eachobjectand eachobject methodindividually. The
protectionit offersis thereforemore flexible thanthat
offeredby firewalls, for example.

OO-DTE doesnot assumehatan applications com-
ponentsare all trustedto the samedegree. Instead,
eachclient and objectmustauthenticateeachotherus-
ing cryptographianeangcurrentlySSL[16]).

5.2 Protecting QuO Applications

QuO applicationsusethe OO-DTE mechanismgli-
rectly for protection. The developerwrites a security
policy that controlsboth the accessof usersto the ap-
plicationandacces®f applicationcomponent$o each
other The securitypolicy refersto methodsdeclared
in CORRA IDL, andin this way, it is like QuO’s other
specificationanguagesThe securitypolicy mustcover
all of the interfacesusedin the application,including
thoseusedby QuO callbacksandby QuO delegatesfor
adaptve behaviors.

5.3 Protecting QuO Infrastructur e

The QuOinfrastructure consistingof QoScontracts,
systemconditionobjects,andakernel,is built from the
sameCORBA mechanismsas QuO applications. Just
asapplicationclientsuseCORBA to invoke methodson
applicationobjects,so QuO deleggatesuse CORBA to
invoke methodsfor accessingystemconditionobjects,
for initializing contracts,andfor causingthe kernelto
evaluatecontracts.

The QuO infrastructureis thereforesubjectto the
samekinds of attackasis every application. For ex-
ample,a maliciousprogramcouldtry to trigger QuO’s
adaptatiormechanismst the wrong time by changing
thevalueof a systemcondition,or to disableQuO alto-
getherby changingQoScontracts We protectthe QuO
infrastructureusing OO-DTE accessontrol just asfor
applications.The QuO infrastructurecodemustusean



ORB or ORBswith OO-DTE enabled(in fact, if this
were not so, OO-DTE would not work becausehe in-
frastructureandthedelgyatescouldnotestablishmutual
authenticationandthesecuritypolicy mustdescribeac-
ces<controlfor infrastructuremethods . The policy must
prohibit the delegatesfrom damaginghe infrastructure
but still give themthe accesshey needfor adaptation.

Theneedto protectthe QuOinfrastructureéhasimpli-
cationsfor the designof QuO. We assumehat threats
to QuO comefrom applicationsoftware and not from
codewithin the QuO infrastructurewe supply Then
QuO mustnot allow applicationsoftwareto runin the
sameprocessaddresspaceasthe QuO infrastructure.
OO-DTE cannotprotectQuO from maliciouscodein
the sameaddressspacebecausdhat codemay bypass
CORBA altogetherand directly accessQuO codeand
datastructures. So the infrastructurewe supply with
the QuOdistribution canbe consideregartof atrusted
computingbase(TCB) [4] andall untrustedextensions
to that infrastructureand applicationsare outsidethis
TCB andmustrunin otheraddresspacesFor example,
the QuOkernelcannotbe run securelyin the samepro-
cessasanapplicationclient, eventhoughto do sowould
enhanceerformance.

5.4. Dynamic AccessControl

Accesscontrol, just like other QoS propertiesman-
agedby QuO, may needto be changedat runtime. For
example,if anIDS notifiesQuO of a possibleintrusion,
it may be desirableto go into analertmodethatallows
the intruderto be more easilyidentified. Nonessential
processesnay be stopped,accesscontrols tightened,
andotherQoSattributessetto preestablishedalues.In
this example and others, the security policy is simply
oneaspecbf QoS.

Thereare currentlytwo waysto changeaccesson-
trols dynamicallyin QuO:

1. usingOO-DTE's policy distributiontools;
2. usingQuO’s QDL languages.

For thefirst approacha new policy is pushedrom a
central security policy managercomponento all OO-
DTE interceptors,which then begin implementingit.
For thesecondapproachQuO’s specificatiolanguages
areusedto specifyanalternatédehavior in whichaccess
to somemethodis denied asillustratedin theadaptable,
survivableexamplein Section3.

The approachof changingaccessontrolsis prefer
able. It appliesglobally, whereashe secondapproach
is purelylocalto the delggatesaffectedby the specifica-
tion. Thefirstapproachs alsomoretrustworthy thanthe
second,wherethe codeimplementingthe accesscon-

trol runsin a delegatein the client's addresspace and
thereforemaybecircumventedf theclientis malicious.

6. Experienceto Date

Although this paperreportson work in progresswe
have to this point developedsomeexperienceaboutthe
natureof applicationassistedntrusion detection,and
thefeasibility of the approactto survivability whichin-
tegratestogethera numberof morelocalizedprotection
andsecuritymechanismso achieve moreeffective cov-
erage. In this sectionwe discussfour of theseareas:
usingmultiple complementaryDSs, integratingoff the
shelf IDSs, integrating security property management,
and applicationstratgies that can complementinfras-
tructurebasedletectionandprotectionmechanisms.

6.1 Multiple, Complementary IDSs and Man-
agers

It hasbeenshavn from an experimentconductedby
MIT Lincoln Laboratoryfor DARPA thatmultiple IDS
systemganbemoreeffectivein identifyingrealattacks.
MIT LL evaluateda numberof IDSs,testingthemon a
numberof differenttypesof attacks,and scoringeach
accordingto the numberof attacksthatit detectedand
the numberof falsealarmsit raised. The resultsindi-
catedthat while noneof the IDSs overwhelminglyde-
tectedmostof the attacks,the (hypothetical)combina-
tion of thebestdetectordor eachattackresultedn more
thantwo ordersof magnitudereductionin falsealarm
rateswhile improving detectionaccuray over commer
cial and Governmentkeyword-basedsystemd5]. This
providesthemotivationfor amodelwheretherearemul-
tiple IDSs operatingconcurrently and the needto or-
ganizeandintegratetheir operationto achiese intended
applicationorientedimprovementsn survivability.

Oneof the strengthsof the QuO framework is that it
provides simplified supportfor interfacingto multiple
managerandmechanismsPart of our currentdevelop-
mentandexperimentatiorinvolvesintegratingmultiple
managerandmechanismsThefirst examplewe devel-
oped, describedin Section3, combineda commercial
off the shelf IDS with a customdeveloped(but simpli-
fied) onetailoredfor the specificneed. We arenow in
the processof developinga demonstratiorapplication
that usesthe Proteusdependabilitymanagerin combi-
nation with the Tripwire IDS. This hastwo potential
applicationsurvivability benefits. First, fault detection
informationcollectedroutinely aspart of dependability
supportcanbe usedto aid the intrusion detectionsys-
tem,andsecondthe reconfigurabilityof replicationas-
setscanbeusedo helprecoverfrom detectedntrusions.

The exampleshatwe have developed despitehaving
limited interactionbetweenmanagershave delivered



the expectedbenefits.Somemanagerssuchasmultiple
IDSs, securitypolicy managersanddependabilitynan-
agersarecomplementarandcanproducehigherlevels
of servicewhenusedtogether

6.2 Integrating COTS IDSs

If the conceptof using multiple specialpurposelDS
systemsin concertis to be viable and extensible,then
we needto beableto take off theshelfIDS systemsand
easilyinserttheminto variousapplicationcontexts. To
testour approachto this type of integration, we used
the exampledescribedn section3. The collection of
intrusiondetectionsystemsavailableto uswaslimited,
largely to thosesufficiently matureunderdevelopment
as part of the DARPA Information Survivability pro-
gram, andthoseinexpensvely available commercially
Fromthesewe chosewo to work with: Tripwire,acom-
mercially available ID discussecdearlier (and success-
fully integratedwith ourconcepexample),andJAM, an
experimentallD underdevelopmentwithin the DARPA
program.

JAM [25] is essentiallya classifiersystemthat em-
ployslearningandmeta-learningechniqueso build and
refinethe classifier JAM hasbeenusedsuccessfullyto
learnintrusionpatterndn systemtraceg5].

Oneof the major problemswe encounteredh trying
to integrate JAM with QuO is a mismatchof modesof
operation.JAM currentlyoperatesn abatchmode.Al-
thoughit is possibleto askit to classifya datasetin an
interactve mannerthe currentversiondoesnot provide
ary easyway to do it. Off-line usageprovidesonly a
smallexperimentalfootprintto complementhe current
runtimeadaptatiorin QuO, eitherasa sourceof inputs
for contractevaluationor asa mechanismo provide its
service.BecauselAM is gearedowardsstandaloneus-
agewith a GUI andnot embeddedisageaservisioned
in integratinginto aQuOervironment,t did nothave an
appropriateAP| which could easilybe usedto integrate
into QuO’s systemconditionconstructs Additionally, it
turnsout to be a comple job to createthe datadefini-
tion and datasetsthat JAM would needin the context
of andtraining for a new applicationsuchas integrat-
ing with QuO. Becauseof theseissuesthe experiment
to integrate JAM asoneof the ID systemsn our adap-
tiveapplicationcontext hasbheenpostponedpendingthe
additionof onlineusagenterfacesto JAM.

In general,the issueswe encounteredn integrating
with Tripwire andin trying to use JAM fall into two
broadcateyories:

¢ InterfaceRequirementsHow doesan application
interfacewith a COTS IDS? The bestpossibility
would be aruntimeserviceprovided by the COTS
IDS. A programmabléAP| would be the next best
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choice. The minimal requirements thatit should
be possibleto run the IDS from a CORBA object
andcommunicateesultsin andout. A runtimeser
vice or aprogrammabléPIs make thistaskeasiey
but humanorientedinterfaceshave beenencapsu-
latedsuccessfullyaswell, mostoftenwith lessflex-
ibility .

Integration Architecture: What is an appropriate
level of integration?We think thattheway we have
architectedheintegrationby meansof a CORBA
wrapperthat actsas a peerof a QuO component
is a generalpatternof usagethatwill be repeated
with otherCOT'S systemsDependingon the layer
in which the QuO componenbperatesthe COTS
systemmayprovideinputsto contractvaluationor
may provide someservice.If the COTS systemis
alreadya CORBA obijectitself, no CORBA wrap-
perwill beneeded.

6.3 Integrating Security Property Management

Basedon our experiencehusfarwith usingOO-DTE
in QuO,we canmake severalobsenations.

First, we learnedthatincorporatingOO-DTE access
control into QuO was straightforvard. BecauseOO-
DTE is implementedas CORBA interceptorsjntegrat-
ing it requiredonly minimal changego QuO code.Us-
ing OO-DTEsuccessfullyvaslargely amatterof setting
upthepolicy andcryptographicertificatescorrectlyfor
eachapplication.

Secondwe expectthatusingOO-DTEwill nolonger
be straightforvard in the presenceof mechanismshat
supportotherpropertiesFor example:

¢ Althoughaccesgontrolin thepresencef faulttol-

erantreplicationis conceptuallysimple (just give
eachreplica the sameaccessrights), the actual
implementationappearsharder In addition to
handlingapplication-lerel invocationsthereplicas
mustrun somereplicacoordinationprotocol. It is
notyet clearwhataccessightsarerequiredin this
protocol.

Using accesgontrolin the presencef a realtime
ORB [21] will mean porting the accesscontrol
mechanism analternatve ORB andensuringn-
teroperabilitybetweerORBs.

Third, building security-avare QuO applicationswill
meanallowing applicationgo have directaccesdo the
securitypolicy to inspectit and possiblyto modify it.
Currentlythisaccesss notpossible.To makeit possible
we mustencapsulaté¢he OO-DTE policy in a CORBA
objectand defineaccesanethodsfor the policy. Once



thatis done theaccessightsthemselesmustbeaccess
controlledaccordingo somemeta-level securitypolicy.

6.4. Applications Participating in Intrusion De-
tection

Our work with the QuO framework, variousproperty
managersand the integration of ID and security has
shavn that mary of the QoS propertieswith which an
applicationis concernedare the sameQoS properties
thatcanindicateanintrusionor attack.For example,by
definition denial of serviceattackswill manifestthem-
selvesby anapplicationlosingsomeserviceuponwhich
it is dependent.Lik ewise, flooding attacks,attackson
particular hosts, networks, or processesan manifest
themselesas changedn the systemconditionsmoni-
toredby QuOapplications.

We illustratedin our example applicationdescribed
in Section3 that QuO applicationscan specify normal
andabnormalpatternsof behaviorsin their regionsand
recognizevhenthesystemis operatingoutsidethesere-
gions. Many of these especiallyif codedcarefully, can
indicate patternsof attack. Slow service,loss of net-
work resourcesabnormalresponsedy sener objects,
etc. canall indicatepotentialattacks. The application
can aid IDSs by alerting them toward potentialintru-
sionsthatshouldbeanalyzedr by indicatingconditions
in which multiple IDSsshouldbedeployed.

In addition, QuO’s systemcondition objectsandin-
strumentatiomormally usedfor bottleneckidentifica-
tion andto drive resourcemanagementlecisions,can
also be usedto collect systeminformation over time
that might recognizeintrusionsthat are difficult to rec-
ognizefrom smallwindows or groupsof events,suchas
slow degradationsn service.Thisinformationcanfeed
into off-line analysiscapability suchas that currently
provided by JAM. Oneweaknes®f anomalydetection
IDSs s thatthey canbe trainedby intrudersover time
to recognizeanomalousehaior asnormal. An appli-
cationcouldaidin detectinghesetypesof intrusionsby
collectinginformationindicatingslow, deliberatedegra-
dationsof serviceor changesn behaior patterns.

Finally, we have also shown, in the example appli-
cationdescribedn Section4, that otherpropertyman-
agersandmechanismganbe usefulin intrusiondetec-
tion. We have concentratedur initial efforts on using
the Proteusdependabilitynanagerwhichin normalus-
age would attemptto mask faults that could indicate
intrusions, to collect information aboutfault patterns,
asa meansof helping recognizeintrusions. However,
other mechanismssuch as resourcemanagementre-
altime scheduling,and instrumentationcould also be
focusedon the job of intrusion detection. We intend
to continuetheseexperiments,by using Proteus,00O-
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DTE, and combinationsof IDSs in concertto create
moreintrusion-avare,adaptve, survivableapplications.

7. Related Work
7.1 OO-DTE

Section 5.1 describesthe OO-DTE accesscontrol
technologythatwe areusingin QuO.Otherrelatedtech-
nologies,however, are alsounderdevelopmentat Net-
work Associates:

¢ an alternateimplementationof OO-DTE that de-
pendson a modified Unix kernelfor greatersecu-
rity assurance;

¢ analternatamplementatiorof OO-DTEthatoffers
coarsegranularityaccesgontrolbut depend®na
firewall for enforcement.

Enhancement® OO-DTEthatwould supporimulticas-
ting are also under consideration. Eachof theseOO-
DTE technologie®fferspossiblamprovementso QuO
security

7.2 Intrusion Detection SystemReseach

Therearenumerousesearclefforts developingintru-
sion detectionsystems.Most of theseareanomalyde-
tectionsystemsmisusedetectionsystemspr a combi-
nationof thetwo. Anomaly detectionsystemsddentify
thenormalbehaior of a system oftenthroughtraining,
anddetectbehaior that deviatesfrom normal. Misuse
detectionsystemsdetectknown patternsof attack,such
as exploitation of known securityholesor recognition
of virus signaturesFor example,Columbias JAM is an
agent-basednisusedetectionsystemthat usesknown
patternsof fraudulentuse of transactionsystemsand
modelsof anomalour erranttransactiorbehaiors to
protectfinancialinformationsystemg25]. MCNC's Ji-
Naois ananomalydetectionsystemthatidentifiesnor-
mal profilesof network routingandmanagemenproto-
cols andmonitorsthe executionof protocolsin routers
and switchesto recognizedeviations from the normal
profile [9]. SRI's Emerald systemis a combination
anomalyand misusedetectionsystem[17]. UC Davis
hasdevelopeda prototypecalledGrIDS [22] thatusesa
graphbasedapproacho detectanomalousactiities on
hostcomputerandnetwork traffic betweerthem.

Most of theselDSs work by examining patternsof
systemcallsor network traffic. In almostevery casethe
IDS is working on behalf but completelyindependent
of the applications,with no interactionor involvement
from the applications. In contrast,we are examining
the waysin which the interactionand cooperationbe-
tweenlDSs, applicationsandother propertymanagers



canimprove boththe detectiorby the IDSsandthe sur
vivability of the applications.In a slightly relatedway
researcherat RST Corp. areusingapplicationprogram
behaior profilesfor intrusiondetection8].

Computationalimmunology is a special case of
anomalydetectionbasedon an analogywith biologi-
cal immunesystems.In this approachan IDS creates
a knowledgeof “self” throughtraining, with the intent
of distinguishingthat “self” from “other”, i.e., system
attaclers. Work in this areais being doneat the Uni-
versity of New Mexico [7] and ORA. The latter have
developeda CORBA immunesystenthatdefines'self”
in termsof correlationdetweemmethodinvocations.

7.3. QoS/Quorum

Therearea numberof othercomplementaryesearch
efforts in QoSfor distributedsystemsmary beingper
formed under the auspicesof DARPA's Quorum pro-
gram. Similar to the University of lllinois’ andBBN'’s
work in dependability{3], the Eternalprojectis exam-
ining the useof replicationand group communication
in CORBA applications[15]. The DIRM [1] project
createda capability for distributed applicationsto re-
sene network bandwidthin wide-areanetworks, and
adaptduring runtimeto changingnetwork resourcere-
qguirementand availability. The Darwin [2] project
concentratesn network resourceananagemenandthe
QOSME[6] projectdevelopeda Quality of Service(in
thenetwork context) managemergrnvironment.Finally,
the TAO [21] and Time-triggeredMethod Objects[12]
projectsare examining the realtime aspectsof QoSin
distributedsystems.

7.4. CIDF

TheCommonintrusionDetectionFramevork (CIDF)
effort [23], sponsoredby DARPA, is developinga com-
mon dataformat and encodingschemefor communi-
catingintrusion event, analysis,and responsenforma-
tion betweenIDSs and IDS components. CIDF's ID
dataformat,calledGeneralizedntrusionDetectionOb-
jects(GIDOs),canrepresensystemevents(suchassys-
tem log entries),the resultsof event analysisby IDSs
(suchasthe recognitionof a potentialintrusion), and
responseso eventsin a standardformat that can be
transporteccompactlyand understoodoy other CIDF-
compliantcomponents.An InternetEngineeringTask
Force (IETF) working group, the IETF Intrusion De-
tection Working Group (IDWG), hasgrown out of the
CIDF effort. CIDF concentratesn the interactionand
cooperatiorbetweenlDS components Our researchs
complementaryo this, by examiningtheinteractionbe-
tweenlIDSs andapplicationsand IDSs and other prop-
erty managers.
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8. Conclusionsand Further Work

This work is at the intersectionof threedistinct but
relatedthemes. First, is the integratedresourceman-
agementheme,underthe organizingparadigmof im-
proved Quality of Service,one dimensionof which is
concernedvith securityattributes.The seconds adapt-
ableapplicationbehavior, motivatedprominentlyby the
changingoperatingernvironmentsandQoSrequirements
frequentlyfoundin modern,highly internetworkeddis-
tributed applications. Third is the advancementf im-
proved infrastructurefor identifying, isolating and re-
spondingo informationattackdeadingto moresurviv-
ableapplications.We describedexperimentalresultsin
conceptdemonstrationdinking thesethreeideasas a
meansof describingthe technicalconceptsunderlying
each.

Our interim conclusionsto date are along each of
thesethreads,and have reinforcedthe original notions
thatledto this work:

1. Securityissuescanindeedbe developedandcon-
trolled within a common QoS umbrella, making
it both more feasibleand practicalto coordinate
securitystratgy alongwith resourceananagement
stratgyiesfor othercommonattributessuchasde-
pendabilityandrealtime performance.

. Adaptive behaior, along with infrastructureto
supportt, is bothfeasibleandpractical,asameans
of providing more user satisfyingapplicationbe-
havior underchangingcircumstanceandrequire-
ments.

. An environmentwhereapplicationswork in a co-
hesive and complementaryway to the infrastruc-
turecomponentshatareservicingthemis bothde-
sirableandfeasible,andopensup a wide spaceor
tradeof studiesregardingthe mosteffective com-
plementarycoverage of multiple objectves and
performancendcostconstraints.

At amoredetailedtechnicalevel, our conclusionsn-
cludethatthe QuO ervironmentcanbe effectively used
to supportadaptve securitypolicy, interoperatiorof off
theshelfID systemdor improvedcoverage andrecon-
figurableapplicationbehaior, which canleadto amuch
moresurvivablesetof applicationservices.

Thereareavariety of next stepsheingpursuedChief
amongtheseare:

1. Trial usageof the experimentalmiddlevare and
propertymanagersvailablecurrently, to refineand
evaluateboth the softwareengineeringandperfor
manceissuesof QuO and the integratedmecha-
nisms.



. Enablingthe technologyfor developingandpack-
aging useful, reusableadaptve behaiors, so that
they maybe exportedfrom oneervironmentto an-
othetr

Largerscaleexperimentswith multiple, morepow-
erful ID systemgroviding varyingdegreesof com-
plementaryand overlappingcoverage,andthe in-
tegrationwith morepowerful andflexible response
mechanismso controladaptve reconfiguration.

Methodsfor coordinatingapplicationlevel infor-
mation collection and behaior with systemlevel
resourcemanagemenpolicies and stratgjies for
thevariousQoSdimensionsinderinvestigation.

. Integratingtheindividual viewpointsof the system
componentsnto a more cohesve overall system
behavior.
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