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Introduc$on	
  

•  Authen$ca$on	
  of	
  public	
  keys	
  is	
  cri$cal	
  to	
  end-­‐
to-­‐end	
  encryp$on	
  

2	
  [1]	
  hVp://siliconangle.com/blog/2014/05/20/the-­‐internet-­‐strikes-­‐back-­‐global-­‐encrypted-­‐ssl-­‐traffic-­‐booms/	
  
[2]	
  hVps://letsencrypt.org/	
  

[1]	
  

[2]	
  



Introduc$on	
  

•  Authen$ca$on	
  of	
  public	
  keys	
  is	
  a0acked	
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[1]	
  hVp://www.motherjones.com/poli$cs/2013/09/flying-­‐pig-­‐nsa-­‐impersonates-­‐google	
  
[2]	
  hVps://www.eff.org/deeplinks/2011/05/syrian-­‐man-­‐middle-­‐against-­‐facebook	
  
[3]	
  hVps://www.eff.org/deeplinks/2011/08/iranian-­‐man-­‐middle-­‐aVack-­‐against-­‐googlev	
  

[1]	
  

[2]	
  

[3]	
  



Introduc$on	
  

•  Current	
  TLS	
  authen$ca$on	
  is	
  fragile	
  

[1]	
  

“Zusman	
  requested	
  the	
  DV	
  SSL	
  cer$ficate	
  from	
  CA	
  Thawte	
  using	
  the	
  
email	
  address	
  SSLCer$ficates@Live.com,	
  which	
  he	
  registered	
  with	
  the	
  

free	
  Live.com	
  webmail	
  service.”	
  [2]	
  

4	
  [1]	
  hVps://support.microsoe.com/kb/293818	
  
[2]	
  M.	
  Zusman,	
  A.	
  So$rov.	
  “Sub-­‐Prime	
  PKI:	
  AVacking	
  Extended	
  Valida$on	
  SSL.	
  BlackHat	
  ‘09.	
  



Introduc$on	
  

•  How	
  can	
  we	
  incen$vize	
  CAs	
  to	
  more	
  carefully	
  
check	
  a	
  domain’s	
  control	
  of	
  a	
  key?	
  

•  Contribu$ons:	
  
– Study	
  shortcomings	
  in	
  CA	
  accountability	
  
– Model	
  cer$ficates-­‐as-­‐an-­‐insurance	
  (CaaI)	
  as	
  a	
  way	
  
to	
  provide	
  enforceable	
  accountability	
  

– Propose	
  challenges	
  and	
  possible	
  instan$a$ons	
  of	
  
the	
  CaaI	
  model	
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Background	
  

•  SSL/TLS	
  
– SSL	
  (Netscape,	
  1994)	
  
– TLS	
  (IETF,	
  1999)	
  

•  Confiden$ality	
  through	
  
end-­‐to-­‐end	
  encryp$on	
  

•  Authen$city	
  through	
  
CA-­‐based	
  cer$fica$on	
  

Request	
  Cert	
   Issue	
  Cert	
  

Send	
  Cert	
  TLS	
  Hello	
  

CA	
  

Domain	
  

Client	
  Browser	
  
Check	
  Cert,	
  Verify	
  CA	
  Signature	
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Background	
  

•  Other	
  proposals	
  
– DANE	
  
– EV	
  Certs	
  
– Network	
  perspec$ve	
  
– Log-­‐based	
  proposals	
  
– Pinning	
  

•  Accountability	
  is	
  insufficiently	
  addressed	
  

7	
  

Enhance	
  assurance	
  with	
  exis$ng	
  
infrastructures	
  and	
  extra	
  checks	
  

Mechanisms	
  to	
  detect	
  
unauthorized	
  cer$ficates	
  



Shortcomings	
  in	
  Accountability	
  

1.  Lack	
  of	
  enforceable	
  accountability	
  
2.  Imbalance	
  of	
  control	
  and	
  liability	
  
3.  Disincen$ves	
  for	
  accountability	
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1.	
  Lack	
  of	
  enforceable	
  accountability	
  

•  Domains	
  and	
  users	
  s$ll	
  trust	
  breached	
  CAs	
  

Hacked,	
  2010	
  
33.9%	
  Market	
  Share,	
  2015	
  [1]	
  

Hacked,	
  2011	
  
Bankrupt	
  

Hacked,	
  2011	
  
30.7%	
  Market	
  Share,	
  2015	
  [1]	
  

[1]	
  hVp://w3techs.com/technologies/overview/ssl_cer$ficate/all,	
  accessed	
  1	
  Feb	
  2015	
  

(now	
  Symantec)	
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2.	
  Imbalance	
  of	
  control	
  and	
  liability	
  

•  CAs	
  have	
  power	
  but	
  clients/domains	
  are	
  liable	
  

Issue	
  Cert	
  
Send	
  Cert	
  TLS	
  Hello	
  

Issue	
  Rogue	
  Cert	
   Send	
  Rogue	
  Cert	
  TLS	
  Hello	
  

CA	
  

Domain	
  

Client	
  Browser	
  

Adversary	
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Control	
  

Liability	
  

Liability	
  



3.	
  Disincen$ves	
  for	
  accountability	
  

•  Lack	
  of	
  accountability	
  can	
  benefit	
  CAs	
  

[1]	
  hVps://blog.mozilla.org/security/2011/09/02/diginotar-­‐removal-­‐follow-­‐up/	
  
[2]	
  hVps://www.enisa.europa.eu/media/news-­‐items/opera$on-­‐black-­‐tulip	
  
[3]	
  hVp://www.computerworld.com/ar$cle/2501291/internet/trustwave-­‐admits-­‐issuing-­‐man-­‐in-­‐the-­‐middle-­‐digital-­‐cer$ficate-­‐-­‐
mozilla-­‐debates-­‐punishment.html	
  

[1]	
  
“DigiNotar	
  did	
  not	
  immediately	
  report	
  the	
  cyber-­‐aVack	
  
to	
  customers	
  or	
  government	
  authori$es…for	
  2	
  months,	
  
private	
  communica$ons	
  could	
  be	
  intercepted.”	
  [2]	
  

[3]	
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3.	
  Disincen$ves	
  for	
  accountability	
  

•  CAs	
  sell	
  cer$ficates	
  by	
  bundling	
  features	
  

Speed,	
  not	
  carefulness,	
  of	
  valida$on	
  

Support	
  bundled	
  with	
  cert	
  

Warranty	
  

Features	
  that	
  most	
  CAs	
  offer	
  

Extra	
  services	
  bundled	
  with	
  cert	
  

hVps://ssl.comodo.com/,	
  accessed	
  2	
  Feb	
  2015	
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Reputa$on	
  is	
  a	
  selling	
  point	
  



Research	
  Ques$ons	
  

1.  Enforceable	
  CA	
  Accountability	
  
2.  Collocated	
  Control	
  and	
  Liability	
  
3.  Incen$ves	
  for	
  Trustworthy	
  Behavior	
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1.	
  Enforceable	
  CA	
  Accountability	
  

•  Goal:	
  efficient,	
  effec$ve	
  enforcement	
  
•  Method	
  1:	
  Cer$ficate	
  revoca$on	
  
– Revoke	
  the	
  domain’s	
  or	
  the	
  CA’s	
  cer$ficate	
  
– Challenge:	
  avoid	
  collateral	
  damage	
  to	
  other	
  certs	
  

•  Method	
  2:	
  Out-­‐of-­‐Band	
  Solu$ons	
  
– e.g.	
  legal	
  claims,	
  lawsuits	
  
– Challenge:	
  many	
  jurisdic$ons,	
  slow	
  legal	
  process	
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2.	
  Collocated	
  Control	
  and	
  Liability	
  

•  Goal:	
  transfer	
  control	
  to	
  domains	
  and	
  clients	
  
– e.g.	
  through	
  trust	
  agility,	
  network	
  perspec$ve	
  
– Challenge:	
  who	
  has	
  control	
  over	
  what	
  aspects?	
  

•  Goal:	
  transfer	
  liability	
  to	
  CAs	
  and	
  browsers	
  
– Challenge:	
  how	
  to	
  quan$fy	
  damages?	
  
– Challenge:	
  whom	
  does	
  the	
  CA	
  pay?	
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3.	
  Incen$ves	
  for	
  Trustworthy	
  Behavior	
  

•  Goal:	
  incen$vize	
  more	
  careful	
  checks	
  
– CAs	
  should	
  want	
  to	
  hold	
  themselves	
  accountable	
  
– Enforceable	
  accountability,	
  balanced	
  control	
  and	
  
liability	
  would	
  provide	
  these	
  incen$ves	
  

•  Likely	
  economic	
  incen$ves	
  
– Disincen$ves	
  against	
  hiding	
  breaches,	
  lax	
  checks	
  
–  Incen$ves	
  for	
  strict	
  checks	
  such	
  as	
  EV	
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Adversary	
  

Proposal:	
  Cer$ficates-­‐as-­‐an-­‐Insurance	
  

•  Our	
  CaaI	
  Model	
  

Rogue	
  
Cert	
  TLS	
  Hello	
  

CA	
  

Domain	
  

Client	
  Browser	
  
Check	
  Cert,	
  Verify	
  CA	
  Signature	
  

Hold	
  CA	
  accountable	
  
Pay	
  insurance	
  

benefit	
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CaaI	
  Goals	
  

•  Prevent	
  CA	
  laziness:	
  CAs	
  should	
  not	
  benefit	
  
from	
  failing	
  to	
  carefully	
  check	
  domains’	
  keys	
  

•  Ensure	
  CA	
  penalty:	
  misbehaving	
  CAs	
  should	
  
not	
  be	
  able	
  to	
  prevent	
  an	
  insurance	
  payout	
  

•  Prevent	
  insurance	
  fraud:	
  Triggering	
  a	
  payout	
  
without	
  misbehavior	
  should	
  not	
  be	
  possible	
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Possible	
  Approach:	
  Secret	
  Sharing	
  

•  Overview	
  
–  Insurance	
  payout	
  (e.g.	
  an	
  electronic	
  check)	
  is	
  split	
  
using	
  secret	
  sharing	
  

– Threshold	
  number	
  of	
  shares	
  proves	
  misbehavior	
  
and	
  triggers	
  payout	
  

•  Challenges	
  
– Who	
  manages	
  the	
  shares?	
  
– How	
  do	
  we	
  define	
  and	
  iden$fy	
  misbehavior?	
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Possible	
  Approach:	
  Public	
  Commitments	
  

•  Overview	
  
– CA	
  makes	
  a	
  public	
  commitment	
  (e.g.	
  in	
  the	
  cert)	
  
– Bitcoin	
  payment	
  to	
  some	
  set	
  of	
  domains	
  if	
  CA	
  
misbehavior	
  is	
  proved	
  

•  Challenges	
  
– Ensuring	
  commitments	
  are	
  public	
  and	
  consistent	
  
– Nego$a$on	
  and	
  expression	
  of	
  condi$ons/proofs	
  
– Claiming	
  and	
  enforcing	
  payout	
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Conclusions	
  

•  We	
  must	
  move	
  towards	
  making	
  CAs	
  
voluntarily	
  hold	
  themselves	
  accountable	
  

•  CaaI	
  provides	
  incen$ves	
  for	
  greater	
  
accountability	
  

•  We	
  encourage	
  future	
  work	
  to	
  address	
  the	
  
details	
  of	
  instan$a$ng	
  CaaI	
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Thank	
  you!	
  Ques$ons?	
  


