
Efficient Protocols for Signing Routing Messages

Kan Zhang
Cambridge University Computer Laboratory
Pembroke Street, Cambridge CB2 3QG, UK

Email kz200@cl.cam.ac.uk

Abstract

In this work, we aim to reduce the computational costs
of using public-key digital signatures in securing routing
protocols. Two protocols (COSP and IOSP) using one-time
digital signatures are introduced to provide the functionality
of public-key digital signatures. Our protocols are intended
to be used in place of public-key digital signatures for sign-
ing all kinds of message exchanges among routers. We ob-
tained more than ten-fold increase in speed compared with
public-key signatures. Our protocols overcome the short-
comings identified in previous works, such as timing con-
straints, limited applications and high storage and compu-
tational costs for volatile environments [12].

Since our protocols are non-interactive, they provide full
functionalityof a true signature. However, our protocols are
not intended for replacing public-key infrastructures com-
pletely. Instead, public-key infrastructures are used to set
up COSP and IOSP. As a general approach, our protocols
can be used with public-key cryptosystems for efficient mes-
sage signing in much the same way as secret-key cryptosys-
tems are used in conjunction with public-key systems for
efficient data encryption.

1. Introduction

Routing protocols distribute information regarding the
topology of network among the routers in the network. Dis-
seminating routing information reliably is essential to Inter-
net routing protocols. The routing information each router
receives from others serves as the basis for forwarding pack-
ets from their source to their destination. Withoutaccurate
routing information, packet transmission through the net-
work is at best inefficient and at worst may fail completely.

The routing protocols that operate in the Internet are all
subject to certain sorts of attacks. Because routers function
cooperatively based on the routing information they receive
from their peer routers, they are all threatened by the pos-
sibility that routing information might be replayed, or that

new bogus routing information might be generated and in-
serted into the communication.

Presently, many Internet routing protocols (RIP [23],
OSPF [28], ISIS [15], IDRP [16]) reserve fields in the
packet format for authentication use. However, the
strongest authentication mechanism defined for these fields
in some protocols (RIP, OSPF, ISIS) is clear-text passwords.
The sniffer attacks demonstrate that clear-text passwords
are not strong enough protection. Cryptographic protec-
tion of source authenticity and message integrity provides
stronger protection.

Considerable work has been done to secure various rout-
ing protocols [30, 37, 17, 10, 24, 36, 18, 35]. In many of
these approaches, public-key digital signatures are used to
provide authenticity and integrity of routing messages. Us-
ing digital signatures by itself does not protect against the
internal threat of a faulty router. However, it does protect
routing information against faulty intermediate routers as
well as external intruders. In short, digital signature helps
to achieve [36]:

� Byzantine robustness to faults in non-routing nodes in
an internet,

� Byzantine robustness to faults in routing nodes con-
cerning links not incident on those nodes, and

� simple robustness of all other faults in routing nodes.

However, public-key digital signatures can be costly.
Generating and verifying public-key digital signatures are
time-consuming. In routing protocol context, message ex-
change among routers happens very frequently and digital
signatures have to be generated and verified in real time.
In link-state routing protocols, verification of digital signa-
tures can be more of a problem, since each message sig-
nature is verified by a large number of routers. When links
and nodes fluctuate, the pain is particularly felt since routers
have to update their routing tables in a timely fashion.

In this paper, we propose some protocols that can sub-
stantially reduce the computational costs of using digital
signatures. Our approaches use one-time digital signatures
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based on one-way hash functions. The paper is organized
as follows. In Section 2, we give some introduction to one-
time signature schemes. Previous work is briefly discussed
in Section 3. Two new protocols, COSP and IOSP, are pre-
sented in Section 4 and 5, respectively. Performance issues,
storage requirements and comparisons of these two proto-
cols are addressed in the following 3 Sections. The applica-
bility of our protocols as efficient alternatives to public-key
digital signatures is discussed in Section 9. Finally, we con-
clude in Section 10.

2. One-time Signature Schemes

One-time signature schemes are based on a public func-
tionf that is easy to compute but computationally infeasible
to invert, for suitable definitions of “easy” and “infeasible”.
Such functions are called one-way functions (OWF) and
were first employed for use in login procedures by Need-
ham [39]. If the output of a one-way function is of fixed
length, it is called a one-way hash function (OWHF). More
precisely, the definition of OWHF is given as [3]:
Definition A functionh that maps bit strings, either of an
arbitrary length or a predetermined length, to strings of a
fixed length is a OWHF if it satisfies three additional prop-
erties:

� Givenx, it is easy to computeh(x)

� Givenh(x), it is hard to computex

� It is hard to find two valuesx andy such thath(x) =
h(y), butx 6= y.

Some authors describe the third property ascollision-
resistance.

One-time signature scheme was first introduced by Lam-
port [19, 8]. For signing a single bit, choose as the se-
cret key two valuesx1 andx2 (representing ‘0’ and ‘1’)
at random and publish their images under a one-way func-
tion y1 = f(x1) andy2 = f(x2) as the public key. These
x’s and y’s are calledsecret key componentsand public
key components, respectively. To sign a single bit mes-
sage, reveal the pre-image corresponding to the actual ‘0’
or ‘1’. For signing longer messages, several instances of
this scheme can be used.

Motivated by Lamport’s approach, many researchers
have subsequently proposed more efficient one-time signa-
ture schemes. Merkle [26, 25] proposed an improvement
which reduces the number of public key components in the
Lamport method by almost two-fold. Instead of generating
two x’s and twoy’s for each bit of the message, the signer
can generate only onex and oney for each bit of the mes-
sage to be signed. When one of the bits in the message
to be signed is a ‘1’, the signer releases the corresponding

value ofx; but when the bit to be signed is a ‘0’, the signer
releases nothing. Because this allows the receiver to pre-
tend that he did not receive some of thex’s, and therefore
to pretend that some of the ‘1’ bits in the signed message
were ‘0’, the signer must also sign count of the ‘0’ bits in
the message. Now, when the receiver pretends that a ‘1’ bit
was actually a ‘0’ bit, he must also increase the value of the
count field, which can’t be done. Because the count field
has onlylog

2
n bits in it, the signature size is decreased by

almost a factor of two, i.e., from2n ton + blog
2
nc+ 1.

As an example, if we wished to sign the 8-bit message
‘0100 1110’ we would first count the number of ‘0’ bits
(there are 4) and then append a 3-bit count field (with the
value 4) to the original 8-bit message producing the 11-bit
message ‘0100 1110 100’ which we would sign by releasing
x[2], x[5], x[6], x[7] andx[9]. The receiver cannot pretend
that he did not receivex[2], because the resulting erroneous
message ‘0000 1110 100’ would have 5 ‘0’s in it, not 4.
Similarly, pretending he did not receivex[9] would produce
the erroneous message ‘0100 1110 000’ in which the count
field indicates that there should be no ‘0’s at all. There is
no combination ofx’s that the receiver could pretend not to
have received that would let him concoct a legitimate mes-
sage.

Winternitz [25] proposed an improvement which reduces
the signature size by several folds at the expense of in-
creased computational effort. In Winternitz’s method, the
OWF is applied to two secret key components iteratively
for a fixed number of times, resulting in a two-component
public key. Meyer and Matyas [27] proposed as a further
improvement to use more than two chains of function eval-
uations. Their scheme was generalized further in [9] and
later in [38] to a scheme withl chains of lengthk where the
signatures consist of one node ineach chain such that the
total sum of the levels of these nodes (within their chains)
is constant.

The schemes described so far can only be used to sign
a single message. Merkle [25, 26] proposed so-called tree-
authentication schemes for signing several messages con-
secutively with a single public key. Multiple keys can be
put on the leaves of an authentication tree and authenticated
through the paths of the tree. Vaudenay [38] showed an im-
proved scheme requiring less memory. Bleichenbacher and
Maurer [5, 6, 7] formalized the concept of one-time signa-
tures using directed acyclic graphs and proved some the-
oretical results. These schemes for signing multiple mes-
sages use a single public key for verification, a feature re-
sembles public-key cryptography. However, it is achieved
at higher computational costs.
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3. Related Work

Hauser et al. [12] have identified the high costs of using
public-key digital signatures in securing link-state routing
protocols and proposed two techniques for efficient and se-
cure processing of link state updates. The first technique
(SLS) is geared towards a relatively stable internetwork en-
vironment using a single chain of hashes as authentication
tokens. Each hash can be seen as a one-time signature for
one bit of information, i.e., no link adjacent to the signing
router changes state. In order to sign more than one bit of
information, a second technique (FLS) has been presented
using a set of hash chains with every pair of them represent
the status, i.e. UP and DOWN respectively, of a single link.
These hash chains can be seen as one-time signatures of the
status of each link.

As have been noted by the authors (first 3 points), their
techniques are limited in the following aspects:

� Very frequent state changes
If the environment is such that link and node outages
occur very often, FLS becomes unworkable since hash
chains are used in agreement with pre-set time inter-
vals. The pre-set time intervals are needed to guard
against delay-and-forge attack by intermediate mali-
cious routers. (We will say more about it later.)

� Clock drifts
If the clocks of routers are not synchronized within the
window of the pre-set time interval, the above delay-
and-forge becomes possible even if the hashes are sent
out at pre-set time intervals, since there is no guarantee
of timeliness/freshness of signatures.

� Multiple-valued link costs
In FLS, link state is assumed to be binary: UP or
DOWN, i.e., the cost of a link is a fixed number. If
multi-valued link costs are supported, the number of
hash chains has to grow by a factor ofm - the number
of all possible values of link costs. Considering the in-
creased storage and computation costs, it may be more
efficient to resort to public-key digital signatures.

� Large or changing number of links
In FLS, the signature size is proportional to the number
of links. If the number of links is large, the storage re-
quirements might render the scheme infeasible. If the
number of links changes, the number of hash chains
has to change, too. So does the signature size.

� Applicability to other routing messages
Their approaches can only be used as signatures for
Link State Updates (LSUs), since the meaning of the
hash chains is fixed. They cannot be used for arbitrary
messages.

In this paper, we present protocols based on one-time
signatures that overcome these deficiencies. Our protocols
are non-interactive and provide the full functionality of a
true signature.

4. Chained One-time Signature Protocol

Chained One-time Signature Protocol (COSP) over-
comes the last 3 shortcomings of FLS listed above. In-
stead of signing the status of each link, in COSP we sign
the whole routing message. The signature size is fixed irre-
spective of the message content.

We assume there is a public-key infrastructure available
as used in previous works, e.g., [30, 24, 12]. However, in
order to reduce the high computational costs, the public-key
infrastructure is not used to sign routing messages directly
as in previous approaches. Instead we use the the public-key
infrastructure to set up COSP.

Let Mi be theith routing message to be sent and two
hash functionsf andh are agreed upon by all parties. Hash
functionf is applied to the messageMi to obtain its hash
f(Mi). This hash valuef(Mi) is to be signed to provide
authenticity and integrity of messageMi. Suppose the out-
put of hash functionf is l-bit long. Using Merkle’s scheme
[25], we needn(= l + blog

2
lc + 1) one-time public key

components to signf(Mi).
In order to sign more than one message, we need mul-

tiple sets of these one-time public key components. How-
ever, if we keep a large number of these sets, the storage re-
quirements may become prohibitive, since each router has
to keep a copy of these sets from every other router in link
state routing. Instead, we derive multiple sets of public key
components from hash chains by repeated hashing of the
public key components in the first set. Hence, the sets of
one-time public key components and secret key components
are inter-linked, i.e., theith set of secret key components are
used as the(i + 1)th set of public key components.

The forming of a hash chain
h
1(x); � � � ; hi(x); � � � ; hn(x) of length n from a bit

stringx is as follows:h0(x) = x andhi(x) = h(hi�1(x))
for i = 1; � � � ; n, whereh can be, for example, MD5 or
SHA. Hash chains have been widely used in a number
of applications, such as one-time authentication [20, 11],
micro-payment [1, 13, 29, 32], conditional anonymity [14],
non-repudiation [2] and certificate revocation [22].

Suppose we want to be able to signk messages for each
Setup. Our basic protocol goes as follows:

� Setup

1. Each router chooses at random as secret key com-
ponentsxj, j = 1; :::; n.
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2. Each router prepares a table ofn hash chains of
lengthk:

0 h
0(x1); h

0(x2); � � � ; h
0(xn)

1 h
1(x1); h

1(x2); � � � ; h
1(xn)

...
...

...
...

...
k h

k(x1); h
k(x2); � � � ; h

k(xn)

3. Each router broadcasts thekth row of his table
signed using public-key cryptography.

4. Each router verifies the receivedhk’s from other
routers are good using public-key cryptography
and stores them asvj, j = 1; � � � ; n. Thesevj ’s
are the one-time public key components of the
corresponding router.

� Signing theith messageMi

1. Obtain an-bit binary stringg by concatenating
f(Mi) with a count field using Merkle’s method
as explained above.

2. Form the one-time signature by concatenating the
hash valueshk�i(xj) in the(k � i)th row of the
table for allj such thatgj = 1, wheregj is the
jth bit of stringg.

� Verification

1. Obtain then-bit binary stringg by concatenating
f(Mi) with a count field using Merkle’s method
as explained above.

2. For allj such thatgj = 1, check if

h
i�i0(rj) = vj; (1)

whererj andvj are the received and stored value
for thejth bit, respectively, andvj is last updated
for messagei0.

3. If true, accept the message andupdatevj with
valuerj so that when he evaluates Eq. (1) for
messagei00 > i in the future he only needs to
performi

00 � i hash computations.

Using COSP, we are able to sign arbitrary messages for
a pre-determined number of times. However, the routers
have to sign messages at fixed time intervalT and their
clocks have to be synchronized within time windowT , as
in the schemes of Hauser et al. [12]. Otherwise, we suf-
fer from the same delay-and-forge attack as shown in [12].
For example, a malicious intermediate router receives the
ith message from router A, in which thejth bit in the mes-
sage digest is ‘0’ and he wants to impersonate router A with
a forged messageF whose message digest is the same as
the trueith message except that thejth bit is ‘1’. He keeps

the message and waits for the(i + 1)th message from A.
If the jth bit in the(i + 1)th message digest is ‘1’, then he
can compute the hash value for thejth bit in ith message by
hashing thejth value he gets in(i+ 1)th message. Now he
can forge a good signature for messageF and forwardF to
next router. If the next router has a clock drift of more than
T , the forged message will be accepted as both timely and
genuine.

5. Independent One-time Signature Protocol

In COSP as well as in FLS, delay-and-forge attack is
possible because different sets of one-timepublic key com-
ponents and secret key components are inter-linked, i.e., the
ith set of secret key components are used as the(i+1)th set
of public key components. One way to overcome the first
two shortcomings of FLS is to remove this link as used in
Independent One-time Signature Protocol (IOSP).

In Independent One-time Signature Protocol (IOSP),
each set of secret key components, and therefore the corre-
sponding public key components, are chosen independently
from one another. Every set of secret and public key compo-
nents are used only once. In order to sign messages consec-
utively, in every signed message, a public key for verifying
the next message is enclosed. However, we don’t have to
put the public key components themselves in the message,
which will results in considerable message expansion. In-
stead, for verifying next message, we only need to give as
public keyP the hash value of the list of public key compo-
nents for next message. The protocol goes as follows:

� Setup

1. Each router chooses at random as secret key com-
ponentsxj, j = 1; :::; n.

2. Each router computes one-time public keyP =
h(h(x1)k � � �kh(xn)), wherek means concate-
nation.

3. Each router signsP using public-key cryptogra-
phy and broadcastsP with its public-key signa-
ture.

4. Each router verifies the receivedP ’s from other
routers are good using public-key cryptography
and stores them.

� Signing theith messageMi

1. Choose at random as secret key components for
next messagex0j, j = 1; :::; n.

2. Compute one-time public keyP 0 for next mes-
sage asP 0 = h(h(x0

1
)k � � �kh(x0n)).

3. Obtain an-bit binary stringg by concatenat-
ing f(MikP

0) with a count field using Merkle’s
method as explained above.
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4. Compute one-time signatureS by concatenating
signature componentssj , j = 1; � � � ; n, given by

sj =

�
h(xj) if gj = 0
xj if gj = 1

wheregj is thejth bit of stringg.

5. Send out message(MikP
0) with one-time signa-

tureS.

6. Updatexj with valuex0j .

� Verification

1. Obtain then-bit binary stringg by concatenat-
ing f(MikP

0) with a count field using Merkle’s
method as explained above.

2. ComputeV = h(v1kv2k � � �kvn), wherevj , j =
1; � � � ; n is given by

vj =

�
rj if gj = 0
h(rj) if gj = 1

whererj is the receivedjth signature component
andgj is thejth bit of stringg.

3. If V = P , accept the message andupdateP with
valueP 0.

6. Performance

IOSP needs at mostn+ 1 hash computations to verify a
one-time signature. On average, COSP needs similar com-
putation while IOSP needs about half of that. We tested the
signature verification speeds of IOSP using MD5 [31] for
bothf andh and compared with RSA [33] signature veri-
fication using 1024-bit modulus and 8-bit public-exponent
on a 200MHz Pentium PC running Windows NT 4.0 with
64MB RAM. The crypto library we used was CryptoLib 1.1
by Jack Lacy et al. [21]. We observed around 133,000 hash
computations per second for MD5 and around 110 signature
verifications per second for RSA. Roughly speaking, signa-
ture verification using IOSP runs more than 10 times faster
than RSA.

For signature generation, our protocols use little time.
Whereas, for small public exponents RSA signature gener-
ation is much slower than RSA signature verification.

On average, one-time public key components generation
for COSP and IOSP needsn hash computations. However,
this can be done off-line.

7. Storage Requirements

The storage requirement for one-time public keyP in
IOSP is quite small, i.e., one hash-length per router. For

MD5, it is only 16 bytes per router. The storage re-
quirement for one-time public key components in COSP is
(l + blog

2
lc + 1) � m bits for each router, wherel and

m are the output length (in bits) of hash functionf andh,
respectively. If we have 1000 routers in a routing domain,
the storage requirement is about 2MB. It is not likely to be
a burden for link state routing in small routing domains or
for distance vector routing. However, if memory space is a
problem, possibly in the case of link state routing in large
routing domains, we can resort to IOSP.

The storage requirement for one-time secret key compo-
nents in IOSP is a few thousand bytes, e.g., 2KB for MD5.
In COSP it isk times of that, wherek is the number of mes-
sages we plan to sign for each Setup. Alternatively, storage
requirement can be reduced to that of IOSP by just storing
xi. However, we need to don � (i � 1) hash computa-
tions for generating the secret key components for theith
message. As a tradeoff between computation and storage,
we can store the valuesxi, hc(xi), h2c(xi), � � �, for somec
[20].

The storage requirement for one-time secret key compo-
nents in both IOSP and COSP can be further reduced to a
single value by generating all the secret key components in
a pseudo-random fashion from a single secret key as used
in [34, 4].

8. Comparison between COSP and IOSP

Generally speaking, IOSP signature verification runs
twice as fast as COSP and IOSP uses less memory for
storing the one-time secret key components and public key
components. However, on average the signature size of
COSP is roughly half of that of IOSP, e.g., 2KB for IOSP
and 1KB for COSP using MD5.

Another attraction of COSP is that if router A misses
some messages from router B, A can easily catch up since
future secret key components can be authenticated using
past public key components. Whereas, in IOSP if router
A misses a message from router B, they have to re-setup.
Therefore, COSP is more tolerant of unreliable packet de-
livery. However, COSP has to be used with timing con-
straints.

9. Applicability as Efficient Alternatives to
Public-key Signatures

In addition to securing routing messages, our protocols
can be used as efficient alternatives to public-key digital
signatures for signing arbitrary messages. Our protocols
are non-interactive, and hence, especially useful for signing
broadcasted messages with a relatively stable audience.

As a general approach, the way our protocols being used
with public-key systems for message signing is similar to
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that of secret-key cryptography being used with public-key
systems for data encryption. Since public-key encryption is
expensive, in real systems we often use public-key systems
to exchange session keys which are then used by secret-
key systems to encrypt data. In our case, we use public-
key cryptosystems to establish public key (components) for
one-time signature schemes and use one-time signature pro-
tocols for signing messages.

10. Conclusion

In this work, we aim to reduce the computational costs
of using public-key digital signatures in securing routing
protocols. Two protocols (COSP and IOSP) using one-time
digital signatures are introduced to provide the functionality
of public-key digital signatures. Our protocols are intended
to be used in place of public-key digital signatures for sign-
ing all kinds of message exchanges among routers. We ob-
tained more than ten-fold increase in speed compared with
public-key signatures.

Our protocols overcome the deficiencies identified in
previous works, such as timing constraints, limited applica-
tions and high storage and computational costs for volatile
environments [12]. The signature size and computational
costs of our protocols are fixed irrespective of the size or
content of message being signed. IOSP can be used at any
frequency without timing constraints.

Since our protocols are non-interactive, they provide full
functionality of a true signature. However, our protocols are
not intended for replacing public-key infrastructures com-
pletely. Instead, as in previous work [12], public-key in-
frastructures are used to setup COSP and IOSP. Public-key
cryptography is good at building the initial trust among
users on a large and segmented network, like the Internet.

As a general approach, our protocols can be used with
public-key cryptosystems for efficient message signing in
much the same way as secret-key cryptosystems are used in
conjunction with public-key systems for efficient data en-
cryption.
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