
Im
p
ro
v
in
g
In
te
rn
e
t
R
o
u
tin
g
R
o
b
u
stn
e
ss

ftp
:/
/
e
n
g
r.a
n
s.n
e
t/
p
u
b
/
slid
e
s/
n
d
ss/
fe
b
-1
9
9
9
/

C
u
rtis
V
illa
m
iz
a
r
<

c
u
rtis@
a
n
s.n
e
t
>

�

H
o
w

d
o
e
s
In
te
rn
e
t
ro
u
tin
g
w
o
rk
?

�

H
o
w

n
o
tic
e
a
b
le
a
re
ro
u
tin
g
re
la
te
d
o
u
ta
g
e
s?

�

W
h
y
h
a
v
e
ro
u
tin
g
a
tta
c
k
s
n
o
t
o
c
c
u
rre
d
?

�

W
h
a
t
m
e
a
su
re
s
a
re
b
e
in
g
ta
k
e
n
to
d
a
y
?

�

A
p
p
ro
a
c
h
e
s
to
im
p
ro
v
e
e
x
te
rn
a
l
ro
u
tin
g
ro
b
u
stn
e
ss.



H
o
w

d
o
e
s
In
te
rn
e
t
(B
ig
-I)
ro
u
tin
g
w
o
rk
?

�

T
h
e
In
te
rn
e
t
is
b
ro
k
e
n
u
p
in
to
A
u
to
n
o
m
o
u
s
S
y
ste
m
s
(A
S
)

{

A
n
A
S
is
a
n
a
d
m
in
istra
tiv
e
b
o
u
n
d
a
ry.
E
a
c
h
IS
P

h
a
s
1
o
r

m
o
re
A
S
.
M
a
jo
r
IS
P
s
h
a
v
e
1
0
s
o
f
A
S
.

�

W
ith
in
a
n
A
S
a
n
In
te
rio
r
G
a
te
w
a
y
P
ro
to
c
o
l
(IG
P
)
is
u
se
d
.

{

O
S
P
F
a
n
d
IS
-IS
a
re
u
se
d
e
x
c
lu
siv
e
ly.
N
o
m
a
jo
r
IS
P

u
se
s

R
IP
-2
o
r
E
IG
R
P
in
th
e
ir
b
a
c
k
b
o
n
e
s.

{

R
o
u
te
rs
w
ith
in
a
n
A
S
a
re
u
n
d
e
r
c
o
m
m
o
n
a
d
m
in
istra
tio
n
.

�

E
x
te
rn
a
l
ro
u
te
s
(in
te
r-A
S
ro
u
te
s)
a
re
c
a
rrie
d
b
y
B
G
P
-4

{

IB
G
P
is
u
se
d
w
ith
in
a
n
A
S
to
c
a
rry
e
x
te
rn
a
l
ro
u
te
s.

{

E
B
G
P
is
u
se
d
to
e
x
c
h
a
n
g
e
ro
u
te
s
a
m
o
n
g
a
d
ja
c
e
n
t
p
e
e
rs.

{

In
te
r-A
S

ro
u
tin
g
(E
B
G
P
)
re


e
c
ts
ro
u
tin
g
p
o
lic
y
th
a
t
is

d
e
te
rm
in
e
d
b
y
b
u
sin
e
ss
re
la
tio
n
sh
ip
s.



S
o
m
e
c
h
a
ra
c
te
ristic
s
o
f
In
te
rn
e
t
R
o
u
tin
g

1
.
P
h
y
sic
a
l
to
p
o
lo
g
y
is
re
la
tiv
e
ly
sta
tic
.

2
.
L
o
g
ic
a
l
to
p
o
lo
g
y
(A
S

b
o
u
n
d
a
rie
s
a
n
d

a
d
ja
c
e
n
c
ie
s)
is
re
la
-

tiv
e
ly
sta
tic
.

3
.
R
o
u
tin
g
is
h
ig
h
ly
d
y
n
a
m
ic
.

4
.
T
h
e
re
a
re
ju
st
u
n
d
e
r
4
,0
0
0
A
S
n
u
m
b
e
rs
in
u
se
.

5
.
T
h
e
g
lo
b
a
l
ro
u
tin
g
ta
b
le
h
a
s
a
b
o
u
t
6
0
,0
0
0
ro
u
te
s.

6
.
T
y
p
ic
a
l
d
a
y
s
se
e
p
e
a
k
s
o
n

th
e
o
rd
e
r
o
f
th
o
u
sa
n
d
s
o
f
a
n
-

n
o
u
n
c
e
m
e
n
ts
in
a
�
fte
e
n
m
in
u
te
m
e
a
su
re
m
e
n
t
in
te
rv
a
l.

7
.
L
a
st
w
e
e
k
(fo
r
e
x
a
m
p
le
)
sa
w

a
p
e
a
k
in
te
rv
a
l
o
v
e
r
6
,0
0
0
a
n
d

n
u
m
e
ro
u
s
a
d
ja
c
e
n
t
in
te
rv
a
ls
in
th
e
2
,0
0
0
-4
,0
0
0
ra
n
g
e
.

8
.
T
h
e
se
c
h
a
ra
c
te
ristic
s
m
u
st
b
e
c
o
n
sid
e
re
d

w
h
e
n

e
x
a
m
in
in
g

sc
a
lin
g
p
ro
p
e
rtie
s
o
f
p
ro
p
o
sa
ls.



C
h
a
ra
c
te
ristic
s
o
f
In
te
rn
e
t
ro
u
te
se
le
c
tio
n

1
.
R
o
u
tin
g
p
ro
to
c
o
ls
im
p
lic
itly
p
re
fe
r
m
o
re
sp
e
c
i�
c
ro
u
te
s
u
n
le
ss

e
x
p
lic
it
c
o
n
�
g
u
ra
tio
n
p
e
r
ro
u
te
d
ic
ta
te
s
o
th
e
rw
ise
.

2
.
R
e
g
a
rd
le
ss
o
f
a
ll
o
th
e
r
p
a
th

a
ttrib
u
te
s,
if
a
m
o
re
sp
e
c
i�
c

ro
u
te
is
a
c
c
e
p
te
d
,
tra
�
c
w
ill
b
e
d
ire
c
te
d
to
w
a
rd
th
a
t
ro
u
te
.

3
.
If
a
n
e
rro
n
e
o
u
s
ro
u
te
c
o
v
e
rs
c
ritic
a
l
h
o
sts
su
c
h
a
s
D
N
S
se
rv
e
rs

o
r
W
W
W

se
rv
e
rs,
a
d
e
n
ia
l
o
f
se
rv
ic
e
c
a
n
o
c
c
u
r.

4
.
M
a
n
y
p
ro
v
id
e
rs
a
c
c
e
p
t
a
ll
ro
u
te
s
fro
m

p
e
e
rs,
w
ith
m
in
im
a
l

�
lte
rin
g

b
u
t
lo
w
e
r
B
G
P

L
O
C
A
L
P
R
E
F

(w
h
ic
h

d
o
e
s
n
o
t

o
v
e
rrid
e
a
m
o
re
sp
e
c
i�
c
ro
u
te
fro
m

o
v
e
rrid
in
g
a
le
ss
sp
e
c
i�
c
).

5
.
A

le
a
st
o
n
e
m
a
jo
r
p
ro
v
id
e
r
d
o
e
s
n
o
t
�
lte
r
ro
u
te
a
n
n
o
u
n
c
e
-

m
e
n
ts
fro
m

its
c
u
sto
m
e
rs.

6
.
M
isc
o
n
�
g
u
ra
tio
n
b
y
a
c
u
sto
m
e
r
c
a
n
c
a
u
se
w
id
e
sp
re
a
d
d
e
n
ia
l

o
f
se
rv
ic
e
fo
r
a
sp
e
c
i�
c
p
re
�
x
if
th
e
re
a
re
n
o
sa
n
ity
�
lte
rs.

7
.
R
o
u
te
r
so
ftw
a
re
e
rro
r
o
r
ra
d
ic
a
l
m
isc
o
n
�
g
u
ra
tio
n
c
a
n
c
a
u
se

a
n
o
u
ta
g
e
fo
r
a
w
id
e
ra
n
g
e
o
f
p
re
�
x
e
s.



H
o
w

n
o
tic
e
a
b
le
a
re
ro
u
tin
g
re
la
te
d
o
u
ta
g
e
s?

�

O
u
ta
g
e
s
c
a
n
b
e
w
id
e
sp
re
a
d
a
n
d
c
a
n
g
e
t
w
id
e
p
re
ss
c
o
v
e
ra
g
e
.

�

F
o
r
e
x
a
m
p
le
c
o
n
sid
e
r
th
e
in
c
id
e
n
t
o
n
A
p
ril
2
5
,
1
9
9
7
.

h
t
t
p
:/
/
w
w
w
.n
e
w
s
.c
o
m
/
N
e
w
s
/
It
e
m
/
0
,4
,1
0
0
8
3
,0
0
.h
t
m
l?
la
t
e
s
t

\
R
o
u
te
r
g
litc
h
c
u
ts
N
e
t
a
c
c
e
ss"
B
y
N
ic
k
W
in
g
�
e
ld
,
S
ta
�
,

C
N
E
T

N
e
w
s.c
o
m

h
t
t
p
:/
/
w
w
w
.w
ire
d
.c
o
m
/
n
e
w
s
/
t
e
c
h
n
o
lo
g
y
/
s
t
o
ry
/
3
4
4
2
.h
t
m
l
\
N
e
t

O
u
ta
g
e
:
T
h
e
O
o
p
s
H
e
a
rd
'R
o
u
n
d
th
e
W
o
rld
"
b
y
M
ic
h
a
e
l

S
tu
tz
,
W
ire
d

h
t
t
p
:/
/
w
w
w
.m
e
rit
.e
d
u
/
ip
m
a
/
p
re
s
s
/
d
e
a
t
h
.h
t
m
l
O
th
e
r
a
rtic
le
s
o
n

th
is
a
re
liste
d
o
n
th
e
IP
M
A
\
D
e
a
th
o
f
th
e
In
te
rn
e
t"
p
a
g
e
.

�

M
o
re
th
a
n
a
y
e
a
r
e
a
rlie
r
a
sim
ila
r
in
c
id
e
n
t
o
c
c
u
rre
d
.

T
h
e

In
te
rn
e
t
se
e
m
s
to
a
v
e
ra
g
e
o
n
e
e
v
e
ry
fe
w

y
e
a
rs.

�

S
m
a
lle
r
in
c
id
e
n
ts
a
re
o
c
c
u
rrin
g
m
u
c
h
m
o
re
fre
q
u
e
n
tly.



W
h
y
h
a
v
e
ro
u
tin
g
a
tta
c
k
s
n
o
t
o
c
c
u
rre
d
?

1
.
In
a
ro
u
tin
g
b
a
se
d
o
u
ta
g
e
fa
lse
ro
u
tin
g
in
fo
rm
a
tio
n
is
in
je
c
te
d

in
to
th
e
g
lo
b
a
l
ro
u
tin
g
d
a
ta
.
S
in
c
e
m
a
n
y
site
s
lo
g
ro
u
tin
g

a
c
tiv
ity
m
a
lic
io
u
s
a
c
tio
n
w
o
u
ld
b
e
to
o
e
a
sily
tra
c
e
d
.

2
.
T
h
e
im
p
a
c
t
o
f
a
ro
u
tin
g
b
a
se
d
a
tta
c
k
w
o
u
ld
b
e
lim
ite
d
to
a

d
e
n
ia
l
o
f
se
rv
ic
e
.

3
.
A

ro
u
tin
g

a
tta
c
k

in

p
ro
g
re
ss
c
a
n

b
e

c
o
n
ta
in
e
d

w
ith

th
e

in
sta
lla
tio
n
o
f
a
ro
u
te
�
lte
r
a
n
d
c
o
m
p
le
te
ly
n
e
u
tra
liz
e
d
if
th
e

�
lte
r
is
a
t
o
r
n
e
a
r
th
e
so
u
rc
e
.

4
.
T
h
e
c
o
m
b
in
a
tio
n
o
f
little
e
�
e
c
t
(sh
o
rt
te
rm

d
e
n
ia
l
o
f
se
rv
ic
e

o
n
ly
)
a
n
d
h
ig
h
risk
(to
o
e
a
sily
tra
c
e
d
)
is
p
ro
b
a
b
ly
w
h
a
t
is

p
re
v
e
n
tin
g
a
n
y
m
a
lic
io
u
s
a
c
tiv
ity.



W
h
a
t
m
e
a
su
re
s
a
re
b
e
in
g
ta
k
e
n
to
d
a
y
?

1
.
IG
P
p
ro
to
c
o
ls
u
se
p
e
e
r
to
p
e
e
r
a
u
th
e
n
tic
a
tio
n
,
u
su
a
lly
b
a
se
d

o
n
M
D
5
,
b
u
t
so
m
e
tim
e
s
b
a
se
d
o
n
sim
p
le
p
a
ssw
o
rd
.
S
n
o
o
p
in
g

IG
P
e
x
c
h
a
n
g
e
s
is
d
i�
c
u
lt.

2
.
IB
G
P
ty
p
ic
a
lly
u
se
s
a
t
le
a
st
M
D
5
a
u
th
e
n
tic
a
tio
n
w
ith
in
IB
G
P

itse
lf.

T
C
P
/
M
D
5

is
a
lso

u
se
d
,
sp
e
c
i�
c
a
lly

to

a
d
d
re
ss
a

p
o
te
n
tia
l
B
G
P
d
e
n
ia
l
o
f
se
rv
ic
e
(R
F
C
2
3
8
5
).

3
.
O
fte
n
n
o
a
u
th
e
n
tic
a
tio
n
is
u
se
d
o
v
e
r
E
B
G
P

th
o
u
g
h
so
m
e

u
se
T
C
P
/
M
D
5
b
e
tw
e
e
n
p
e
e
rs.
T
h
e
se
a
re
u
su
a
lly
sw
itc
h
e
d

in
te
rfa
c
e
s
a
n
d
E
B
G
P
u
se
s
a
T
T
L
o
f
1
.
U
sin
g
T
C
P
/
M
D
5
is

a
b
e
tte
r
p
ra
c
tic
e
.

4
.
T
h
e
a
m
o
u
n
t
o
f
sa
n
ity
c
h
e
c
k
in
g
o
n
e
x
te
rn
a
l
ro
u
te
a
n
n
o
u
n
c
e
-

m
e
n
ts
ra
n
g
e
s
fro
m

c
lo
se
to
n
o
n
e
to
o
n
ly
a
c
c
e
p
tin
g
sp
e
c
i�
c

p
re
�
x
e
s
fro
m

sp
e
c
i�
c
p
e
e
rs.



A
p
p
ro
a
c
h
e
s
to
im
p
ro
v
e
e
x
te
rn
a
l
ro
u
tin
g
ro
b
u
stn
e
ss.

�

In
fo
rm
a
tio
n
S
to
ra
g
e

1
.
D
N
S
-
z
o
n
e
tra
n
sfe
r
o
n
re
q
u
e
st,
e
x
p
ire
a
n
d
re
fre
sh
tim
e
rs.

2
.
IR
R

-
c
u
rre
n
t:

c
e
n
tra
liz
e
d

d
a
ta
b
a
se

w
ith

fu
ll
m
irro
rs;

m
o
v
in
g
to
w
a
rd
:
d
istrib
u
te
d
w
ith
e
x
c
h
a
n
g
e
o
f
d
e
lta
s

�

A
u
th
o
riz
a
tio
n
M
o
d
e
l

1
.
D
N
S
-
sim
p
le
d
e
le
g
a
tio
n
h
ie
ra
rc
h
y,
a
u
th
o
riz
a
tio
n
p
e
r
D
N
S

z
o
n
e
b
a
se
d
o
n
sig
n
a
tu
re
o
f
z
o
n
e
�
le

2
.
IR
R
-
h
ie
ra
rc
h
ie
s
o
n
A
S
,
IP
a
d
d
re
ss,
a
n
d
ro
u
te
s
re
ly
in
g
o
n

b
o
th
A
S
a
n
d
IP

a
d
d
re
ss,
a
u
th
o
riz
a
tio
n
p
e
r
o
b
je
c
t
b
a
se
d

o
n
h
ie
ra
rc
h
y
o
f
m
a
in
ta
in
e
r
o
b
je
c
ts

�

V
e
rify
in
g
R
o
u
te
A
n
n
o
u
n
c
e
m
e
n
ts

1
.
S
a
n
ity
�
lte
rs
a
p
p
lie
d
to
E
B
G
P
p
e
e
rs

2
.
S
ig
n
a
tu
re
s
o
n
ro
u
te
o
rig
in
a
tio
n
o
n
ly

3
.
S
ig
n
a
tu
re
s
a
t
e
a
c
h
B
G
P
e
x
c
h
a
n
g
e



P
o
ssib
le
A
p
p
ro
a
c
h
e
s

�

C
u
rre
n
t
P
ro
p
o
sa
ls

1
.
D
N
S
d
istrib
u
tio
n
w
ith
o
rig
in
sig
n
a
tu
re
s

2
.
D
N
S
d
istrib
u
tio
n
w
ith
fu
ll
A
S
p
a
th
sig
n
a
tu
re
s

3
.
IR
R

d
istrib
u
tio
n
w
ith
B
G
P
�
lte
rs
o
n
p
e
e
rs

�

W
o
rth
C
o
n
sid
e
rin
g

1
.
IR
R

d
istrib
u
tio
n
w
ith
p
e
r
IS
P

se
le
c
tio
n
o
f
�
lte
rs,
o
rig
in

sig
n
a
tu
re
s,
o
r
fu
ll
A
S
p
a
th
sig
n
a
tu
re
s



D
istrib
u
te
d
R
o
u
tin
g
R
e
g
istry

�

R
e
p
o
sito
rie
s
d
o
n
o
t
n
e
e
d
to
tru
st
e
a
c
h
o
th
e
r.

�

R
e
p
o
sito
rie
s
a
g
re
e
to
c
o
m
m
o
n
a
u
th
o
riz
a
tio
n
ru
le
s
a
n
d
u
se

c
o
m
m
o
n
a
u
th
e
n
tic
a
tio
n
m
e
th
o
d
s.

�

F
o
r
a
n
y
g
iv
e
n
o
b
je
c
t
th
e
re
is
e
x
a
c
tly
o
n
e
re
p
o
sito
ry
in
w
h
ic
h

th
e
o
b
je
c
t
c
a
n
b
e
c
re
a
te
d
a
n
d
m
o
d
i�
e
d
u
n
le
ss
d
e
le
g
a
te
d
.

�

A
n

o
b
je
c
t
a
n
d

a
n
y

b
e
n
e
a
th

it
in

th
e

h
ie
ra
rc
h
y

m
a
y

b
e

d
e
le
g
a
te
d
to
a
n
o
th
e
r
re
p
o
sito
ry.

�

T
ra
n
sa
c
tio
n
s
a
re


o
o
d
e
d
a
n
d
e
a
c
h
re
p
o
sito
ry
c
a
n
re
c
h
e
c
k
th
e

a
u
th
e
n
tic
a
tio
n
a
n
d
a
u
th
o
riz
a
tio
n
o
f
in
c
o
m
in
g
tra
n
sa
c
tio
n
s.

�

R
e
p
o
sito
rie
s
a
n
d
m
irro
rs
w
ill
h
a
v
e
a
c
o
m
p
le
te
c
o
p
y
o
f
th
e
se
t

o
f
re
p
o
sito
rie
s
th
ro
u
g
h
p
ro
c
e
ssin
g
th
e
d
e
lta
s
to
th
e
d
a
ta
b
a
se
.

�

A

sm
a
ll
n
u
m
b
e
r
o
f


o
o
d
in
g
a
d
ja
c
e
n
c
ie
s
a
re
n
e
e
d
e
d
.

�

S
c
a
le
s
a
c
c
o
rd
in
g
to
th
e
ra
te
o
f
c
h
a
n
g
e
o
f
th
e
d
a
ta
b
a
se
.

�

F
o
r
d
e
ta
ils,
c
o
n
su
lt
R
P
S
W
G

in
te
rn
e
t-d
ra
fts.



Initial Object Submission and Redistribution

3 - seqnos needed for auth

Transaction
signed by
submitter

Primary repository
identified by
RPSL source

1

2 3

4

Transaction
signed by
submitter

sequence number

sequence numbers
of other databases

signed by
repository4 - redistribute

1 - submit object

2 - authorization check

If the authorization check requires objects from other reposito-

ries, then the sequence numbers of the local copies of those

databases is required for mirrors to recheck the authorization.



Alternate Initial Object Submission

and repository

Transaction
signed by
submitter

Primary repository
identified by
RPSL source

1

2 3

4

Transaction
signed by
submitter

sequence number

sequence numbers
of other databases

3 - seqnos needed for auth
2 - authorization check

4 - redistribute

1 - submit object
return to submitter
sign transaction

signed by submitter

Note: the submitter is protected against the possibility of the

repository replaying a submission later. This method is not in

the cuurent draft.



Further Transaction Redistribution

then redistribute

1

2 3

4

Transaction
signed by
submitter

sequence number

sequence numbers
of other databases

signed by
repository

sequence number

Transaction
signed by
submitter

sequence numbers

signed by
repository

of other databases

Mirror repository

optional signature
of mirror

2 - recheck the authorization

1 - redistributed transaction

against full DB at the time
of transaction using seqnos

3 - auth pass/fail

4 - optionally sign

If the authorization check was repeated, the mirror may option-

ally add a signature before passing the transaction any further.



Redistribution to Lightweight Mirrors

6 - apply change with no authorization check

1

2 3

4

Transaction
signed by
submitter

sequence number

sequence numbers
of other databases

signed by
repository

sequence number

Transaction
signed by
submitter

sequence numbers

signed by
repository

of other databases

Mirror repository

optional signature
of mirror

2 - recheck the authorization

1 - redistributed transaction

against full DB at the time
of transaction using seqnos

3 - auth pass/fail

4 - sign and redistribute

5 - just check mirror signature

Mirror (router?)
Lightweight

5

6

The lightweight mirror must trust the mirror from which it gets

a feed. This is a safe assumption if the two are under the same

administration (the mirror providing the feed is a host owned by

the same ISP who owns the routers). The lightweight mirror

simply checks the signature to insure data integrity.



Optional Commit and Con�rm

6 - repository confirms

Transaction
signed by
submitter

Primary repository
identified by
RPSL source

2 31 - submit object

1

6 4

5

5 - mirror confirms4 - redistribute
3 - seqnos needed for auth
2 - authorization check

sign transaction
return to submitter

Mirror
Repository

Mirror
Repository

In the event of a disk crash, the repository has already successfully 
ooded

the transaction before sending the con�rm back to the submitter. If a mirror

is under the same administration, the repository can recover from disk and

roll forward the transactions from the mirror before resuming operation.
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