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6WDQIRUG�8QLYHUVLW\���$UFRW�6\VWHPV6WDQIRUG�8QLYHUVLW\���$UFRW�6\VWHPV



7RSLFV�&RYHUHG7RSLFV�&RYHUHG

❂❂ %DFNJURXQG��NQRZQ�VHFXULW\�SUREOHPV�ZLWK%DFNJURXQG��NQRZQ�VHFXULW\�SUREOHPV�ZLWK
.HUEHURV�9��DQG�9�.HUEHURV�9��DQG�9�

❂❂ 3UHYDOHQW�DWWLWXGHV�UHJDUGLQJ�SDVVZRUG3UHYDOHQW�DWWLWXGHV�UHJDUGLQJ�SDVVZRUG
VHFXULW\VHFXULW\

❂❂ $QDO\VLV�RI�H[SHULPHQWDO�SDVVZRUG�GDWD$QDO\VLV�RI�H[SHULPHQWDO�SDVVZRUG�GDWD
❂❂ :KR�LV�DIIHFWHG�DQG�ZKDW�FDQ�EH�GRQH":KR�LV�DIIHFWHG�DQG�ZKDW�FDQ�EH�GRQH"



%DFNJURXQG%DFNJURXQG

❂❂ :HDNQHVVHV�LQ�.HUEHURV�9��SXEOLFO\�NQRZQ:HDNQHVVHV�LQ�.HUEHURV�9��SXEOLFO\�NQRZQ
�� ��������������%HOORYLQ�%HOORYLQ�	�	�0HUULWW0HUULWW

❂❂ 3DVVZRUG�VWXGLHV�GDWH�EDFN�PDQ\�\HDUV3DVVZRUG�VWXGLHV�GDWH�EDFN�PDQ\�\HDUV
�� �������0RUULV�	�7KRPSVRQ�������0RUULV�	�7KRPSVRQ
�� ��������������)HOGPHLHU�)HOGPHLHU�	�	�.DUQ.DUQ
�� ��������������6SDIIRUG6SDIIRUG

❂❂ 0DQ\�PRUH�SDSHUV�RQ�UHODWHG�WRSLFV0DQ\�PRUH�SDSHUV�RQ�UHODWHG�WRSLFV



7KH�'LFWLRQDU\�$WWDFN7KH�'LFWLRQDU\�$WWDFN

❂❂ 8QGHU�.HUEHURV�9���DWWDFN�LV�XQGHWHFWDEOH8QGHU�.HUEHURV�9���DWWDFN�LV�XQGHWHFWDEOH
DQG�FDQ�EH�FDUULHG�RXW�E\�DQ\RQHDQG�FDQ�EH�FDUULHG�RXW�E\�DQ\RQH

❂❂ 1R�1R�VQLIIHU�VQLIIHU�RU�SULRU�DFFHVV�QHHGHGRU�SULRU�DFFHVV�QHHGHG
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7KH�([SHULPHQW7KH�([SHULPHQW

❂❂ &RQGXFWHG�RQ�DQ�DFWXDO�.HUEHURV�9�&RQGXFWHG�RQ�DQ�DFWXDO�.HUEHURV�9�
GRPDLQ�GXULQJ�$SULO�������IRU�WZR�ZHHNVGRPDLQ�GXULQJ�$SULO�������IRU�WZR�ZHHNV

❂❂ ´6WURQJµ�SDVVZRUG�FKHFNLQJ�DOUHDG\�LQ´6WURQJµ�SDVVZRUG�FKHFNLQJ�DOUHDG\�LQ
SODFHSODFH

❂❂ 6PDOO�FOXVWHU�RI�6PDOO�FOXVWHU�RI�63$5&VWDWLRQV�63$5&VWDWLRQV����&38V����&38V�
SHUIRUPHG�EUXWH�IRUFH�FRPSXWDWLRQSHUIRUPHG�EUXWH�IRUFH�FRPSXWDWLRQ



([SHULPHQWDO�5HVXOWV([SHULPHQWDO�5HVXOWV

❂❂ )LUVW�VXFFHVV����VHFRQGV)LUVW�VXFFHVV����VHFRQGV
❂❂ 2YHU������SDVVZRUGV2YHU������SDVVZRUGV

JXHVVHG�LQ�WZR�ZHHNVJXHVVHG�LQ�WZR�ZHHNV
❂❂ *UHHQ��������VWXG\��QR*UHHQ��������VWXG\��QR

SDVVZRUG�FKHFNLQJSDVVZRUG�FKHFNLQJ
❂❂ %OXH��������VWXG\��ZLWK%OXH��������VWXG\��ZLWK

SDVVZRUG�FKHFNLQJSDVVZRUG�FKHFNLQJ
❂❂ 1HDUO\�����VXFFHVV�UDWH1HDUO\�����VXFFHVV�UDWH 0
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,PSOHPHQWDWLRQ�'HWDLOV,PSOHPHQWDWLRQ�'HWDLOV

❂❂ 7HVWHG�HDFK�JXHVV�DJDLQVW�HQWLUH�GDWDEDVH7HVWHG�HDFK�JXHVV�DJDLQVW�HQWLUH�GDWDEDVH
❂❂ 6ORZHU�6ORZHU�str2key()str2key()�RQO\�HYDOXDWHG�RQFH�SHU�RQO\�HYDOXDWHG�RQFH�SHU
SDVVZRUG�JXHVVSDVVZRUG�JXHVV
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2SWLPL]DWLRQV2SWLPL]DWLRQV

❂❂ $WWDFN�DJDLQVW$WWDFN�DJDLQVW�.HUEHURV�.HUEHURV�9��.'&�UXQV�IDVWHU�9��.'&�UXQV�IDVWHU
WKDQ�DWWDFN�DJDLQVW�WKDQ�DWWDFN�DJDLQVW�/etc/shadow/etc/shadow�ILOHV�ILOHV
�� 8VHV�XQPRGLILHG�'(6�LQVWHDG�RI�8VHV�XQPRGLILHG�'(6�LQVWHDG�RI�crypt()crypt()
�H�J������XV�LQVWHDG�RI����XV��H�J������XV�LQVWHDG�RI����XV�

�� 3DULW\�RSWLPL]DWLRQ�IXUWKHU�GRXEOHV�VSHHG3DULW\�RSWLPL]DWLRQ�IXUWKHU�GRXEOHV�VSHHG

❂❂ 2WKHU�RSWLPL]DWLRQV�SRVVLEOH2WKHU�RSWLPL]DWLRQV�SRVVLEOH
�� 'HGLFDWHG�KDUGZDUH��H�J��'HHS�&UDFN�'HGLFDWHG�KDUGZDUH��H�J��'HHS�&UDFN�
�� %LWVOLFH�%LWVOLFH�'(6��'(6��%LKDP%LKDP������������



$QDO\VLV�RI�5HVXOWV$QDO\VLV�RI�5HVXOWV

❂❂ 3DVVZRUG�FKHFNLQJ�KDG�XQLQWHQGHG�HIIHFWV3DVVZRUG�FKHFNLQJ�KDG�XQLQWHQGHG�HIIHFWV
�� 8VHUV�SLFNHG�´MXVW�JRRG�HQRXJKµ�SDVVZRUGV8VHUV�SLFNHG�´MXVW�JRRG�HQRXJKµ�SDVVZRUGV

❂❂ $WWDFN�XVHG�ODUJHU�DQG�PRUH�XS�WR�GDWH$WWDFN�XVHG�ODUJHU�DQG�PRUH�XS�WR�GDWH
GLFWLRQDU\�WKDQ�FKHFNHUGLFWLRQDU\�WKDQ�FKHFNHU
�� 1HZ�ZRUG�VHWV�DQG�UXOHV�FDQ�EH�WULHG�TXLFNO\1HZ�ZRUG�VHWV�DQG�UXOHV�FDQ�EH�WULHG�TXLFNO\
�� $GGLWLRQDO�OLVWV�FRPSLOHG�YLD�,QWHUQHW��:::$GGLWLRQDO�OLVWV�FRPSLOHG�YLD�,QWHUQHW��:::

❂❂ 3DVVZRUG�FKRLFH�OLPLWHG�E\�KXPDQ�PHPRU\3DVVZRUG�FKRLFH�OLPLWHG�E\�KXPDQ�PHPRU\
❂❂ 3UREOHP�JHWV�ZRUVH�ZLWK�WLPH���3UREOHP�JHWV�ZRUVH�ZLWK�WLPH���



/RQJ�7HUP�,PSOLFDWLRQV/RQJ�7HUP�,PSOLFDWLRQV

❂❂ 7KHUH�UHDOO\�LV�QR�VXFK�WKLQJ�DV�DQ7KHUH�UHDOO\�LV�QR�VXFK�WKLQJ�DV�DQ
´́XQFUDFNDEOHXQFUDFNDEOHµ�SDVVZRUGµ�SDVVZRUG
�� &RPSXWLQJ�SRZHU�JHWWLQJ�FKHDSHU&RPSXWLQJ�SRZHU�JHWWLQJ�FKHDSHU
�� /DUJHU�GLFWLRQDULHV�HDVLO\�EXLOW��VHDUFKHG/DUJHU�GLFWLRQDULHV�HDVLO\�EXLOW��VHDUFKHG
�� .H\V�FDQ�EH�EUXWH�IRUFHG�GLUHFWO\.H\V�FDQ�EH�EUXWH�IRUFHG�GLUHFWO\

❂❂ .HUEHURV�9��LV�RQO\�D�SDUWLDO�VROXWLRQ.HUEHURV�9��LV�RQO\�D�SDUWLDO�VROXWLRQ
�� 9��DGGV�´SUH�DXWKHQWLFDWLRQµ���EHWWHU�VHFXULW\9��DGGV�´SUH�DXWKHQWLFDWLRQµ���EHWWHU�VHFXULW\
�� $�$�VQLIIHU�VQLIIHU�VWLOO�GHIHDWV�´QDNHGµ�.HUEHURV�9�VWLOO�GHIHDWV�´QDNHGµ�.HUEHURV�9�



%HWWHU�6ROXWLRQV%HWWHU�6ROXWLRQV

❂❂ .HUEHURV�9��SUH�DXWKHQWLFDWLRQ�FDQ�DFFHSW.HUEHURV�9��SUH�DXWKHQWLFDWLRQ�FDQ�DFFHSW
VWURQJHU�DXWKHQWLFDWLRQ��VWURQJHU�DXWKHQWLFDWLRQ��-DVSDQ-DVSDQ������������
�� (.(���SDWHQW�KHOG�E\�$7	7��OLFHQVH�UHTXLUHG�(.(���SDWHQW�KHOG�E\�$7	7��OLFHQVH�UHTXLUHG�
�� 63(.(���SDWHQW�KHOG�E\�'��63(.(���SDWHQW�KHOG�E\�'��-DEORQ�-DEORQ��OLFHQVH�OLFHQVH
UHTXLUHG�UHTXLUHG�

�� 653���SDWHQW�KHOG�E\�6WDQIRUG��2SHQ�6RXUFH��QR653���SDWHQW�KHOG�E\�6WDQIRUG��2SHQ�6RXUFH��QR
UR\DOWLHV�UR\DOWLHV�



$XWKHQWLFDWLRQ�(FRQRPLFV$XWKHQWLFDWLRQ�(FRQRPLFV

❂❂ 3DVVZRUG�HQIRUFHPHQW�LV�H[SHQVLYH�3DVVZRUG�HQIRUFHPHQW�LV�H[SHQVLYH�
�� ,QFUHDVHG�KHOS�GHVN�VXSSRUW�FRVWV,QFUHDVHG�KHOS�GHVN�VXSSRUW�FRVWV
�� /RVW�SURGXFWLYLW\��XVHU�IUXVWUDWLRQ/RVW�SURGXFWLYLW\��XVHU�IUXVWUDWLRQ
�� 6DFULILFHV�FRQYHQLHQFH�IRU�VHFXULW\6DFULILFHV�FRQYHQLHQFH�IRU�VHFXULW\

❂❂ +DUGZDUH�WRNHQV�DUH�H[SHQVLYH�+DUGZDUH�WRNHQV�DUH�H[SHQVLYH�
�� +LJK�LQLWLDO�FRVW�RI�UHDGHUV��WRNHQV+LJK�LQLWLDO�FRVW�RI�UHDGHUV��WRNHQV
�� 5HFXUULQJ�FRVWV�IRU�+:��6:�VXSSRUW5HFXUULQJ�FRVWV�IRU�+:��6:�VXSSRUW

❂❂ 6WURQJ�DXWKHQWLFDWLRQ�LV�FRVW�HIIHFWLYH6WURQJ�DXWKHQWLFDWLRQ�LV�FRVW�HIIHFWLYH



6XPPDU\6XPPDU\

❂❂ .HUEHURV�.HUEHURV�9����6XEMHFW�WR�GLFWLRQDU\�DWWDFN9����6XEMHFW�WR�GLFWLRQDU\�DWWDFN
❂❂ 3DVVZRUG�FKHFNLQJ���0RGHUDWH�EHQHILWV�3DVVZRUG�FKHFNLQJ���0RGHUDWH�EHQHILWV�
EXW�DW�KLJK�FRVWEXW�DW�KLJK�FRVW

❂❂ .HUEHURV.HUEHURV�9����6HFXUH�SDVVZRUG�9����6HFXUH�SDVVZRUG
WHFKQRORJLHV�LQWHUIDFH�ZHOO�ZLWK�SUH�WHFKQRORJLHV�LQWHUIDFH�ZHOO�ZLWK�SUH�
DXWKHQWLFDWLRQ�DQG�SURYLGH�D�ZRUNDEOHDXWKHQWLFDWLRQ�DQG�SURYLGH�D�ZRUNDEOH
VROXWLRQVROXWLRQ
http://theory.http://theory.stanfordstanford..eduedu/~/~tjwtjw//kerberoskerberos.html.html


