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Firstsuccess: 9 seconils

Password Distribution

Over 2000 passwords

Green: 1992 study, no

passwori checking

o Blue: 1998 study, with

passworil checking
Nearly 10% success rate
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B | Attack apainstKerheros V4 KDC runs faster
than attack against/ et c/ shadowilles

p Uses unmoified DES instead ofcr ypt ()

< [e.. 3.3usinstead of 110us}

| Parity optimization further doubles speed

- CEISHODTIEIHONS POSSHIE
W dedicatetiharawareile.g. Deep Grack)
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8  Kerberos\V5 pre-authentication/can accept
strongerauthentication Jaspan 1993

J EKE - patent held by ATST (license required)

q -
‘ SPEKE - patentheltby'D. Jahlon ticense

SitP - tsntiisll by St funl Uz S0.0is, 00
|  royalties)
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AaIERICA W ECONONICE

N . Password enforcementis expensive!
\ WMGTEASBINBI-IESK SUNNOM COSIS

I Lost productivity, user frustration
| Saices conuenience fo scirity

1 Hardware tokens are expensive!
| - ONAMUAICOSLOIFEarers, fOKEnS
Recurring costs for HIW, SW support

N - Strongauthenticationis cost-effective
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N - Kerberos\Va: Subject to dictionary attack
p - Password-checking: Moterate henefits,

put at high cost

) [ Meriieros Ua: SCure assword
technologies interiace well with pre-
o dututslus sl sl

solution
W http://theory. stanford. edu/~tj w kerberos. ht m




