Live Traffic Analysis of TCP/IP Gateways

Phillip A. BPrras
porras@csl.sri.com

Canmter Sciare Labaaay

R Iterretiad
33 Rveswad Aene
Melo Rk, (A94025

Abstract

We enumerate a variety of ways to extend both sta-
tistical and signature-based i nt rust on-detection anal ysi s
techni ques to nonitor netwrk traffic. Specifical ly, ue
present techniques to analyze TCP/IP packel streans
that flow through network gateunys for signs of mli-
cious activity, nonmulicious failures, and other excep-
tional events. The intent ts to denonstrate, by exam
ple, the utility of introducing gat euay surveil [ ance nech-
am sns to monit or network traffe. W present this dis-
cusston of gateuny surverllance nechanisns as conpl e-
nent ary tothe fil t ering nechani sns of a large enterprise
netuork, and illustrate the useful ness of surveillance in
directly enhancing the security and stability of network
operations.

1 Introduction

echanisms for parsing and filtering hostile exter-
nal retwork traffic [2 | 4] that coul d reach internal
netvork services have becorm wdely accepted as pre-
requisites for limting the exposure of 1nternal retvork
assets vhile maintaining intercomectivity wth exter-
mal retvorks. The encoding of fltering rules for packet-
or tramsport-layer commmication should be enforced
at entry points betveen internal netvorks and external
trafli. Devel oping fil tering rules that strike an optimal
bal ance betveen the restrictiveness necessary to sup-
ress the entry of uwented trafli, vhile allowng the
necessary flow dermanded for wser functionality, can be
anontrivial exercise [3 ].

*t The work presented inthis paper is currently funded by the
Informati onchnd ogy Office of the Deferse Advanced Research
Projects Agency, under contract mwher F30602-96-C-024.
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In addition to intelligent fltering, there have been
variows devel oprants in recent years in passive survell-
l ance racharni sta to moni tor retvork trafli for sigrs of
naliciows or anomlos (e. g, potertially erroneois) ac-
tivity, Such todls atterpt to provide netvork admm s-
trators timal yimsight imtonotevorthy exceptional activ-
1ty. Real-tim noni toring promses an added di arsion
of control and irsight 1nto the fowof trafli betveen
the internal netvork andits external enviromant. The
181 ght. gai ned through fiel ded retvork trafli rom tors
coul d al so ai dsites 1nenhanci ng the effectiveress of their
frevall fltering rules.

Hovever, traffi momitoring 1is mot a free activity—
especially live trafii romtoring, In presenting our dis-
cwesion of netvork anal ysis techn ques, ve fully real-
1ze the costs they inply wth respect to conputational
resowrces and huran oversight. For exarple, obtain
ing the recessary input for surveill ance 1nvol ves the de-
ployrant of imstrumntation to parse, flter, and for-
mat event strearn deri ved fronpotenti al 1y hi gh- vol uma
packet trarsmssions. Corpl ex event anal ysis, resporse
logi ¢, and huran nanagerart of the anal ysis uni ts also
introdce costs. Qearly, the introduction of retvork
survei 1] ance rachani sta on top of al ready-depl oyed pro-
tective trafhi fil ters 1s an experse that requires justifica-
tion. Inthis paper, ve outline the benefits of our tech
nmques and seek to persuade the reader that the costs
can be vorthvhile.

2 Toward Generalized Network

Surveill ance

The techn ques presented in this paper are extersioms
of earlier vork by SH in devel oping anal ytical mth



odk for detecting amoralos or known intrisive activ
ity [1, 5, 12, 13].
forts in devel oping ITES (Tntrision T3tection Fipert
Systenmy and 1 ater NTTHS (Next-Gereration Intrusion
Dtection Fpert Systen) vere oriented toverd the
surveillance of wser-session and host-1ayer activity. Tis
previos focts on session activity wthin host bound
aries is understandable given that the primary input
to irtrusiondetection tools, audit data, 1s produced by
mchani sta that tend to be locall y adrmmi stered wthin
asingle host or domin  Hvever, as the irportance

of retvork security has grown, so too has the reed to
expand 1ntrusion detection technol ogy to address net-
vork infrastructure and services.  In owr current re-
search effort, FMFRALD(Bent Mni tori ng Fiabling
Resporses to Aol ous Ti ve Dsturbances), ve explore

the extersion of our 1ntrisiondetection mthods to the
anal ysis of netvork activity.

Ntvork momi toring, inthe context of fault detection
and diagnosis for commuter netvork and tel ecormomi -
cation ervironmarts, has been studied extersively by
the netvork ranagerart and al arncorrel ation cormr
nity[8, 11, 15, 16]. Te high volum distributed event
correl ation technol ogy promted 1n som projects pro-
vides an excellent foundationfor bl ding truly scalable
retvorke avare survei 1 ance technol ogy for mswse. Fow
ever, these eforts focus primarilyonthe heal th and sta-
tus (fault detection and/or diagnosis) or performance of
the target netvork, and donot cover the detection of in-
tertionally abusive trafii. Indeed, som simplifications
inthe fault anal ysis and diagnosis conmmity (e. g, as-
sunptiors of statel ess correl ation, vhi chprecl udes event
ordering, simplistic tim-out mtrics for resetting the
tracking of problems; ignoring individuals/sources re-
sposible for exceptional activity) do mot trarslate vell
to amalicios enviromant for detecting intrusions.

Erlier vork in the intrusiondetection cormomity
atterpting to address the issue of netvork surveill ance
includes the Ntvork Security Mnitor (MM, devel-
oped at UCDwis [6 ], and the Netvork Aomly To-
tection and Intrusion Rporter (NDR [7
at Tes Aars National Taboratory (LAN). Both per-
forrad broadcast TAN packet moritoring to anal yze
trafic patterns for known hostile or anomlows activ
ity ' Hrther research by (Chwis in the Dstributed
Intrision Dtection System (DT¥) [23
Graph- based Trntrisi on tection System(CHTY) [24
projects has atterpted to extend imtrusion o tor-
ing capabilities beyond [ANanal ysis, to provi de mml ti-

1Ricent product exanples, such as AIM and Net Rmger,
that follow the passive packet nonitoring approach have since
gained vi de depl oymart insom Rpartrant of [2femse netvork

facilities.

Ow earlier intrusiondetection ef-

], devel oped

] and later

]
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[ANand very large-scal e retvork coverage.

This paper takes a pragmtic look at the 1ssue
of packet and/or datagramanal ysis based on statis-
tical amomaly detection and sigmature-amal ysis tech
mques. Tis vork 1s being performad in the con
text of SH’s latest intrwsiondetection effort, MR
AD adistributed scal able tool sute for tracking mali-
cios activity through and across large retvorks [20
FMBRAD introdices a buldingbock approach to
metvork swurveillance, attack isolation, and atonated
resporse. Te approach erpl oys hi ghl y distributed, 1
dependently tunable, surveillance and resporse mon-
itors that are deployable polyrorphically at variows
astract layers in a large retvork.  These momitors
derstrate a strearhined intrusiondetection design
that corhires sigmature anal ysis wth statistical profl-
ing toprovice localized real -tia protection of the most
wdely wed netvork services and components on the
Internet.

Avng the general types of amalysis targets that
FMRAD roni tors are retvork gatevays. We de-
scribe several anal ysis techm ques that FMIBADim
Hemrts, and disciss their wse 1n amal yzing malicios,
falty, and other exceptional retvork activity. FMR
ADs surveillance mdules wll momtor entry points
that separate external netvork trafid fromenenterprise
retvork and i ts comstituent local donairs. 2 Wpresent
these surveillance techn ques as corpl emarntary to the
fil tering machanista of alarge enterprise retvork, and
illwtrate their utilityin directly enhancing the security
and stability of netvork operations.

Wiirst comsider the candidate evert streamm that
pass through retvork entry points. Gitical to the ef-
fective mon toring of operatioms is the careful selection
and organ zation of these event streamm such that an
anal ysis based on a selected evert streamwll provide
reaningful 1msight into the target activity Widentify
efective amal ytical techn ques for processing the event
streamgj ven specific anal ysis objectives. Sectioms 4
and 5 explore howboth statistical anomaly detection
and si gnature anal ysis can be applied to 1dentify activw
1ty vorthy of review and possible respose. Al such
claim are supported by exarmples. Mre broadly, in
Section 6 ve disciss the correl ation of amal ysis resul ts
produced by survei 11 ance corponents depl oyedindepen-
dently throughout the entry poirts of our protected ime
tranet. Wdiscuss howevents of 1irmted signi ficance to
alocal surveillance ron tor may be aggregated wthre-

2We e the term enterprise and intranet interchangealy;
both exist utimately as cooperative cormmmities of indepernr
dentl y adnini stered donai ns, cormoni cating together w th sup-
portive retwork infrastructure such as firewalls, routers, and
i dges.



sults fronother strategl cally depl oyed momi tors to pro-
vide imsight into more wde-scale problem or threats
agairst the intraret. Section 7 discusses the issue of
resporse.

3 Event Stream Sel ection

The success or failure of event, anal ysis shoul dbe quanti-
tativel ymasuredfor qualities suchas accuracy and per-
forrance: both are assessable through testing. Armore
diftult but equally inportant matric to assess 1s com
Heteress. Wth regard to retvork surveill ance, 1nac-
curacy 1s refected in the muber of legitirate tramsac-
tioms flagged as abnormal or maliciows (false positives),
incompleteness 1s refected in the mmher of harnfidl
tramsactions that escape detection (fal se negatives), and
performance 1s masured by the rate at which tramsac-
tioms can be processed. Al three masuremants of suc-
cess or failwre directly depend onthe qual ity of the event
streanupon vhi ch the anal ysis is based. Hre, ve con
sider the ohyective of providing real-tima surveillance
of TP /IR based netvorks for malicios or exceptional
netvork trafii. In particuar, o retvork surveill ance
mchari st can be integrated onto, or irtercormected
wth, retvork gatevays that fil ter trafh betveen a pro-
tected intraret and external retverks.

IP trafli represents an interesting candidate evert
streamfor amlysis. Individmlly, packets represent
parsable activity records, where key data wthin the
header and data segrart can be statistically amal yzed
and/or hewristi cally parsed for response-vorthy activi ty.
Hvever, the sheer volura of potential packets dictates
careful assessmant of vays to optimally organi ze pack
ets intostrearn for effiient parsing. Torough fil tering
of everts and event fiel s such that the target activw
ity is concisely isolated, should be applied early in the

processing stage to reduce resource utilization

Wihrespect to TR/IP gatevay trafli noni toring,
ve have imestigated a variety of vays to categorize
and isol ate groups of packets froman arhitrary packet
stream Individual packet strearm can be fil tered based
on difErent isol ation criteria, such as

e Discarded traffe: packets mot alloved through the
gatevay becaise they vidl ate fil tering rules. 3

o Fuss-through traff: packets all ovedintothe inter-
nal netvork fromexternal sources.

3@ particular added valwe in assessing this traflt vould be
som indication of vhy a gi ven packet vas rejected A generic
solutionfor deriving this dispositioninformation wthout depenr
dercies on the frevall or router is diffiult. Such infornation
woul dbe a weful enhancerant to packet-rej ection hand ers.
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e Protocol-specific traffe: packets pertaining to a
comon protocol as desigmated in the packet
header. (e exarple is the streamof all TCQWP
packets that reach the gatevay.

o Unassigned port traffe: packets targeting ports to
vhi ch the admmistrator has not assigred any ret-
vork servi ce and that al so remai nunbl ocked by the
fireval ] .

e TFansport management nessages: packets 1mvol v
ing tramsport-layer comection establishrart, con
trol, and ternmation (e.g, TP SYN RSFL
AK, <window resize>).

e Source-address monitoring: packets vhose source
addresses match vell-know external sites (e.g,
comections fromsatellite offies) or have raised
swspi cion fromother nom tori ng efforts.

e [kstination-address momtoring: all packets vhose
destination addresses match a given internal host
or vorkstation.

o Application-layer momtoring: packets targeting a

particular netvork service or application.  Tis
streamisol ation may tramslate to parsing packet
headers for TP/port matches (assunimg an estab-
lished binding betveen port and service) and re-
bui 1 di ng dat agrara.

In the followng sections ve discuss howsuch trafi
stream can be statistically and hewristically anal yzed
to provi de imsi ght intomalicios and erroreots external
trafli. Aternative sources of evert data are also avail-
able fromthe report 1ogs prodiced by the variows gate-
vays, firevalls, routers, and proxy-servers (e.g , router
syslogs can in fact be wed to collect packet informa
tion fromseveral products). Wexplore howstatistical
and signature anal ysis technm ques can be erpl oyed to
roni tor variows el enants wthin TP/TPevent strearn
that fowthrough netvork gatevays. W present spe-
cific techm ques for detecting extermal entities that at-
terpt to subvert or bypass internal netverk serwvices.
"Bchni ques are suggested for detecting attacks agaimst
the underl yi ng et vorki rfrastructure, 1ncl uding attacks
wing corruption or forgery of legitimate trafli inan at-
terpt to regati vel y afbct routing services, application
layer services, or other netvork controls. W suggest
howto extend our surveill ance techn ques to recognize
retvork faults and other exceptional activity. Walso

discuss 1ssues of distributed result correl ation



4 Traffi Analysis with Statisti-

cal Anomal y Detection

SH has been 1nvd ved in statistical anomal y-detection
research for over a decade [1 | 5, 10]. Qr previows vork
focised on the profiling of wer activity through audit-
trail analysis. Wihin the FMIBYDproject, ve are
extendi ng the underl ying statistical al gorithmtoprofie
variows aspects of retvork traffi in search of resporse-

or alert-vorthy anomlies.

The statistical subsystemtracks subject activity via
ore or ore variables called neasures. The statistical
al gori thrm erpl oy four ¢l asses of masures: categorical
contitows, intersity, and event distribution. Cat egori -
cal maaswres are those that assum val ues fromma cate-
gorical set, such as originating host 1dentity, destination
host, and port muher. (ont i nuous maswres are those
for vhich observed val ves are mmaric or ordinal, such
as mrher of bytes trarsferred.  Idrived masures also
track the intersity of activity (that is, the rate of events
per wit tim) and the “rata-distribution” of the ma
sures afbcted by recert events. These derived masure
types are referred to as intensity and event distribution.

The systemve have devel oped mimtains and up-
dates a description of asubject’s behavior wth respect
to these maasure types ina corpact, effii entl y updated
profile. Te profle is subdivided into short- and long
termelemrts. The short-termprofile accuml ates val -
tes betveen updates; and exporertially ages val ves for
corparison to the long-termprofile. & a comsequence
of the aging machanism the short-termprofie char-
acterizes the recent activity of the subject, vhere “re-
cent” is determmned by the dynarmcal 1y configurabl e ag-
ing paramaters wed. A update tim (typically atim
of lowsystemactivity), the update function folds the
short-ternwal ves observed since the last update intothe
long-termprofile, and the short-termprofile is cleared.
The long-termprofile 1s 1tself slowy aged to adapt to
changes in subject activity. Awral y scoring corpares
related attributes 1n the short-termprofie agairst the
long-termprofile. /& all evaluatios are dore agaimst
erpirical distributions, no assuptions of paramtric
distribtions are made, and mlti-mdal and categori-
cal distributions are accormdated. Erthermore, the
al gor1 thra ve have devel oped require o a pre ore knowt-
edge of intruwsive or exceptiomal activity Amnore de-
tailed matheratical description of these algorithm is
givenin [9, 26].

Qi earlier vork corsi dered the subject class of wers
of a commter systemand the corresponding event
streamthe systemaudit trail generated by wer ac-
tivity,. Wihin the FEMBYD project, ve generalize

these concepts so that components and software such
as retvork gatevays, proxies, and retvork services can
thermel ves be made subject classes. Te gererated
evert strearn are obtained fromlog files, packet anal-
ysis, and-vhere required-special - purpose 1mstrunan:
tation made for services of irterest (e.g, FIR HIP
or SMP. & appropriate, anevert streamray be an-
alyzed as a single subject, or as mmltiple subjects, and
the sam retvork activity can be anal yzed in several
vays. Bor example, an evert streamof dropped pack
ets permts anal yses that track the reason each packet
vas rejected.  Under such a scemario, the frewall re-
jecting the packet is the subject, and the masures of
interest are the reason the packet ves dropped (a cat-
egorical maasure), and the rate of dropped packets in
the recent past (ore or more intensity masures tuned
to tima intervals of seconds to rmutes). Aternatively,
these dropped packets may be parsed in fier detail,
supporting other anal yses where the subject is, for ex
arple, the idertity of the originating host.

FMRAD can also chomse to separately define
satell1te offies and “rest of vorld’ as diferent subjects
for the samm event stream That 1s, ve expect distinc-
tioms fromthe satellite offie’s wse of services and ac-
cess to assets to deviate wdel y fronsessiors ori gimating
fromexternal nonaffii ated sites. Through satellite ses-
sion profiling, FNIR¥NDcan ronitor trafki for sigms
of umsual activity. Inthe case of the FIPservice, for
exarpl e, each wser wo gives aloginnam 1s asuhyject,
and “anonymous” 1s a subject as vell. Awother exam
de of asubject is the netvork gatevay itself, in vhich
case there 1s only one subject. Al subjects for the sam
event, strean(that is, all subjects wthina subject class)
have the sama mraswres defired intheir profiles, but the
internal profie values are difErert.

A ve tograte our statistical al gori thrathat had pre-
viowsly focsed on wer audit trails wth wers as sub
jects, ve gereralize owr ability to buld mwre abstract
profiles for varied types of activity captured wthin our
gereralized notion of an evert stream In the context
of statistically anal yzi ng TP/IPtrafli streams, profi-
ing can be derived fromm variety of trafhi perspecti ves,
including profiles of

o Potocol-specific tramsactions (e.g, all TQW ex
changes)

o Sessiors betveenspeci fic internal hosts and/or spe-
cific external sites

o Application|ayer-specific sessions (e. g, anonynus

FIP sessions profiled individually and/or collec-
tively)

40of 13



e Dscarded trafli, masuring attri butes such as vol -
um and di sposition of rejections

e (drmection requests, errors, and wunfil tered trams-
mssionrates and disposition

Bert records are gererated el ther as aresult of activ
ityor at periodic irtervals. Inowr case, activityrecords
are based on the content of IP packets or tramsport-
layer datagrara. Qv event flters also corstruct inter-
val sumary records, which cortain accuml ated net-
vork traffi statistics (at animimommuher of packets
and nurber of kilobytes tramsferred). Tese records are
comstructed at the end of eachinterval (e.g., once per N
seconds).

FMRADs statistical al gorithmadjwsts its short-
termprofle for the maswre values observed on the
evert, record. The distribution of recently observed val -
tes 1s evaluated agaimst the long-termprofle, and a
distance betveen the tvo is obtained e diference
1s compared to a historically adaptive, subject-specific
deviation. Te erpirical distribution of this dewiation
is tramsformad to obtain a score for the event. Aom-
lows events are those vhose scores exceed a historically
adaptive, subject-specific score threshold based on the
empirical score distribubion. Tis nonparamatric ap-
proachhandl es all masure types and nakes no assurp-
tioms on the mdality of the distribution for contimows
raasires.

The followng sections provice exarple scemarios of
exceptional metvork activity that can be masured by
an FMIRNDstatistical engine deployed to retvork

gatevays.

4.1
Traffic

(itegorical rmasures assum values froma discrete,
momordered set of possibilities. Faples of categori-
cal maasures 1nclude

o Source/destination address: Qe expects, for ex
armle, accesses fromsatellite ofiies to originate
froma set of known host 1dertities.

e (omandissued: Wile any single comand my
ot initself be anomalous, som 1ntrusion scenar-
ios (such as “doorknob rattling”) give rise to an
umsual mx of commands in the short-termpro-
file.

e Botocol: & wth comands, a singe request of
a given protocol may mot be anomalos, bt an

Categorical Measures in Network

5of 13

umsual mx of protocol requests, reflcted in the
short-termprofil e, may indicate anirtrusion

o Hrors andprivilege vidlatiors: Wtrack the return
coce fromm comand as a categorical masure; ve
expect the distribution to reflect only a small per-
cent of aboormal returrs (the actual rate is learned
inthe long ternyrofie). Wile som rate of errors
1s normal , ahi ghmmher of exceptions inthe recert
past 1s abnormal . This 1s reflected both 1 n umusual
frequeencies for abnormal categories, detected here,
and umsual coumnt of abnormal returms, tracked as

a comtl mows masure as described 1n Section 4. 2.

o Miforrad service requests: (ategorical rmasures
can track the occurrence of variows forma of bad
requests or mal formd packets directed to aspecific
retvork servi ce.

o Mlformdpacket disposition: Rckets are dropped
by a packet flter for a variety of reasors, many of
vhich are inmocuos (for exarple, badly formd
packet header). Tusual patterms of packet rejec-
tion or error massages could lead to imsight into
problern in nei ghboring systern or mre seriows
atterpts by external sites to probe internal assets.

o Tile handles: Grtainsubjects (for exanple, anony-
rows FIP wers) are restricted as to which files
they canaccess. Aternpts to access other fles or to
wite read-only fles appear anoral os Sich events
are often detectable by signature anal ysis as vell.

The statistical corponent builds empirical distribe
tioms of the category val ues encontered, evenif the list
of possible values is openrended, and has machanm s
for “aging out” categories wose long-termprobabili-
ties drop belowa threshol d.

The folowingis an exaple of categorical masiures
wed in the surveillance of proxies for services such
as SMIP or FIP (orsider a typical data-exchange
sequence betveen an external client and an inter-
mal server wthin the protected netvork.  Aonyros
FIP is restricted to certain fles and directories; the
namas of these are categories for maswures pertaining
to file/directory reads and (if permmtted) wites. A-
terpted accesses to umsual directories appear anona-
los. Mnitors dedicated to ports include a categorical
masure vhose val tes are the protocol wed. Invalidre-
quests often lead to an access vidation error; the type
of error associated wth arequest is another exanple of
a categorical maasure, and the count or rate of errors
inthe recent past is tracked as contimios masures, as
described in Section 4. 2.



4.2 Continuous Measures in Network

Traffic

(ontimows masures assum val ues froma conti mows

or ordinal set. Fanples include inter-event tim (dif-
ference 1intira stanps betveen comsecuti ve events from
the sam strean), counting masures such as the mun
ber of errors of aparticular type observed in the recent
past, and retvork traffi masures (muber of packets
and munher of kilobytes). The statistical subsystem
treats cortimows masures by frst allocating hirs ap-
propriate to the range of valves of the underl ying ma
sure, and then tracking the frequency of ohservation of
eachval ve range. Inthis vay, ol ti-mdal distributiomns
are accormadated and ach of the corputational a-

chinery wsed for categorical masires 1s shared

(ontimows masures are weful ot only for intrision
detection, but alsosupport the mon toringof heal th and
statws of the netvork fronthe perspective of comecti v
1tyand throughput. Anirstantaneows masure of trafi
vol ua mai nbai red by a gatevay moni tor can detect a
sudden and umexpected 1 oss inthe data rate of received
packets, vhen this volua falls outside historical norm
for the gatevay Ths sudden drop is specific both to
the gatevay (the subject, inthis case) and to the tim
of day (e.g , the average sustained traffi rate for ana-
jor retvork artery 1s mch diferent at 11: 00 a.m than

Inowr exarple discwssion of an FIPservice in Sec-
tion4. 1, atterpts to access umall oved directories or flles
result 1nerrors. The recently observed rate of such er-
rors 18 contimuowsly compared wth the rate observed
over sitmlar tima spars for other FIPsessions. Som
lowrate of error due to mmsspellings or irmocent at-
terpts 1s to be expected, and this vould be refected
in the historical profie for these masures. A excess
beyond historical norma indi cates anomal ous activity.

(ontimows mRasures can also vork 1n conj unction
wthcategori cal masures to detect excessive datatrams-
fers or fle uploads, or excessive mil relaying as vell as
excessi ve service-layer errors by extermal clients. Gite-
gorical and contimows maasures have proven to be the
mst weful for anomly detection in a variety of conr
texts.

Wrext describe the tvo derived masure types, 2 n-
tensity and event distribution, vhich detect anomlies
rel ated to recent trafhi vol um and the mx of masires
afected by this trafia.

4.3 Measuring Network Traffic Inten-

sity

Intersity masures distingush vhether a given vol ua
of traffi appears comsistent wthhistorical observations.
These maswures refect the intersity of the event stream
(murber of events per uni t tim) over timintervals that
are tunable. Fpically, ve have defined three 1ntersity
masures per profile, vhich, wthrespect tower activity
mmi toring, vere scaled at intervals of 60 seconds, 600
seconds, and 1 hour. Aplied to rawevent strears,
intersity raasures are particularly suited for detecting
flooding attacks, vhile also provi dingimsight into other
anoralies.

FMRY Dwses vol ura anal yses to hel p detect the
introductionof malicios trafid, such as trafid intended
to caise service demals or performintelligence gath
ering, wWere swh trafli may mot recessarily be vio-
lating filtering policies. Asharp increase in the over-
all volum of discarded packets, as vell as anal ysis of
the disposition of the discarded packets (as discussed
inSection4. 1), can provide irsight into unintentional ly
mal forrad packets resul ting frompoor line quality or
internal errors in reighboring hosts. Hgh volumas of
di scarded packets can al soindi cate mare malicioslyin
tended trarmsmssiors such as scanni ng of WDports or
IP address scaming via IQMPechoes. Fxcessive mun
bers of mil exparsion requests (EXPN) mayindicate in
telligence gathering, perhaps by sparmars. These and
other applicationlayer form of doorknob rattling can
be detected by an FMIRNDstatistical engine wen
filteringis ot desired

Atermatively, a sharp increase in events vieved
acrcss longer durations may provi de 1msight into a con
sistent effrt to limt or prevent successful trafli flow
Intersity maswures of tramsport-layer commection re-
quests, swh as a volum amlysis of SYNEST mas-
sages, couldindicate the ocarrence of aSYNattack[17
agai st port availability (or possibly for port scamning).
Variants of this could include intersity masures of
TP/HN rassages [14 ], comsidered a more steal thy

formof port scaming

Mni toring overall trafii volum and bursty events
by wing both intersity and contimows reasures pro-
vi des sorr 1 nteresti ng advart ages over other mor toring
approaches, such as wer-defimable hewristic rules that
specify fieed threshol ds. In particular, the intemsity of
everts over a duration is relative in the serse that the
term“hi gh vol e’ may reasonabl y be comsi dered dif-
ferent at mdmght than at 11:00 a.m The motion of
high bursts of events mght simmlarly be um que to the
role of the target systeminthe intraret (e. g, vebserver



host versus a wser vorkstation). Rile devel opers voul d
need to carefully define threshol & based on nany fac-
tors un que tothe target system Ghthe other hand, the
statistical algorithm vould, over tim, buld a target-
specific profle that could evaluate event irtemsity for
the given systemover a variety of tim slices such as
the tim of day (e.g, business hours versus afterhours)
and/or day of the veek (e. g, veekday versus veekend).

4.4 FEvent Distribution Measures

The event-distribution masire is a mata-maasure that
o tors vhi chother mhasures inthe profil e are afected

by each event. Ior exarple, an s cormand in an FIP
session affcts the directory masure, but does not af-
fect maasures related to file tramsfer. Tis masure is
ot interesting for all event strearn. For exarple, all
retvorketrafli event records afect the sarm masires
(murber of packets and kilobytes) defined for that event
stream so the event distribution does not change.

On the other hand, event-distribution masures are
weful 1n correl ative amalysis achieved via the “Mui-
tor of Mmtors” approach. Hre, each momtor con
tributes to an aggregate event streamfor the domain
of the correlation momtor. These events are generated
onl yvhen the 1ndi vi dual moni tor deci des that the recent
behavior is anonal os (though perhaps mot suffiiently
anoralows by itself to trigger a declaration). Masures
recorded incl ude tira stanp, nom tor 1dentifier, subject
1dertifier, and masure identities of the mst outlying
maswres. Qerall intersity of this event streammay
be indicative of a correl ated attack. The distribution
of vhich momtors and vhich masures are anomal ous
is likely to be difrent wth an intrusion or mal func-
tion than vith the normal “Innocent exception.” (See
Section 6 for a further discission onresult correl ation.)

4.5 Statistical Session Analysis

Statistical anomaly detection viathe mathods described
above emabl es FMIBADto arsver questiomns such as
howthe cwrrent anonyros FIP session corpares to
the historical profle of all previow anonymus FIP
sessiors.  Mil exchange could be simlarly romitored
for atypical exchanges (e.g., excessive mil relays).

Ontimingwththe exarple of FIB ve assi gn FIP
related events to a subject (the login wer or “anony-
mus”). A several sessiors my be interleaved, ve
mirtain separate short-termprofiles for each, but nay
score agairst a comon long-termprofie (for exam
ple, short-termprofi es are mintained for each “anony-
mus” FlPsession, bt eachis scored agaimst the his-
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torical profile of “anonyrows” FlPsessioms). The aging
mchani smin the statistics mdule allows 1t to nom-
tor events either as the everts occur or at the end of
the session. Whave chosen the formar approach (an-
alyze events as they happen), as it potentially detects
anonalows activity in a session before that session is

corel uded

5 Signature- based Network Ttaf-

fic Anal ysis

S gnature anal ysis is a process vhereby an event stream

1s mapped agai st abstract representatiors of evert se-
querces known to1ndi cate the target activityof interest.

S gnature engires are essentially expert systern vhose
rules fire as event records are parsed that appear to in-
dicate sispicios, 1f mot 1llegal | activity. S gmature rules
may recognize single events that by thersel ves repre-

sent sign ficart danger to the system or they may be
chained together to recogmze sequences of events that
represent, an entire peretration scenario.

Fovever, simplistic evert-to-rule hinding al one does
1ot necessarily provi de enough indi cation to emsure ac-
curate detection of the target activity Sgnature anal y-
ses st also distingu sh vhether an event sequence be-
ing wtnessed 1s actually tramsitionng the systeminto
the anticipated conpromsed state. In addition, deter-
mmi ng vhether a gl ven event sequerce is indicative of
an attack nay be a function of the precondi tioms under
vhi chthe event sequerce is performad.  Fanple coding
scheras for representing operating systemperetrati oms
through andit trail amalysis are [12 | 18, 19].

($ing hasi ¢ sigmature-anal ysis concepts, EMIRAD
can support a variety of anal yses 1mvol ving packet and
tramport datagram as evert strearn. Kr exarple,
address spoofing, tumeling, source routing [21
TN[27 ] attack detection, and abse of TOMP rms-
sages (Redirect and Destination Unreachable ms-
sages inparticular) [4 ] couldall be encoded and detected
by si gnatire engines that guard retvork gatevays. The
hewristics for amalyzing headers and application data-
gram for som of these abises are mot far fromvhat
is already captured by som fitering tools. Infact, it
1s somavhat diffiul t to justify the expense of passivel y
moni toring the trafli streanfor such activity when one
coul d turn such know edge 1nto fl tering rules. 4

Rgardless, there still remin several exarples that

4@ the other hand, ore may al so suggest a certainutility in
sinpl y havi ng real - tim machani sm to detect, report, and hier-
archicall y correl ate atterpts by external sources to forvard un-
desirall e packets through a gatevay.

1, SA



kel p jwstify the experse of empl oying signature anal y-
ses to rom tor netvork traffi. In particular, there are
points vhere the appearance of certain types of legiti-
mate trafhi introduces questiors regarding the otives
of the trafi sowce. Dstingushing benign requests
fromillicit ones may be farly diffidlt, and such ques-
tioms are ultimatel y site-specific. Fr exaple, MR
AD swveillance mdules can encode thresholds to
mmi tor activity such as the muher of fingers, pings,
or failedloginrequests to accouts such as guest, derm,
visitor, anonyms FIP or enployees who have de-
parted the compeany. Treshold anal ysis is a rudiman-
tary, 1nexpersive techri que that records the occurrence
of specific events and, as the naminplies, detects when
the mmber of occurrences of that evert surpasses area
somabl e count.

In addition, ve are devel oping hewristics to support
the processing of applicationlayer tramsactions derived
frompacket monitoring. FMIRNDs signature anal-
ysis module can sveep the data portion of packets in
search of a variety of tramsactioms that indicate suspi-

ciow, 1f ot mlicios, intertions by the external client.

Wile trafli fltering rules may allowexternal trafld
through to an internally avail able retvork service, sig
nature amal ysis offrs an ahility to model and detect
tramsaction requests or request paramters, alone or in
corhination, that are indicative of atterpts to mali-
ciosly subvert or abuse the intermal service. MR
ADs signature engite, for exarple, 1s capable of real -
timaparsingof FIPtrafli throughthe frewall or router

for uwanted tramsfers of configration or specific sys-
temdata, or anonyros requests to access nonrpublic
portios of the directory structure. Smlarly, MR
ADcan anal yze anonymus FIP sessios to ersure

that the file retrievals and upl cads/mdifications are
limted to specific directories. Alditionally, MR
ADs signature anal ysis capabilityis being extended to
session anal yses of compl ex and dangerows, bt hghly
weful, services like HMPor Capher.

Axther 1nteresting application of signature anal ysis
1s the scaming of trafh directed at hi gh-mrbered -
wed ports (i.e., ports to vhich the admmistrator has
ot assigred a netvork service). Hre, datagrampars-
ing can be wed to study retvork trafii after som
threshol d voluma of traffi, directed at an used port,
has been exceeded. A signature mdue can erpl oy
a knowtedge base of known telltale datagram that are
indi cative of vell-known net vork-servi ce protocol trafi
(e.g, FIE "Blret, SMP HIP). The siguature md-
ule then determmnes vhether the wknown port trafh
matches any known datagramsets.  Such corparisoms
couldlead tothe discovery of netvorkservi ces that have
been 1mstalled wthout an admmi strator’s knowtedge.
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6 (bmposable Surveill ance

Network Traffe

The focws of surveillance need not be limted to the
anal ysis of trafli strearn through a single gatevay. An
extremal y weful extersion of anomaly detection and
signature anal yses 1s to support the hierarchical correl a
tionof anal ysis results produced by mltiple distributed
gatevay survelllance modules. Wihin the FMIRAD
framvork, ve are devel oping mata-surveill ance md
ules that anal yze the anomaly and signature reports
produced by indi vi dual trafid oni tors dispersed to the
variows entry points of external traffi intolocal netvork
dorai 1s.

This concept 1s 1llwstrated in Kgure 1, vhich depicts
an exarple enterprise retvork corsisting of 1ntercon
rected local retvork dorairs. > Tese local domins
are 1ndependent] y adnnmi stered, and coul d perhaps cor-
respord to the division of cormuiting assets amng de-
partrants wthin comarcial organi zatiors or indeperr
dent 1aboratories wthin research organizations. Inthis
figure, comectivity wth the external vorldis provided
through ore or more service providers (SPL and SP2),
vhich may provide a limted degree of filtering hased
on source address (to avoid address spoofing), as vell
as other primmtive checks such as mom toring checksum

Imide the perimater of the enterprise, each local
domin maintairs its traffi filtering control (Fboxes)
over 1ts omsubretvorks. These fil ters enforce dora n-
specific restriction over issues such as UP port avail-
ability, as vell as acceptable protocol trafli. FMIR
ADswrvelll ance mnitors are represented by the S
circles, and are deployed to the varios entry points of
the enterprise and domairs.

FMIRY Dsurvei 11 ance mdul es devel op anal ysis re-
sults that are then directed up to an enterprise-layer
nori tor, which correl ates the distributed results into a
mta-evert, stream The enterprise ronitor is 1dentical
to the individual gatevay monitors (i.e., they we the
sama code base), except that it is configured to correl ate
activityreports produced by the gatevay mon tors. The
enterprise nori tor enpl oys both statistical anomal y de-
tection and si gnature anal yses to further amal yze the re-
sults prodiced by the distributed gatevay surveill ance
mdules, searching for comomlities or trends in the
distributed anal ysis resul ts.

The followng sections focts on aggregate anal yses
that ray induce both Local resporse andfor enterprise-
wcke resporse. Wernmarate som of the possi bl e vays

5This is one exanpl e netvork fl tering strategy that is wseful
for illwstratingresult correlation Qher strategies are possiHe.
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Hgre 1: Example Network Deployment of Surveillance Monitors

that anal ysis results fronthe varios surveillance mod
ules canbe correl ated toprovi de 1181 ght 1 rtorore gl obal
problern mot visiHe fromthe narrowperspective of 1o-
cal entry-polnt rom toring,

6.1 Commonalities among Results
e issue of direct interest is whether there exist
commalities in amalysis results across surveillance
mdules that are exarmming mtually exclwsive evert
stream. Ir exarple, a scenario previowsly discussed
vas that of a statistical engine observing a drastic in
crease 1n the mmher of discarded packets at the entry
point to a domain, perhaps even observing the major-
1ty caise for packet discards. Idpending on the degree
of increase, a local domainadmmstrator could be per-
suaded to take actions to help alleviate or remove the
cage of the failed packets. Bovever, if ona given day
all such dorai rs throughout, the erterprise simml arly ob-
served marked 1 ncreases 1ndi scarded packet vol um, the
resporse coul d propagate frombeing alocal concern to
being an erterprise-wde issue. Simmlarly, comonalities
across domaits 1n excessive levels of protocol-specific
errors or signature engines detecting uwvarted activity
across mltiple domaims could lead to enterprise-layer
resporses.

Wimnght also choose to distinguish excessive types
of certain trafli in an efirt to check for intelligence
gathering by outsi ders who submt requests such as fin-
ger, echo, or mil alias exparsion, to mltiple domims
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in the enterprise (i.e., romdrobin doorknob rattling).
The oy ective of such a techm que mght be to avoid de-
tection fronbothlocal retvorkintersity and/or contin
o maasures by spreading out the probes to miltiple
1ndependentl y roni tored domaims. Through aggregate
anal ysis, ve could mintain the erterprise-wde profie
of probes of this type, and detect vhen anumsual mm
ber or mx of these probes occurs. Wile such probes
my not appear excessive fromthe local domain per-
spective, the erterprise overall may observe a marked
increase vorthy of resporse.

In addition, ve can add a layer of trafki-rate nomi-
toring by proflingthe overall vol uma of erterprise trafid
expected throughout variows slices of the day and veek
Tocal nom tors may wse contimows mRaswres to detect
drastic declines 1n packet voluras that could indicate
tramsmssionlcss or seriows degradation. Hovever, 1t is
corcel vabl e that the degradation fromthe local domain
perspective, vhile significant, is mot drastic emough to
varrant active resporse. /A the sam tim, ve may find
through resul ts correl ation that the aggregate of all do-
mims producing reports of tramsmmssion rate degrada
tion during the sam tira period cod d varrant atten
tionat the enterprise layer. Thus, local dominactivity
below the severity of varranting a resporse coud in
aggregation wth other activity be found to varrant a
response.



6.2 Sequential Trend Analysis

@ gereral we to mta-surveillance is the mdeling of
activity for sequential trends inthe appearance of prob-
lematic trafi. Fr exarple, this could entail correl at-
ing the anal yses of local momitors, looking for trends in
the propagation of applicationlayer datagram for er-
ror or TCMWP packets. Wile local resporses to error
mssages could be handled by the local dorai n admn-
istrators, reports of errors spreading across all domairs
mght more efeti vel y be addressed by those resporsi bl e
for comections betveen the erterprise and the service
provider.

Atacks repeated agairst the sam retvork service
acrcss mltiple domirs can also be detected through
enterprise-layer correlation. I exarple, mltiple
survelll ance modul es depl oyed to variows local domai s
in the enterprise mght begin to report, inseries, sispi-
cios activity observed wthin sessioms employing the
sam retvork service.  Such reports could lead to
enterprise-1ayer respomses or varrings to other doraims
that have not yet experienced or reported the session
anoralies.  In this semse, results correlation enables
the detection of spreading attacks agaimst a cormon
service, wich first raise alarma in ore domain, and
gradual l y spread domai nby domainto afect operatiomns
across the enterprise.

Ware studying the we of fault-relatiomship md
els [22], in vhich recognition of a problemin one net-
vork corporent (e. g, loss of connectivityor resporsi ve-
ress) coul d propagate as diferent problem innei ghbor-
ing hosts (e.g., bufer owerflow or comection tiaout
due tooverloads). Qi enterprise roni tor enpl oys rule-
based hewristics to capture such rel ationshi p mdel s.

7 Response Handling

Qice aproblem s detected, the next challenge is to for-
mlate an efective respomse.  In many situations, the
mst efbctive resporse may be mo respomse at all, in
that every resporse irposes som cost 1n systemper-
forrance or (vorse) huan tina. Te extent to wich

a decisionunt contaims logic to flter out unirteresting
anal ysis results may mean the difErence betveen effc-
tive ronitoring wits and wmanageable (soon to be
disabled) moni toring wits. Br certain anal ysis results
such as the detection of known hostile activity through
signature anal yses, the recessity for respomse invoca
tion may be obviows. Fr other amalysis results such
as anoraly reports, resporse wnits may requite greater
sophisticationin the invocation logic.

10 of 13

Kindarantal to efbctive resporse handlingis the ac-
curate 1dentification of the sowrce resporsible for the
problemn  Fovever, wlike audit-trail analysis vhere
event-record fel &8 such as the subject IDare produced
by the (b kerrel , attackers have direct control over the
contert and format of packet strearn. Picket forgeryis
strai ghtforvard, and one mst take care to avaid allow
ing attackers to nani pul ate resporse 1ogi ¢ to harnd egl t-
imate ser comectivityor caise service demi al's through
out the retwork. Sorm techm ques have been proposed
to hel p track retvork activity to the source [25 ].

Axther isswe is how to tailor a resporse that is
appropriate given the severity of the problem and
that provides a singular effct to address the problem
wthout harmng the fow of legitimate retvork traf-
fic. (Ountermasures range fronvery passi ve resporses,
such as passive results dissermmation, to highly aggres-
sive actioms, such as severing a cormmmi cation chanrel .
Wihin FNEBND owr respose capabilities wll em
Hoy the followng gereral form of resporse:

e Passive results dissemination: FMRYD
mori tors can make their anal ysis results awailable
for admmistrative review Ware current] y expl or-
1ng techni ques tofacilitate passive dissermmationof
anal ysis results by wsing al ready-existing retvork
protocols such as SN incl uding the tramsl ation
of anal ysis results into anintrusion detection nan-
agerant information base (NIB structure. Tow
ever, vhereas it 1s extremal y wseful to integrate re-
sults di ssermnationinto an al ready-existing 1nfras-
tructure, ve st bal ance this ubilitywth the need
to preserve the security and integrity of anal ysis re-
sul ts.

e Assertive results dissemination: Aualysis re-
sults can be actively dissermnated as admm stra-
tive alerts. Wile the automatic dissemnation of
alerts may help to provide timaly reviewof prob-
lern by admmistrators, this approach may be the
st expersi ve fornof resporse, inthat 1t requires

luen oversight.  ©

e Dynamic controls over logging configura-
tion: IMIBAD roritors can performlinated
control over the (re)configmration of logging facili-
ties wthin retvork conponents (e.g., routers, fire-
valls, retvork services, audit daenors).

e Integrity checking probes: FMRAD -
tors may i mvoke handl ers that validate the integrity

6 Grsider a retvork emviromant that on average supports
100,000 external tramsactions (the defiition of tramsaction is
anal ysis-target-speci fic) per day. Evenif only0.1% of the tramsac-
tios vere found worthy of adnimi strati ve revi ew adnimi strators
woul d be asked to review100 tramsacti ors a day.



of retvorkservices or other assets. Irtegrity probes
may be particu arly weful for emsuring that privi-
leged retvork servi ces have mot been subverted.

¢ Reverse probing: FMRADronitors my in
voke probes 1n an atterpt to gather as mch counr
terintel 11 gence about the source of swspiciows trafh
by wsing features such as t racerout e or finger. How
ever, care is requiredin performngsuch actiors, as
disassedin [4 ].

e Active channel termination: A FMIRYD
moritor can actively termmnate a chammel session
if 1t detects specific knom hostile activity, Ths is
perhaps the most severe respomse, and care mmst be
taken to ersure that attackers do not pam pul ate
the surveill ance momitor to deny legi timte access.

8 (bncl usion

Whave described event- anal ysis techm ques devel oped

in the intrwsion-detection cormmity, and discussed
their application to noni toring KP/TPpacket stream.
Wpresent a variety of exceptional activity (both ra-
licios and nonmalicios) to wich these anal ysis tech
nmques could be applied "Bble 1 sumarizes the an-

al yzable exceptional netvork activity preserted in this
paper, and i dentifies vhi ch mthod (statistical anomaly
detection, signature analysis, or hierarchical correl &
tion) can be utilized to detect the activity.

These exarples help to jwstify the experse of gate-
vay survelllance nom tors, even in the presence of so-
phisticated trafli-fil tering macham sra. Indeed, several
of the exarpl e form of “Interesting trafii” listedinkB
He 1 are not easily, if at all, prevertabl e wsing fltering
mchani sta. In addition, our surveillance nodul es nay
even hel p to ture or point out mstakes in il tering rules
that couldlead tothe accidental discardingof leg timte
trafit. The surveillance modul es may detect the occur-
rence of trafki that appears to be anoml ows or ahisi ve,
regardless of vhether the trafi 1s alloved to erter, or
s preverted fromentering the retwork. Hrtherrore,
these techn ques may extend to nonmliciows problem
detection such as failures in el ghbori ng systers.

Wile this paper is intended to jwstify and 1l1strate
the corpl erartary nature of corti mng surveill ance ca-
pahilities wth fil tering mchanisma, in future research
ve wll explore the practical aspects of ronmtor depl oy
mrt, including performance anal ysis and secure ine
tegration into supporting retvork irfrastructure (e.g

7 Asi gni ficant murher of networkattacks target the subversion
of privileged network service. (BRI Advisories (A97.16, CA
97.12, (A97.05 give a fewrecent exanpl es.
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retvork nanagerant).  Rrhaps even rore than tradi-
tional audit-based intrusion detection devel opers, net-
vork nomi tor devel opers 1mst carefully assess the op-
timmmays to organi ze and isol ate the rel evart trafid
fromvhich their analyses are based. The added di-
mrsion of control and 11sight into netvork operatioms
gaired by vell-integrated surveillance modules is vell
vorth comsi deration.
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