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Abstract—Phones are used to confirm some of our most sensitive transactions. From coordination between energy providers
in the power grid to corroboration of high-value transfers with
a financial institution, we rely on telephony to serve as a
trustworthy communications path. However, such trust is not
well placed given the widespread understanding of telephony’s
inability to provide end-to-end authentication between callers. In
this poster, we address this problem through the AuthentiCall
system. AuthentiCall not only cryptographically authenticates
both parties on the call, but also provides strong guarantees of the
integrity of conversations made over traditional phone networks.
We achieve these ends through the use of formally verified
protocols that bind low-bitrate data channels to heterogeneous
audio channels. Unlike previous efforts, we demonstrate that
AuthentiCall can be used to provide strong authentication before
calls are answered, allowing users to ignore calls claiming a
particular Caller ID that are unable or unwilling to provide
proof of that assertion. Moreover, we detect 99% of tampered
call audio with negligible false positives and only a worst-case 1.4
second call establishment overhead. In so doing, we argue that
strong and efficient end-to-end authentication for phone networks
is approaching a practical reality.

A. Introduction
Telephones remain of paramount importance to society
since their invention 140 years ago, and they are especially
important for sensitive business communications, whistleblowers and journalists, and as a reliable fallback when other
communication systems fail. When faced with critical or
anomalous events, the default response of many organizations
and individuals is to rely on the telephone. For instance,
banks receiving requests for large transfers between parties
that do not generally interact call account owners. Power grid
operators who detect phase synchronization problems requiring
careful remediation speak on the phone with engineers in
adjacent networks. Even the Federal Emergency Management
Agency (FEMA) recommends that citizens in disaster areas
rely on phones to communicate sensitive identity information
(e.g., social security numbers) to assist in recovery [5]. In all
of these cases, participants depend on telephony networks to
help them validate claims of identity and integrity.
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However, these networks were never designed to provide
end-to-end authentication or integrity guarantees. Adversaries
with minimal technical ability regularly take advantage of this
fact by spoofing Caller ID, a vulnerability enabling over $7
billion in fraud in 2015 [6]. More capable adversaries can
exploit weaknesses in core network protocols such as SS7 to
reroute calls and modify content [2]. Unlike the web, where
mechanisms such as TLS protect data integrity and allow
experts to reason about the identity of a website, the modern
telephony infrastructure simply provides no means for anyone
to reason about either of these properties.
B. Accomplishments To Date
In this poster, we present AuthentiCall, a system designed
to provide end-to-end guarantees of authentication and call
content integrity over modern phone systems (e.g., landline,
cellular, or VoIP). While most phones have access to some
form of data connection, that connection is often not robust or reliable enough to support secure VoIP phone calls.
AuthentiCall uses this often low-bitrate data connection to
mutually authenticate both parties of a phone call with strong
cryptography before the call is answered. Even in the worst
case, this authentication adds at most a negligible 1.4 seconds
to call establishment. Once a call is established, AuthentiCall
binds the call audio to the original authentication using specialized, low-bandwidth digests of the speech in the call. These
digests protect the integrity of call content and can distinguish
legitimate audio modifications attributable to the network from
99% of maliciously tampered call audio even while a typical
user would expect to see a false positive only once every six
years. Our system is the first to use these digests to ensure that
received call audio originated from the legitimate source and
has not been tampered with by an adversary. Most critically,
AuthentiCall provides these guarantees for standard telephone
calls without requiring changes to any core network.
We make the following contributions to date:
•

Designs Channel Binding and Authentication Protocols: We design and implement protocols that bind
identities to phone numbers, mutually authenticate
both parties of a phone call, and protect call content
in transit.

•

Evaluates Robust Speech Digests for Security: We
show that proposed constructions for digesting speech
data in systems that degrade audio quality can be made
effective in adversarial settings in real systems.

•

Evaluates Call Performance in Real Networks: Our
prototype implementation shows that the techniques

pioneered in AuthentiCall are practical and performant, adding at most only 1.4 seconds to phone call
establishment in typical settings.
We are not the first to address this problem [4], [7],
[1], [11], [10], [3], [8], [9]. However, other approaches have
relied upon weak heuristics, fail to protect phone calls using
the public telephone network, are not available to end users,
neglect to protect call content, are trivially evaded, or add
significant delay to call establishment. AuthentiCall is the only
system that authenticates phone calls and content with strong
cryptography in the global telephone network with negligible
latency and overhead.
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Authentication Handshake
AuthentiCall uses an auxiliary data connection (e.g., LTE, WIFi) to
authenticate calls end-to-end over the existing phone network
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Fig. 2. Broad overview of attacks possible on Caller ID and call content in
current telephony landscape.
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Such an adversary is much more likely to require nation-state
scams, “swatting” attacks, and other
level sophistication, but exists nonetheless. Examples of both
problems
in the
phone
network.
classes
of adversary
are shown
in Figure
2.
Given that the bitwise encoding of audio is unlikely to
be the same at each endpoint, end-to-end encryption is not
a viable means of protecting call content or integrity across
the heterogeneous telephony landscape. Moreover, while we
argue that the majority of phones have access to at least a
low-bandwidth data connection, solutions that demand highspeed data access at all times (i.e., pure VoIP calls) do not
offer solutions for the vast majority of calls (i.e., cellular calls).
Finally, we claim no ability to make changes throughout the
PSTN
vast and disparate technologies
that make up the core networks
Carrier focus strictly on addressing
of modern telephony and instead
this problem in an end-to-end fashion.
We define four participants:Gthe Caller (R), the Callee (E),
the Server (S), and the Adversary (Adv). Callers and Callees
will register with the AuthentiCall service as described in the
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G
next section and
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key. AuthentiCall will achieve the following security goals in
Telco
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to cryptographically verify the identity of R prior to
accepting an incoming call.
3) (G3) Authentication ofG the Callee: R will be able to
cryptographically verify the identity of E as soon as the
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IV. P ROTOCOL D ESIGN AND E VALUATION
In the previous section, we saw that AuthentiCall has five
security goals to meet, and this section describes the three
protocols that AuthentiCall uses to achieve these goals. These
are the Enrollment, Handshake, and Call Integrity protocols.
These protocols make use of certificates issued to each client
that indicate that a particular client controls a specific phone
number. Others have proposed a full public key infrastructure
for telephony [68] called a “TPKI” that would have as its
root the North American Numbering Plan Administration with
licensed carriers acting as certificate authorities. This PKI
would issue an authoritative certificate that a phone number is
owned by a particular entity, and AuthentiCall could enforce
that calls take place between the entities specified in those
certificates. While AuthentiCall can leverage the proposed
TPKI, a fully-deployed TPKI is not necessary as AuthentiCall
can act as its own certificate authority (this is discussed further
in the enrollment protocol).
All of these protocols
make use
of a client-server
architecAuthentiCall
adds
only
1 to 1.41
ture, where an AuthentiCall server acts as either an endpoint
seconds
to
call
establishment
or intermediary between user clients. There are several reasons
for this design choice. First, having a centralized relay simplifies the development of AuthentiCall. Second, it allows the
server to prevent abuses of AuthentiCall like robodialing by
a single party by implementing rate limiting. The server can
authenticate callers before allowing the messages to be transmitted, providing a mechanism for banning
misbehaving users.
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..
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integrity of the client, no other entity of the AuthentiCall
B
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>
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r
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…
use a secure TLS configuration with server authentication.
Our protocols have another goal: no human interaction
except for choosing to accept a call. There are two primary
reasons for this. First, it is well established that ordinary users
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transcoded
inin other
the protocols
network,
and
correctly
[88]. Second,
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