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Problem: Privacy Issues in Bitcoin
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Confidential Transactions [3]
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Challenge: Combining CoinJoin and CT

How to ensure
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without revealing ri,; and ro.; to other peers?

Our Solution: ValueShuffle [4]
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We need to compute a sum
such that individual summands
are not revealed.
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Secure Sum Protocol
(DC-net)

Main Technical Challenge

If a malicious peer sends garbage in the secure sum
protocol, how can we identify and exclude him to ensure
termination of ValueShuffle without hurting privacy?

Benefits

* Sender Anonymity

* Termination in the presence of disruptive peers

* Mixing with different amounts

* No leakage through change addresses

* Mixing and actual spending in just one transaction

» Efficiency: Just 4 + 2f communication rounds for f
actively disrupting peers (uses central bulletin board)

Privacy
Landscape
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