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Custom	
  Protocols	
   Generic	
  Protocols	
  

e.g.,	
  Garbled	
  
Circuit	
  

Protocols	
  

Cannot	
  be	
  easily	
  composed	
  with	
  
other	
  secure	
  computa0ons	
  

Designed	
  around	
  specific	
  crypto	
  
assump.ons	
  and	
  primi.ves	
  

New	
  Design	
  and	
  security	
  
proofs	
  need	
  to	
  be	
  done	
  for	
  
every	
  individual	
  scheme.	
  

Uses	
  generic	
  and	
  flexible	
  
cryptographic	
  primi0ves	
  

Can	
  securely	
  compute	
  arbitrary	
  
func0on	
  

Security	
  proofs	
  
automa0cally	
  derived	
  
from	
  the	
  generic	
  proof.	
  



Garbled	
  Circuits	
  &	
  Oblivious	
  Transfers	
  

Y.	
  Huang,	
  D.	
  Evans,	
  J.	
  Katz,	
  L.	
  Malka,	
  Faster	
  Secure	
  Computa0on	
  Using	
  Garbled	
  Circuits,	
  USENIX	
  Security	
  2011.	
  

And	
  Gate	
  1	
  

Enca10, b11(x10) 

Enca11,b11(x11) 

Enca11,b10(x10) 

Enca10,b10(x10) 

Or	
  Gate	
  2	
  

Encx00, x11(x21) 

Encx01,x11(x21) 

Encx01,x10(x21) 

Encx00,x10(x20) 

AND	
  

a0 b0 

x0 

AND	
  

a1 b1 

x1 

OR	
  

x2 

…	
  
Andrew	
  Yao,	
  1982/1986	
  

Alice	
   Bob	
  

Oblivious	
  Transfer	
  
Protocol	
  

Rabin,	
  1981;	
  Even,	
  Goldreich,	
  and	
  Lempel,	
  1985;	
  	
  
Naor	
  and	
  Pinkas	
  2001,	
  Ishai	
  et	
  al.,	
  2003	
  

Free-­‐XOR	
  technique,	
  Kolesnikov	
  and	
  Shneider,	
  2008	
  



Threat	
  Model	
  

Semi-­‐Honest	
  Adversary:	
  follows	
  the	
  protocol	
  as	
  specified,	
  but	
  
tries	
  to	
  learn	
  more	
  from	
  the	
  protocol	
  execu0on	
  transcript	
  



Generic	
  PSI	
  Protocols	
  Overview	
  

Protocols	
   Cost	
  in	
  non-­‐
XOR	
  gates	
  

Best	
  for	
  

Bitwise-­‐AND	
  	
  
(BWA)	
  

Small	
  element	
  space	
  

Pairwise-­‐Comparison	
  
(PWC)	
  

Sort-­‐Compare-­‐Shuffle-­‐WN	
  
(SCS-­‐WN)	
  

Large	
  element	
  space	
  



Generic	
  PSI	
  Protocols	
  Overview	
  

Protocols	
   Cost	
  in	
  non-­‐
XOR	
  gates	
  

Best	
  for	
  

Bitwise-­‐AND	
  	
  
(BWA)	
  

Small	
  element	
  space	
  

Pairwise-­‐Comparison	
  
(PWC)	
  

Sort-­‐Compare-­‐Shuffle-­‐WN	
  
(SCS-­‐WN)	
  

Large	
  element	
  space	
  



PSI:	
  Needn’t	
  be	
  Complex	
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What	
  if	
  the	
  element	
  space	
  is	
  large?	
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Can’t	
  reveal	
  results	
  yet!	
  	
  Posi0on	
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  informa0on.	
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Waksman	
  Network	
  

Same	
  circuit	
  can	
  generate	
  any	
  permuta0on:	
  	
  
select	
  a	
  random	
  permuta0on,	
  and	
  pick	
  swaps	
  

gates	
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Generic	
  protocols	
  offer	
  many	
  advantages	
  
Composability	
  

Flexibility	
  on	
  hardness	
  assump0ons	
  
Design	
  cost	
  
Performance	
  

Conclusion	
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