Internet Infrastructure Security
Panel

Symposium on Network and
Distributed System Security

February 10, 1997

%@ ISOC SNDSS, FEB 10, 97, #1




Internet Infrastructure Security

e Panelists
— Steve Bellovin - AT&T Research

— Olafur Gudmundsson - TIS
— Paul Lambert - Oracle

— Russ Mundy - TIS
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What Gives (or Doesn’t Give) the

Internet Infrastructure Security?
e Interaction Between “Internet Pieces”

 Dominated By Protocols - Examples
— Internet Protocol
— Routing
— Name Service
— Network Management
— eftc, etc, etc,

o Software Implementing & Executing the
ti%@ Protocols
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Internet Infrastructure Security
Requires (at least)

e Support for Security Mechanisms in
Protocols

— Standards are Crucial

* Implementation and Use of Security
Mechanisms In Software of “Internet
Pieces”

e Policies and Correct Usage
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Are All Internet Related
Protocols Infrastructure?

(one view)
 Infrastructure * Probably Not??

— OSPF, BGP(add your — TCP

favorite routing protocol(s)) _ HTTP
~ DNS — FTP
~ ARP — Telnet
— SNMP B
—IP
— ISAKMP/Oakley
— DHCP
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Are All Internet Related
Protocols Infrastructure?

(another view)
* Everything Needed for MY Job
An Example:
— Email is Infrastructure to end users
— TCP is Infrastructure to Email Developers

— IP is Infrastructure to Multicast Developers and
Users
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Internet Infrastructure Security
How Much Is There??

« Some Today BUT More is Coming
 Emerging Protocol Standards
 Experimental & Reference Software

Implementations

Examples

— IPSEC / ISAKMP / OAKLEY

— DNSSEC
— SNMP-NG
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SNMP - Next Generation

Symposium on Network and
Distributed System Security

February 10, 1997
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SNMP ADVISORY TEAM
Background

e Chartered After 36th IETF

o Security and Administrative Framework

Evolution for SNMP Advisory TeanfAKA
Advisory Team)

* Principal Goal: Identify Single Approach
for SNMP-NG That Can Move to Open
Working Group
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SNMP ADVISORY TEAM
Approach Highlights

 Used As Much From Existing Technology
Base as Practical

e Constrained to Requirements of Existing
v2* & USEC Proposals

e Did Not Choose One “Winner”

e |dentified a Set of Modules and Interfaces
that Perform Required Functions
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SNMP ADVISORY TEAM
Approach Highlights (cont)

 Approach Emphasizes Modularity

 Documents Expected to Follow the
Modularity

It Is Not Necessarily Expected that
Implementations Will Choose To Follow
Strict Modularity

e Currently Defined Security Services
(Integrity & Confidentiality) Are Sufficient
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USER-BASED SNMP-NG I\/IODULES & SUB- MODULES

; User-Based Securlity Message Processing, :
e Model Processing & Control
5 Auth | - | Management
?:g}e . | Application
e Determine
: — : Naming | :
time MeNess Scope Proxy
bt e .| Handling
Application
| s | e
priv
Tablg |
TrapTable
: : ; >DestinationAdrs
Local Processing |Q°S
: Security Model
UserTable i TrapGroup
> snmpEnginelD :
> userName : Instrumentation
authProtocol : Trap _
privProtocol : Processing
acGroup : .
SecurityCookie : View View PDU
tl ................................................... LOOkUp ACCGSSCOntI’ I PfOCGSSIﬂg
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RECEIVE REQUEST MSG

....................................................................................................................................................... Transport
: Security Model g Message Processing#
....................................... Processing & Control 5
e Auth ] ' gg‘g . | Management
- au < - — — - : : : o
. | Table : 24/ ptr to SecurityModelData : Application
s : : - ptr to messag _ :
ORI Tmd : Determing
: Timelin o~ 5 Naming | -
$m§ T e - 5 Scope Proxy
able : -
- = — = ErrorCodel- 7 .. S Handllng
OR Application
ScopedPDU-MMS| -
TR Group -
: Brv : SecurityCookid- :  /-Q0S e
{ priv : ScopedPDU- - ScopedPDU
| Table™ € - — — - - ScopedPDU-MMS
TrapTable
T ™ >DestinationAddiis
................................................................. Local Processing |Q°9S
: Security Model
UserTable : - Group”” \- ScopedPDU-MMS TrapGroup
>snmpEnginelD : - Varbinds
userName - Opeonte Instrumentatior =
authProtocol : P e
privProtocol : 5 x Processing
acGroup :
S ityCooki : I
ecurityCookie E View - Operation V PDU |
tl ................................................... LOOkup - Context AC PI‘OCGSSIng
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GENERATE REQUEST MSG

Transport

A6
Security Model Message Processmg/
....................................... Processing . & Control - | Application
Auth Message / %— -DestinationAdrs
auth -~ = 9 : . | -SecurityModel
Table : : ;| -MMS
< ] : _ .| -SecurityCookie
....................................... : Globalb Determine : | -ScopedPDU
: - GlobalData | Ngmi :
: amin :
: Timeliness : - ScopedPDU J :
Ime -« — — — : | securityCookie| SCOpPE :
Table _ )
- ——— > Dt ee e e e e s rtearar e te e raeenresertes "
: _ —~ i | -ModelSpecific
: _ - . _| SecurityLookup
_______________________________________ ; -~ -~ 7L Stff
rIV Prlv / - - . _ - e I
'ﬁ)'able_ — — = — P SecurityCookiel= ~ e - —
R 1/_,// rap 1 able
< o >DestinationAdrs
................................................................. Local Processing |2©S
Security Model
UserTable TrapGroup
> snmpEnginelD
> userName Instrumentation
authProtocol Trap _
privProtocol Processing
acGroup _
SecurityCookie View V PDU
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SNMP ADVISORY TEAM
Process Recommendations

 Re-Charter “standard” Working Group

* Develop Revised Documents With “Cut &
Paste” Approach

* Plan Face-to-Face Meeting (or 2) Prior to
April IETF

 Have I-D(s) Prepared Prior to April IETF
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THANK YOU
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Backup Slides
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SNMP ADVISORY TEAM
Members

e David Harrington ¢ Russ Mundy

e Jeff Johnson e Shawn Routhier
e David Levi e Glenn Waters
e John Linn * Bert Wijnen
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SNMP-NG GENERIC MODULES to &from Transport

Security Model Messg?%e Ptrocl:essmg,

module : ontro .
: module :
é <<—»| Managemen
| . | Application
: 4_} Proxy
e A ... |Application

Y
Local Processing
........................................... module




SNMP Advisory Team

Message Format lllustrations
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SNMP-NG MESSAGE FORMAT

Global Security Model Naming

Data Information Scope PDU
-Version
-MsgID SECURITY MODEL -ContextID Per RFC-1905
-MMS SPECIFIC DATA -ContextName (Includes Operations
-SecurityModel and Varbinds)
-QOS/RptFlag

ScopedPDU
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SNMP-NG MESSAGE FORMAT
User-Based Security Framework

Global Security Model Naming
Data Information Scope PDU

SECURITY MODEL
SPECIFIC DATA

-User-Based -AuthParam -PrivParam
General Param (KeyedMD5 (DES)
(snmpEr_lglneID, Digest)

Boots, Time,

UserName)

User-Based Security Framework
Model Information
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RECEIVE SNMP-NG noAuth/noPriv MESSAGE

............................................................................................... L o~ Transport
Security Model Message ProcessinglAE/
e Processing & Control 5
Auth : é PSS ™ It
= u : : ! . | Managemen
T : 2 QOsS :
auth /— ptr to SecurityModelData : App"caﬁon
L Tenle : : - ptr to message :
T Determine
: S— : Naming :
e imeliness Scope Proxy
L B R N N N /| Handling
ScopedPDU-MMS Application
Group|-
_______________________________________ SecurityCookid - ;
. B ScopedPDL - e
priv
Tablg |
TrapTable
: >DestinationAddrs
................................................................ 5 Local Processing |QCS
: Security Model
UserTable : TrapGroup
>snmpEnginelD :
>userName : Instrumentatior
authProtocol : Trap _
privProtocol : Processing
acGroup :
: SecurityCookie : View V PDU
t.i ................................................... Lookup AC Processing
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GENERATE SNMP- NG noAuth/noPriv MESSAGE

_______________________________________________________________________________________________________________________________________________________ Transport
: : 77 3
: Security Model g Message Processmg/
e Processing i & Control 5
: : 2
pa— Auth | Messagg—:—»> - | Management
- ] aut : : : i i
| Tabld 5 5 § Application
T Determing
: 5 _ GlobalData Naming | |
. Timeliness - ScopedPDU :
Ell.r:;e - securityCookid OCOP€ : Prox_y
S| Handling
Application
| s— | W T
priv
Tablg |
TrapTable
: >DestinationAddrs
Local Processing |2©S
: Security Model
UserTable : TrapGroup
>snmpEnginelD :
>userName : Instrumentatiorn
authProtocol : Trap _
privProtocol : Processing
acGroup :
SecurityCookie : View V PDU
tl ................................................... LOOkUp AC PrOCGSSing
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RECEIVE SNMP-NG Auth/noPrIV MESSAGE

....................................................................................................................................................... Transport
Security Model Message ProcessmglAE/
A Processing & Control 5
: : - snmpEnginelD : - MMS
- auth A (3 5 - userName : - QOS . 5 Mana.'ger.nent
- Table : - ptr to authParams / - ptr to SecurityModelData : Appl|cat|on
ﬁfiﬂiﬁﬁf \\)  ptr to whole message | 2 - ptr to message _ :
e, : 4 § Determing
: | : Naming QT
. Timeliness - snmpEnginelD :
ame < Boots ; Scope ; Proxy
Table ErrorCodel|- . : : Handlin
or success - Time ErorCode|- 47 g
\ OR" - | Application
6 ScopedPDU-MMY - :
....................................... Group|- : :
: Br : SecurityCookig - S
| priv = : ScopedPDY -
| Table :
TrapTable
: >DestinationAddrs
................................................................ 5 Local Processing [2°S
: Security Model
UserTable : TrapGroup
>snmpEnginelD :
>userName : Instrumentatior
authProtocol : Trap _
privProtocol : Processing
acGroup :
SecurityCookie : View V PDU
tl ................................................... LOOkUp AC ProceSSing
@ ISOC SNDSS, FEB 10, 97, # 25




GENERATE SNMP-NG Auth/noPrIV MESSAGE

....................................................................................................................................................... Transport
; : 7
: Security Model § Message PFOCGSSIHQ/
e Processing é & Control
: 5 : 6 :
Do : Messagg———>» :
N Auth /Y J : - | Management
- [auth Auth}— : 5 licati
| Tabld datg - userName 5 | Application
L <€—— - ptr to authParams : :
L "o [rvowmcemessage | Determing
: : | GlobalData Naming T
e Timeliness 3 : - ScopedPDU : P
Tabld E;‘I’n‘z‘j S : - securityCookie Scope : rox_y
2 - snmpEnginelD E . | Application
| s —
priv
Tablg |
TrapTable
: >DestinationAddrs
Local Processing |Q°S
: Security Model
UserTable 5 TrapGroup
>snmpEnginelD :
>userName : Instrumentatiorn
authProtocol : Trap _
privProtocol : Processing
acGroup :
SecurityCookie : View V PDU
t.l ................................................... Lookup AC Processing
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RECEIVE SNMP-NG Auth/Priv MESSAGE  tiansport

Security Model Message ProcessmglAE/
A Processing é & Control 5
- snmpEnginelD 5 - MMS :
= Auth | userName / QOS - | Managementt
au > - i : ] q
- Table - ptr to authParams : pir to SecurityModelData . | Application
D Erordoder. - ptr to whole message | 2 - ptrto message :
...................................... Determing
| E Naming e
. Timelines - SnmpEnginelD : :
time —— - Boots : Scope § Proxy
rrorcoael- H : .
Table or success- - Time ErorCodel- | Handlng
OR Application
ScopedPDU-MMS -
....................................... Group|- : :
: T : SecurityCookig - e
priv 7 - userName ScopedPDU-
| Tablg | ErrorCode r<— ptr to privParams 5
: Decrypte : g} ptr to encrypted message TrapTable
Mﬁ : >DestinationAddrs
................................................................ 5 Local Processing (295
: Security Model
UserTable : TrapGroup
>snmpEnginelD :
>userName : Instrumentatior
authProtocol : Trap
privProtocol : Processing
acGroup :
SecurityCookie : View V PDU
tl ................................................... LOOkUp AC ProceSSing
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GENERATE SNMP-NG Auth/Priv MESSAGE  1r2n600r

L TSNS ,
: Security Model g Message Processmg/
Y Processing . g & Control |
Auth ; Message/y : | Management
: [ auth Authl—— : : L
L Table data - snmpEnginelD - | Application
L <€— - userName :
................................. - - ptr to authParams é Determing
_ ptr tOWhOle message . i GIObalData N . ...............................
amin :
e Timeliness . - ScopedPDU SCOpeg : Proxy
Boots | i . . :
Table T?n(z eS S securityCookie : _
Handling

4‘\- snmpEnginelD : Application

— Priv : 3
: ‘FI)'”\t/)I | | Encrypted———» :
|1 1able :
5 ScopedPDY) - userName 5 TrapTable
: <& ptrto privParams : >DestinationAddrs
- ptr to ScopedPDU : L | P : QOS
OCal Frocessing Security Model
UserTable : TrapGroup
>snmpEnginelD :
>userName : Instrumentatiorn
authProtocol : Trap _
privProtocol : Processing
acGroup :
: SecurityCookie : View V PDU
t.l ................................................... Lookup AC Processing
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RECEIVE RESPONSE MSG

....................................................................................................................................................... Transport
Security Model Message ProcessmglAE/
....................................... Processing & Control | Application
: : “MMS
Auth : : -QOS
auth € — — — — 24// - ptr to SecurityModelData
Table : : - ptr to message QOS
- : ScopedPDU-MMS
................................. e B - SecurityModelDatE
e a : MMS
fime ime IneSS<_ ] EI'I'OrC(E()erz - 3 SecurityCookie
Tabl : ScopedPDY - : : ,
=5 - —— = ScopedPDU-MMS ZE TS p ............ — ~|-SecurityCookie
Group : - -
SecurityCookig - _ - _ !g'
....................................... ScopedPDY - - -7
: Priv : é _ _ - - _ _ —~~  ssssssssssssssssssssesssssssasaes
p”V 5 / - _ —~
Table | <€ - — — < _ -
L ModelSpecifit . -~ TrapTable
SecurityStuff- ~ >DestinationAddris
................................................................. Local Processing |95
Security Model
UserTable TrapGroup
> snmpEnginelD
> userName Instrumentatior
authProtocol Trap _
privProtocol Processing
acGroup
SecurityCookie View V PDU
t.I ................................................... Lookup AC PrOCeSSing
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GENERATE RESPONSE_MSG

....................................................................................................................................................... Transport
: Y 4
: Security Model § Message Processmg/
A Processing & Control :
: : 3
Auth g Message———»> . | Managementt
. | auth | - — 5 | Application
. | Tablg : : : PP
o € - - - : :
SRR : : Determing :
5 : | GlobalData Naming T
e Timeliness - ScopedPDU : o)
Table -~ : | securityCookiel SCOP€ : 102
-« - - - S i A L. | Handling
5 . | Application
| a— A A T
priv :
Tablg | — — = = P>
: TrapTable
€ - >DestinationAddris
................................................................. Local Processing |29S
: Security Model
UserTable : - ScopedPDU TrapGroup
>snmpEnginelD :
>userName : Instrumentatior
authProtocol : Trap _
privProtocol : Processing
acGroup :
SecurityCookie : View V PDU
t.I ................................................... Lookup AC Processing
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RECEIVE TRAP_MSG / Transport
Security Model Message Processingy;
....................................... Processing é & Control . | Application
g 5 [ MMS 5
_?_ug} € - — — i/ L ptr to SecurityModelData :
av'é : : - ptr to message QOS|
~al : ScopedPDU-MMS\ :
.................................... < E SecurityModelDatg -\
. Timeliness ~ ErrorCodel- 5 MMS 1
time < - — — - OR : 3 SecurityCookig -
Tabl : - . .
= - ——— % ScopedPDU-MMY- 4. ScopedPBU - ~-securityCookie
Group : - -
SecurityCookig - _ - _ !g'
....................................... ScopedPDY - -7 -7
: Priv : é _ _ - - _ _ —~~  ssssssssssssssssssssesssssssasaes
p”V 5 P -
Table | < - — — 3 -
__l_ ModelSpecifit . — ~ TrapTable
SecurityStuﬁ( - >DestinationAddrs
................................................................. Local Processing |Q0S
Security Model
UserTable TrapGroup
> snmpEnginelD
> userName Instrumentatior
authProtocol Trap _
privProtocol Processing
acGroup
SecurityCookie View V PDU
tl .................................................... LOOkup AC PTOCGSSIng
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GENERATE TRAP_MSG Jransport

ol / Varbind
‘ .............................................................................................. ...................................................... / - ar In S
' Security Model] Message Processing, | , ~contextName
....................................... Processing . & Control y
: Messagg———» i
o Auth : : . | Managementt
- [auth <« - — — - : - GlobalData I . .
- | Table _ : - ScopedPDU I | Application
= —|-=" / - securityCookie ,’ :
e, : L7 Determing, :
E o E Naming ||
Timeliness -TrapGroup :
e -« - - - - -00S Scope | ;| Proxy
= ---=-» | S A 5 ... | Handling
SecMod I | Application
-S-C(?pcé\g%DU -ContextlD
....................................... : _TrapGroup -Varbinds I, :
: Prlv SeCUI'ItyCOOkleArra) -QOS _ConteXtNam% ............................ P
priv : -DestinationAdrs
Tabldg | € - — — :
Lyl 5 'l'| TrapTable
: * > DestinationAdrs
""""""""""""""""""" Local Procesging |2°S
0 — : Security Model
seriaple : TrapGroup
> snmpEnginelD
> userName
authProtocol : -ContextNa Trap
privProtocol : 1 1 x Processing
acGroup : :
: SecurityCookie : View View
: : Q0S5 PDU
g NOTEStepSWm’fmay AccessControl 4 -82)3 Lookup 3 -Group | -
t| @ ocour multiple times _Opergﬂon -Operatio] Processing
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PROXY PROCESSING
Overview

Proxy Application

Te T4

v 4
Request > ° P Proxied Request
) g Dual Role =
= SNMP !
& Engine/Entity =
o G| 5
Response<8 5} S |l Response From

Proxied Request
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RECEIVE PROXY REQUEST_MSG Transport

it CRESVESI DS e :

Security Model g Message Processing; : Proxy
....................................... Processing | & Control | Handiing
5 é [ MMS - | Applicatio
e Auth : : | QOS . | [to GENERATE
- au - 5 - ;
| Table 4‘5 i/ - ptr to SecurityDatay e rsion | -T)Et(\g/LeJrEsiSo-l;rMSG]
2 5 § ptrto message invodel | © [ O Moa)
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: ~ A : inSecCookie -\ : | 0utQOS
time Tlmellness<_ ] : 3 'QQ((;IS . | DestinationAdrs
Table : andlel- ) t outSecCookie
- — — = ErrorCode . L outSCopedPDU
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ScopedPDU-MMS -
e _ Groupf- :
| priv : ScopedPDU - :
| Tablg ]| € - — —
TrapTable
T ™ : >DestinationAddrs
................................................................ 5 Local Processing [0S
: Security Model
UserTable : TrapGroup
> snmpEnginelD :
> userName : Instrumentation
authProtocol : Trap _
privProtocol : Processing
acGroup :
SecurityCookie : View V PDU
tl ................................................... LOOkUp AC ProceSSing
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RECEIVE PROXY RESPONSE_MSG Transport

Security Model g Message Processingd 5*
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ScopedPDU-MMS -
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SecurityCookie View V PDU
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