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Anonymity--what Is itgood for?

s Commerce

x Counselim

s Whistleblowirg

n Free $eech

= Polling, Voting, Surve/ing
= efc., etc.
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What's there to hide?

x Name, id, account, etc.

m Location (at all levels of granularity)
n Linkability

m Timing?

= Volume?
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Who to hide from?

* Intended recipient

o Casual eavesdropper

* Professional eavesdropper
* Global observer

* Oneself?
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Anonymity Types

1. Transport 2. Mechanism-specific
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Internet Anonymity Today

Best anonymity today: mixmaster+news

ISOC Symposium on Network and Distributed System Security, Feb. 10-11, San Diego, CA

6



2/18/97

Internet Anonymity Needs

* MIXs for synchronous communication
e Court -- means of arbitration
e Universal certification

BTW,
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